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Relevant Reading

« Relevant reading:

— Security Problems in the TCP/IP Protocol Suite by Steve
Bellovin. Computer Communications Review, Vol 19, No.

2, pp 22-48, April 1989.
— Sequence Integrity using Hash Chains by Matt Barrie.

http://www.ee.usyd.edu.aw/'~matth/2001/lectures/attacks.pdf
— Bugtraq Mailing list
http://onhne.secuntylocus.com/popups/forums/bugtrag/fag.shiml
— Vulnerability Database hitp://online.securityfocus.com/bid

— Cl'j?'p‘liﬂ—Gl'ﬂﬂl Newsletter http://www._counterpane.com/cryplo-
oram.html

— CERT Statistics http://www.certorg/stats/cert stats html

Jonathan Stanton Spring 2003 / Lecture 2



What are Network Security
Risks?

e [nformation disclosure:

— IP addresses and DNS names of machines, active ports,
network topology.

* Connection Capture (Man-in-the-middle)

— TCP connection capture.
— Modified DNS replies.

* DOS

— Network tratfic DOS
« Ping, SYN-flood, ...
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