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Abstrace—The dezign of the IP protocol makez it difficult to
rehably identify the originator of an IP packet. Even in the ab-
zence of any deliberate attempt to dizguize a packet’z origin, wide-
spread packet forwarding technigues such az NAT and encapzula-
tion may obzcure the packet’s troe zource, Techniguesz have been
developed to determine the zource of large packet flows, but, to
date, no zystem haz been prezented to track indmidual packets in
an efficient, zcalable fazhion. We prezent a hazh-bazed technique
for IP traceback that generates audit trailz for traffic within the
network, and can trace the origin of a single IP packet delivered
by the network m the recent past. We demonztrate that the syztem
1z effective, zspace efficient (requiring approxmately 0.5% of the
lnk capacity per unit fime in storage), and implementable mn car-
rent or next-generation routing hardware, We prezent both ana-
bytic and zzmulation rezultz showing the syzstem’s effectiveness.

Index Terms—Computer network manazement, computer net-

work zecurity, denial of zervice (DoS), IP traceback, network fanlt
diagnoziz, wide-area networks (VWANz),

I. INTRODUCTION

ODAY"S Internet nfrastructure 15 extremely vulnerable to
motivated znd well-equipped aftackers. Tools are readily
available, from covertly exchanged exploit programs to publicly
released vulnerability assessment software, to degrade perfor-
mance o even dizable vital network services. The consequences
are serious and, increasingly, financially disastrons. While dis-
tnbuted demal-of-zervice (DDeS) attacks, typically conducted
by flooding network links with large amounts of traffic, are the
most widely reported, there are other forms of network attacks,
many of which require sipnificantly smaller packet flows. In
fact, there are a number of widely deploved operating systems
and routers that can be dizabled by a smgle well-targeted packet
(e.g., the Teardrop attack crashes versions of Microsoft Win-
dows with one packet [1]). To mshiute accountabbty for these
attacks, the source of indridual packets must be identified
Unfortunately, the amonymous nature of the IP protocol
makes 1t difficult to accurately 1denhfy the true source of an
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[P datapram if the source wizhes to conceal it The network
routing mirastructure 1z stafeless and based largely on des-
fination addresses; no entity in an IP network 13 officially
responsible for ensuring the source address i1s comrect. Many
routers employ a techmque called ingress filiering [2] to hmit
source addresses of IP datagrams from a stub network to
addreszes belonging fo that network, but not all routers have
the resources neceszary to examine the source address of each
meoming packet, znd ingress filtermg provides no protection
on transit networks. Furthermore, spoofed source addresses

are legitimately used by network address franslators (INATE),
Mobile IP, and various unidirectional link technologies such as
hybnd satellite architechures.

Accordmgly, a well-placed attacker can generate offending IP
packets that appear to have cnginated from almost amywhere.
While techmiques such as ingress filtering, which suppresses
packets arrving from a grven network with source addresses that
do not properly belong to that network, increase the difficulty of
mounting an attack, transit networks are dependent upon their
peers to perform the appropnate filtening. This interdependence
15 clearly unacceptable from a Liabality perspective; each mot-
vated network must be able to secure itzelf mdependently.

Systems that can reliably frace indradual packets back to
their sources are a first and important step m malang attackers
(or, at least, the systems thev use) accountable. There are a
number of significant challenges in the construction of such a
fracmg system including determiming which packets to trace,
mamtaming privacy (a tracing svstem should not adversely im-
pact the pnvacy of legiimate users), and mimimizing cost (both
mn router time spent trackang rather than foraarding packets, and
mn storage used to keep information).

We have developed a Source Path Lolation Engine (SPIE) to
enable IP fraceback, the ahlity to 1dentify the source of a partic-
ular IP packet given a copy of the packet to be traced, its desh-
nation, and an approximate time of receipt. Histonically, tracing
mdrvidual packets has required prohibitive amounts of memory;
one of SPIE s key innovations 15 to reduce the memeory require-
ment {down to 0.5% of link bandwidth per umit 11111-3} through
the uze of Bloom filters [3]. By stonng only packet digests, and
not the packets themselves, SPIE also does not increase a net-
work's vulnerability to eavesdropping. SPIE therefore allows
routers to efficiently determune if they forwarded a parbicular
pau:l:&t within a specified time interval while maintaining the
prvacy of unrelated traffic.

The rest of this paper examines SPIE m detail We bezin by
defiming the problem of IP traceback in Section I, and articu-
late the u:lesa:e::l features of a traceback system We survey pre-
vious work in Section IT1, relating their feature sets against our
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requirements. Sechion IV describes the dipestimg process m de-
tall. Section V presents an overview of the SPIE architecture,
while Section VI offers a practical implementation of the con-
cepts. Section VII provides both analytic and simulation results
evaluating SPIE s traceback success rates. We discuss the 13sues
mvelved in deploying SPIE in Sechion VIII before concluding
m Section IX with a bnef look at future wortk

II. IP TRACEBACE

The concept of IP traceback 13 not vet well defined. In an at-
tempt to clanfy the context in which SPIE was developed, this
section prezents a detailed and formal defimbion of traceback
We hope that presenting a strawman defimtion of traceback
will alzo help the commumity better evalnate different traceback
schemes.

In order to remain consistent with the terminclogy in the lit-
erature, we will consider a packet of interest to be nefanous, and
term 1t an aftack packet, similarly, the destination of the packet
1z a vicfim. We note, however, that there are many reasons to
trace the source of a packet; many packets of mterest are zent
with no i1l infent whatsoever.

A Aszumpiions

There are several important assumptions that a traceback

svstem should make about a nefwork and the traffic it carmes.

» Packetz may be addreszed to more than one phy=ical host.
» Duplicate packets may exist in the network.

= Fouters may be subverted, but not often.

= Attackers are aware they are being traced.

* The routing behavior of the network may be unstable.

* The packet size should not grow as a result of fracmg.

* End hosts mav be resource constramed.

= Traceback 1z an mfrequent operation

The first two azsumptions are simply charactenistics of the In-
ternet Protocol. [P packets may contain a multicast or broadcast
address as their destination, causing the routing infrastructure to
duplicate them mternally. An attacker can alzo mject multiple
1dentical packets itzelf, possibly at multiple locations. A fracing
svstem must be prepared for a situation where there are mul-
tiple sources of the same (1dentical) packet, or a simgle source
of multiple (alse typically 1dentical) packets.

The next two assumphons speak to the capabilities of the at-
tacker(s). An attacker may gain aceess to routers aleng (or adja-
cent to) the path from attacker to vichm by a vanetv of means.
Further, a sophisticated attacker 1= aware of the characteristics
of the network, mcluding the possibility that the network 1z ca-
pable of fracing an attack The traceback zystem must not be
confounded by a motivated attacker who subverts a router with
the intent to subvert the fracing system.

The nstability of Internet routing 1z well kmown [4] and its
mplications for fracing are mportant. Two packets sent by the
same host to the same destination may fraverse wldly different
paths. Az a result, any system that seeks to determine ongins
using multipacket analyzis techmques must be prepared to make
sense of drvergent path mformation.
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The aszumphion that the packet size should not grow 15 prob-
ably the most confroversial There are a number of protocols
today that cause the packet size to grow; for example technolo-
gies that relv on packet encapsulation, such as IPsec and mobile
IP. However, increasing the packet size causes MTU problems
and mcreaszes overhead sharply (each byte of additional over-
head reduces system bandwidth by about 1%, given the average
packet zize of about 128 B). A recent study by the Cooperative
Aszociafion for Internet Data Analysis (CATDA) [3] found that
packet encapsulation (and the resulting prowth in packet size) 13
the smgle larpest cause of frapmentation on the Internet. It fol-
lows that an efficient traceback system should not cause packet
s1ze to grow.

We assume that an end host, and in particular the victim of an
attack may be resource poor and unable fo maintain substan-
t1al additional admmistrative state regarding the routing state or
the packets it has previously recerved. This assumption comes
from the cbzerved rise m special purpose devices such as mi-
Croscopes, cameras, and printers that are attached to the Internet
vet have few infernal resources other than those devoted to per-
fu-rmJ.uE; their promary tazk.

The final assumphion that traceback quenes are infrequent has
important design implications. It impliez quenies can be handled
by a router’s control path, and need not be dealt with on the for-
warding path at line speed. While there may be auditing tasks as-
soclated with packet forwarding o support traceback that must
be executed while forwardmg, the processing of the audit trails
13 mfrequent with respect to therr generation.

B Goal

Ideally, a traceback system should be able to 1dentfy the
source of any piece of data sent across the network. In an IP
frame*..mrL,thepal:LE’t 15 the smallest atomic unit of data. Any
smaller diwizion of data (a byte, for instance) 15 contamed within
a unique packet. Hence, an u:nptlmal IP traceback system would
precisely identify the source of an arbatrary IP packet. Any larger
data unit or stream can be 1z0lated by searching for amy partic-
ular packet contaimng data within the stream |

Az with any auditing syvstem, a traceback zystem can only be
effective in networks in which it has been deplnmd Hence, we
consider the source of a packet to be one of the following:

* the mgress pont to the traceback-enabled network;
= the actual host or network of cngm;
= one or more compromised routers within the enabled net-
Wwork
If one aszumes that any router along the path may be co-opted
to aszist in concealing a packet’s source, 1t becomes obvious that
one must attempt to dizcern not only the packet’s source, but its
entire path through the network. Because subverted routers can
fabricate trace mformation, the path can only be guaranteed to
be accurate on the portion from the victim to the a source or sub-
verted router, whichever comes first. While zubverted routers
may attempt to conceal therr identity by appending additional
sources further upstream, the subverted routers themselves must

‘Indead, we would arzue that it is desirable fo trace the indridual packets
within a siream b=cauze the individual packets may have orizinated 2t different
sitex {meetfing only at the victim) and are liksly to have followed different paths
throuwsh the retwork.
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zhill appear az a node m the trace. We conzider subverted routers
that attempt to conceal the true source of a packet as co-conspir-
ator and, therefore, attack sources themszelves.

Hence, we are imterested in constructng an affack paih,
where the path conmists of each router traversed by the packet
on itz journey from source to the victim. Each node in an attack
path erther forwarded the pau:LE't or lies upstream of a subverted
router that did. Further, since multiple, mdistmgmshable
packets may be mjected mio the network from different sources
m the general case, a fraceback system should construct an
attack graph composed of the attack paths for every instance of
the attack packet that armved at the vichim

If routers are subverted, they may provide misinformation to
the traceback system causmp the attack graph to contain false
positives; that 13, the attack praph may implicate sources that
did not actually emit the packet. We argue these falze posifives
are unavoldable consequence of admithing the possibility of sub-
verted routers. An ideal traceback system, however, produces no
falze megatives while attempting to mummize false posrives; it
must never exonerate an attacker by not including the attacker
m the attack graph.

Further, when a traceback system 13 deploved, 1t must not re-
duce the privacy of IP commumcations. In particular, enfities
not mvolved in the generation, forwarding, or receipt of the ong-
mal packet should not be able to gamn access to packet contents
by erther uhhizing or as part of participating in the IP fraceback
system. Anideal IP traceback system must not expand the eaves-
dropping capabbities of a malicious party.

C. Trapsformaiions

It 1z important to note that packets may be modified duning the
forwarding process. In addifion to the standard decrementing
of the time to Iive (TTL) field and checksum recomputation,
IP packets may be further transformed by mtermediate routers.
Packet framsformation may be the result of valid processing,
router error, or malicious mtent. A traceback system need not
concern itzelf with packet transformations resulting from emor
or malicious behavior. Packets resulting from such transforma-
tions only need be traced to the point of transformation, as the
transforming node erther needs to be fixed or can be consmdered
a co-conspirator (zource). A complete fraceback system zhould
trace packets through valid transformations back to the source
of the crigmal packet

Valid packet transformations are defined as a change of
packet state that allows for or enhances network data delvery.
Tranzformations occur due to such reasons as hardware needs,
network management, protocol requirements, and source re-
quest. Based on the fransform produced, packet tranzformations
are categonzed as follows.

1) Packet Encapswiation A new packet 13 generated n which
the onginal packet 15 encapsulated as the payload (e.g., IPsec).
The new packet 15 forwarded to an mtermediate destination for
de-encapzulation. Thiz 1z alzo known as fiwwmeling.

2) Packet Gemeration. One or more packets are generated as
a direct result of an acticn by the router on the onginal packet
(e.g., an ICMP Echo Reply sent in rezponse to an ICMP Echo
Fequest, or packet duplication mn [P Multicast). The new packets
are forwarded and processed independent of the onginal packet.

(A large number of reflecior attacks ufilize such transforms to
hide therr source [6].)

Commeon packet transformations mclude those performed by
FFC 1812-compliant routers [7] such as packet frapmentation
[P option processmg, ICMP processing, and packet duplication
Network address translation (NAT) and both IP-in-IP and IPzec
tunneling are alzo notable forms of packet transformation. Many
of theze transformations result in a loss of the onginal packet
state due to the stateless nature of IP networks.

A recent CAIDA study of wide-area traffic pattemns found
that less than 3% of IP traffic underwent common transforma-
fion and IP tumneling [8]. While this study did not encompass
all forms of transformation (NAT processing bemg a notable
omizsicn), It seems safe to azssume that packet transformations
account for a relatrvely small fraction of the overall IP traffic
fraversing the Internet todav. However, attackers may transmmt
packets engineered to expenence transformation. The ability to
frace packets that undergo fransformation 13, therefore, an es-
zential feature of any viable traceback zystem

ITI. RELATED WORE

There are two approaches to the problem of determiming the
route of a packet flow: one can audit the flow as it fraverses
the network, or one can attempt to infer the route based upon
itz impact on the state of the network. Both approaches become
mereazsingly difficult as the size of the flow decreases, but the
latter becomes infeasible when flow sizes approach a zmgle
packet becauze small flows generally have no measurable m-
pact on the network state.

Route mference was pioneered by Burch and Cheswick [9]
who considered the problem of large packet flows and propesed
a novel techmque that systematically floods candidate network
links. By watching for vanafions in the recerved packet flow
due to the restricted link bandwidth, they are able to mfer the
flow’s route. This technique requires considerable knowledze of
nefwork topology and the ability to generate large packet floods
on arbitrary network links.

One can categonze andiing techmques mto two classes ac-
cording to the way i which they balance resource requirements
across the network components Some fechmiques require re-
sources at both the end host and the routing infrastructure, others
raql.ure resources only within the network rtzelf Of those that
require only infrastructure support, some add packet processing
to the f-:nnm.rdmg engine of the routers while others offload the
computation to the control path of the routers.

A End-Host Storage

Some auditing appreaches attempt to dizinbute the burden
by storing state and performmg computation at the end hosts
rather than in the network. Routers notify the packet destination
of their prezence on the route. Because [P packets cannot prow
arbiiranly large, schemes have been developed to reduce the
amount of space required fo send such information Recently
propoesed techmiques by Savage ef @l [10] and Bellovin [11]
explore in-band and out-of-band zipnaling, respectrvely:

Because of the high overhead mmolved, nerther Savage ef
al. nor Bellovin attempt to provide audit mformation for every



