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Abstract

Preventing denial-of-service attacks in wireleas sen-
aor networks is difficull primarily becouse of the lim-
iled resources available fo network nodes and the ease
with which attacks are perpetrated. Rather than jeopar-
dize deaign requirernents which call for simple, inerpen-
sive, mass-producible devices, we propose a coping atral-
ey that detecta and mapa jammed regiona. We deseribe
i mapping profocol for nodes that surround e jammer
which allows network applications to reazon aboul the re-
qion ag an endify, rather than az a eollection of broken
links and congested nodes. This solution iz enabled by

a set of design principles: loose group semantics, mger

eapesdropping, supremacy of local information, robusi-
ness o packet lose and failure, and early use of results.

Performance resulla show that regions can be snapped in
1 5 seconds, fast enough for real-time responae. With
a maderately connected network, the profocol is robust to
failure rates az high asz 25 pervent.

1. Imntroduction

Wireless sensor networks (WSNs) are a continnation
of the evolution of networks toward larper-scale, dis-
tnbuted computing. In contrast to mohile ad hoe net-
works (MANETS), which comprise the growing mom-
ber of commereial handheld, cellular-aded, and laptop
computing platforms, WSNs are made up of mostly
small sensors with hmited-resources and capalilities.

They are more hkely to focus on a particular apph-
cation rather than supporting general-purpose compu-
tation and communication. Environmental momtoring,
battleheld intelbgence, emerpency response support,
amd real-time data fusion and collection are among
their frequently cited applications [2, 12, 14, B).

While WSNs benefit from a more cobesive desipn,
purpose, and management than MANETs, they suf-
fer from relative resource impoverishment. The large
mumber of devices needed to provide fine-pramned sen-
sor coverage of areas measured 1n square kilometers dic-

tates that each devioe be as simple and imexpensive as
possble while stall providing weful functionality.
Each sensor has an ommdirectional radio, small bat-
tery, one or more sensors, and may be environment and
tamper-proofed. Indmvidual sensors are not reliable due
to mass mamifacturing defects, harsh natural or ur-
ban deployments, and battery death. Arpregate behav-
1wr and robust alponthms provide the reliabiity that

safety-critical appheations demand.
1.1. Role of geographic location

Molahty n these networks may be defined n terms
of the agents moving through them, rather than by the
autonomous post-deployment movement of individual
sensors. A number of localzation services exast which
can provide each sensor with an accurate estimate of
its own location and provide directory services for oth-
ers' locations [18, 4, 22, 10] without the expense of
adding GPS capalality to each node.

As WENs are embedded in the environment, ths re-
opraphical information =5 much more relevant and use-
ful than for traditional wired networks. Here the topol-
oy & defined by physical proxmaty, even though real-
world propagation and radio hardware produce one-
way links 9], “gray-zones™ [19], and other challenges
to protocol desipn and simulation.

Many of the events and problems that occur in de-
ployed WSNs exhibat strong spatiotemporal properties.
Tracking mtruders, velucles, or ammals explieitly pro-
vides information about where an entity 15 across time.
Explosions leave behind a vwoid in the network that s
limited m area. Barners too have phy=sical properties
amd defined boundarnes, whether walls, rosds, or rivers,
Even fires, which may eventually spresd into larpe re-
gons and leave behind pockets of conflagration, have
boundaries that are dictated by physical processes.

1.2. A denial-of-service attack

In a network that 13 mostly homopeneows, that s
where there 15 hittle capalihity or functional differen-

tiation except what 153 cooperative, distnbuted, or re-



dundant, dehberate attacks may also be strongly local-

iwed. One such attack, most hkely to occur in a battle-
field or urban warfare environment, & radio jamsning.

The extent of the jamming 15 dictated by physcal
properties such as the avalable power, antenna design,
obstacles and heipht above pround. Jamming 15 no dif-
ferent than normal radwo propagation, except that 1t =
unwanted and disruptive, creating a demal-of-service
condition. It experiences the same probabihstic and
tramsient propagation behavior noted in |9] and [19).

Sensor nodes mside a jammed regon cannot effec-
tively accomplish any aspect of theirr mizsion which de-
pends on commumeation. The network at larpe may
waste energy and cause further contention by trying
to query or we the affected regons for routing mes-
sares. Unless aceidental, as from a malluonetioning sen-
sor node, whatever s causing the jJamming may pose
a hazard to sensor-network-supported human agents,
Network-chirected velucles entening the remon wnll be
unable to commumeate and may become stranded.

Defeating or avouding jamming 5 a complicated
game of one-upmanship, with the complexty and cost
escalating with each counter-measure, counter-counter-
measure, ebe. Spread spectrum technigques such as fre-
quency hopping and code-spreading [3, 24] are common
defenses against both mtentional jamming and high-
noise environments. Other measures include antennas
with steerable or adaptive nulls and multiple-element
antennsg AITAYS.

The costs and complexity of these solutions are pro-
hibitive for WSNs, in which individual nodes must be
cheap. Yet, jamming 15 particularly easy since many
will use single-frequency commumeation.

If jamming 15 only a problem in military networks,
perhaps the expense of prevention can be justified.
While standofl amd localised jamming are a concern
mm a battlefield context, punming may also ocour n
commercial and industnal networks. With the promul-
gation of mobile handheld devices that also operate
the unheensed Industnal, Smentific, and Medieal (ISM)
band, it may even be acerdental. Neither must the at-
tack be jammmng mn the traditional sense; other low-
enerpy mechanisms canse similar demals-of-service [26).

Civen the frequency of demal-of-service activity on
the Internet, we expect to see more of this kind of at-
tack as WSNs become more commonly and more ac-
cesshly deployed.

Though 1t may not be feasible to cheaply prevent
jammming, if the network can know the location and
shape of the affected area, 1t can mitigate 1ts impact.
Assuming that the entire network = not affected {(in
which case there 1 no hope), it can take action to
avoud the area for routing and hirher-layer route plan-
ning, tune energy manapement protocols, and report
the problem to uphnk control systems.

1.3. Detection: A mapping approach

We propose a mapping service for W3Ns that can
provide the following benefits:

& Feodback to ronting and directory services

# An effective alstraction at a higher-level than local
congestion, faled newphbors, and broken routes,

o Support for avoadimg the remon by network-
controlled vehicles, military assets, emergency
personnel,

# Reports to a base-station for further amming lo-
calzation, and

*« Al to power management stratemes for nodes in-
side and around jammed repons.

The jamming detection and mapping protocol use
mostly existing data and fachties in the typical sen-
sor commumcation stack, making detection and miti-
gation a cheaper strategy than prevention.

Generally, nodes near the border of a jammed re-
gion notify neyghbors outsde the reron of jamming.
These nodes form proups and use a hphtwerht, low-
state manarement mechanism to coalesce proups amd
map the extent of the jammed remon. Bndpee members
anl neghborhoods of low connectivity. An eager esves-
dropping stratery provides forward and backward in-
formation diffsion among mapping members.

Contributions of this work include:

o Loose proup semantics mtegrated with flooding
and eaper eavesdroppinge to quekly bwnld a map
of the repon of mterest,

o Cross-layer (MAC, routing, application) imterac-
tion to provide a useful service,

¢ Analysis of performance in medium-seale sumula-
tion amd with failures,

 Carner-sense defeating mechamsm for high-pror-
ity messsagre delvery, and

& Analys=is of the tradeofl of time versus the amount
of the remon known by a portion of the group.

In the remainder of the paper we describe the Map-
ping Service in greater detail, including how to detect
jamming amnd design pninciples employed. Then we de-
velop evaluation eriteria and show results from exten-
sive simulation experiments. Fmally, we conclude with
related and future work.

2. Mapping service

Two primary components form the hasis of the map-
ping service, shown m Fipure 1: a jamming detection
module, and & mapping module. Both operate on ev-
ery node mn the network.

The jammng detection module = responsi-
ble for momtonng the radio and mediom access



blindly report it to their naighbors.

groups and exchange mapping messages.
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(a) Upon detecting local jamming, nodes  (b) Receivers outside the jamming form (¢} Groups are coalesced to yield a mapped

region.

Figure 2. Overview of nodes collaboratvely mapping a jammed region in the network
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Figure 1. Architectural diagram of a mapping ser-
vice. The arrows indicate a “uses” relation. Jam-
ming Detection and Mapping interact remotely,
that is, between nodes using the radio.

control (MAC) layers and applving heunsties to de-
termine that the node ® jJammed. As descnibed
m Section 21, when it determines that the lo-
cal node 15 most hkely jammed, it sends a mesage
to 1ts newwhbors by overnding the carner-sense mul-
tiple access (CSMA) limitation usually enforced by
the MAC, shown in Figure 2(a). It alerts the ap-
phication layer, which can apply power manapement
strategmes to help the node outlast the jJamming.

Mapping 15 mitiated by the neighbors of jammed
nodes who receive the jamming notifications. Each re-
cerver forms a proup, expheatly adding nearby jamomed
nodes as jammed members; the recever itself be-
comes a mapping member. Figure 2{b) shows mapping
messares, which contain imformation about the lo-
cal proup, bemng exchanged between neghbors. Neagh-
borng groups are coalesced and eventually most or all
of the mapping members know about the jammed re-
gion, as shown in Figure 2(c).

Detaals of the mapping protocol are in Section 2.2

When the jammer{s) move or ssmply stop the at-
tack, the pammed nodes recover and send notifications
to therr newghbors imforming them of this change. The

mappng members change the status of the formerly-
jarmmed nodes and send messapes to update the proup.
When a mapping member knows of no nerhbonng
nodes that remain jammed, it retires from the group.

2.1. Jamming detection

Jammng 1 mterfering with the alnhty of an adwver-
sary to communicate. A recerver may recognize known
types of jamming by their umique energy patterns.
However, thes approach requires dimital sagnal process-
g (DSP) capalihties and a hbrary of patterns that
may not be avalable except in mhitary deployments.

We apply heunstics to determine whether the cur-
rent node 15 expenencing non-tramsient interference
that might be called jamming. In fact, we may ex-
pand our defimtion of Jammng to melude any kind
of demal-of-service condition in whach the ufility of the
commumication channel drops below a certan thresh-
ald. This allows us to broaden our jJamming model to
include mokahty, pulse jammmmg, and even hnk-layer
jamming [15, 26|, all based on their impact on the lo-
cal abilhity to communicate.

The wea 15 that below this utility threshold, we
are unable to commumeate effectively enourh for long
encugh to accomplish our objectives. This 15 necessar-
ily dependent on the purpose of the sesor network.

Factors which impact this utility metrice:

s Hepeated mabality to sceess wireless channel
Bad framing

Checksum faalures

Mlegal values for addresses or other felds
Protocol violations (eg., mssing ACKs)
Excesmve receaved sipnal level

Low sirnal-to-noise ratio

Repeated collisions

Duration of condition

These data may be obtained from the local radio
hardware, MAC layer, network layer, or other available



