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Abstract

We introduce HAIL (High-Availability and Integrity
Layer), a distributed crypiographic system that permiis a
set of servers to prove to a client that a stored file is in
tact and reirievable. HAIL strengthens, formally unifies,
and streamlines distinct approaches from the cryptographic
and distributed-systems communities. Proofs in HAIL are
efficiently computable by servers and highly compact

typically tens or hundreds of bytes, irrespective of file size.
HAIL cryptographically verifies and reactively reallocates

[file shares. It is robust against an active, mobile adver
sary, Le., one that may progressively corrupt the full set of
servers. We propose a strong, formal adversarial model for
HAIL, and rigorous analysis and parameter choices. We
show how HAIL improves on the security and efficiency of
existing iools, like Proofs of Retrievability { PORs) deploved
on individual servers. We also report on a prototype imple
meniation.

1 Introduction

Cloud storage denotes a family of increasingly popular
on-line services for archiving, backup, and even primary
storage of files. Amazon 53 [I] 15 a well known exam
ple. Cloud-storage providers offer users clean and simple
file-system nterfaces, abstracting away the complexities of
direct hardware management. At the same time, though,
such services eliminate the direct oversight of component
reliability and secunty that enterprises and other users with
high service-level requirements have tradibonally expected.

To restore secunly assurances eroded by cloud environ
ments, researchers have proposed two basic approaches to
client ventfication of file availability and integnty. The cryp
tographic community has proposed tools called proofs of
reinevability (PORs) [24] and proofs of data possession
(PDPs) [2]. A POR 15 a challenge-response protocol that
enables a prover (cloud-storage provider) to demonstrate to
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a vernher (chent) that a file F' 15 retnevable, 1.e., recover
able without any loss or cormuption. The benefit of a POR

over simple transmission of F 13 efficiency. The response
can be highly compact (tens of bytes), and the venfier can

complete the proof using a small fraction of F'. Roughly
speaking, a PDP provides weaker assurances than a POR,
but potentially greater efficiency.

As a standalone tool for testing file retnevablity against
a single server, though, a POR is of limited value.! De
tecting that a file 1s cormupted 15 not helpful if the hle 1s re
tnevable and thus the chient has no recourse. Thus PORs are
mainly useful in environments where F' 13 distnbuted across
multiple systems, such as independent storage services. In
such environments, F 15 stored mm redundant form across
multiple servers. A venher (user) can test the availability of
F on individual servers via a POR. If 1t detects corruption
within a given server, it can appeal to the other servers for
file recovery. To the best of our knowledge, the apphcation
of PORs to distnbuted systems has remained unexplored in
the literature.

A POR uses file redundancy within a server for venh
cation. In a second, complementary approach, researchers
have proposed distnbuted protocols that rely on guenes
across servers o check hle availability [26, 35]. In a
distnbuted file system, a file F 15 typically spread across
servers with redundancy—often via an erasure code. Such
redundancy supports file recovery in the face of server er
rors or failures. It can also enable a ventfier (e.g., a chent) to
check the integnity of F' by retneving fragments of F' from
individual servers and cross-checking their consistency.

In this paper, we explore a unification of the two ap
proaches to remote file-integrity assurance in a system that

we call HAIL (High-Availability and Integrity Layer).
HAIL manages file integnity and availability across a col
lection of servers or independent storage services. [t makes
use of PORs as building blocks by which storage resources
can be tested and reallocated when fallures are detected.

' A standalone POR is uscful for quality-of-scrvice testing. The speed
of the verifier’s responsc gives an upper bound on cxpected delivery
throughput for F'. We don’t treat (b 1ssocs in this paper.



HAIL does s0 in a way that transcends the basic single
server design of PORs and instead exploits both within
server redundancy and cross-server redundancy.

HAIL relies on a single trusted verifier—e.g., a client or
a service acting on behalf of a client—thal interacts with
servers o venfy the mtegrity of stored files. (We do not
consider a chentless model in which servers perform mu
tual verthcation, as for distributed information dispersal al
gonthms such as [16, 18, 8, 21].)

HAIL offers the following benefits:

= Strong file-intactness assurance: HAIL enables a set
of servers to prove to a client via a challenge-response
protocol that a stored file F* 15 fully intact—more pre
cisely, that the client can recover F' with overwhelm
mg probability. HAIL protects against even small, e.g_,
single-bit, changes to F.

= Low overhead: The per-server computation and band
width required for HAIL 15 comparable to that of
previously proposed PORs. Apart from its use of
a natural fle shanng across servers, HAIL improves
on PORs by eliminating check values and reducing
within-server file expansion.

= Strong adversarial model: HAIL protects against an
adversary that i1s acfive, 1.e., can corrupt servers and al
ter file blocks and mobile, 1.e., can corrupt every server
Over tme.

= Direct client-server communication: HAIL mvolves
one-to-one  communication between a client and
servers. Servers need not intercommunicate—or even
be aware of other servers’ existence. (In companson,

some Information dispersal algorithms involve server
to-server protocols, e.g., [16, 18, 8, 21].) The client

stores Just a secret key.

= Static / dynamic file protection: In this paper, we
show how HAIL protects static stored objects, such as

backup files and archives. But our tools and framework
can be modified with little added overhead to accom

modate file updates, 1.e., to provide integnty assurance
for dynamically changing objects. We bnefly explain
this direction in the paper conclusion.

Our two broad concepiual contnbutions in HAIL are:
Securily modeling We propose a strong, formal model
that involves a mobile adversary, much like the model that
motivates proactive cryptographic systems [23, 22]. A mo
bile adversary 1z ome capable of progressively attacking
storage providers—and in pnnciple, uliimately cormupting
all providers at different imes.
Mone of the existing approaches to client-based file

integrity verification treats the case of a mobile adversary.

We argue that the omission of mobile adversanies i previ

ous work 18 a senous oversight. In fact, we claim that a
maobile adversarial model is the only one in which dynamic,
client-based verification of file integrity makes sense. The
most common alternative model 15 one in which an ad

versary (static or adaptive) corrupts a bounded number of
servers. As real-world secunity model for long-term file
storage, this approach is unduly optimistic: It assumes
that some servers are aever cormupted. More importantly,
though, an adversarnal model that assumes a fixed set of
honest servers for all time does not require dynamic in

tegrity checking at all: A robust file encoding can guarantee
file recovery rrespective of whether or not file corruptions
are detected beforehand.

HAIL design strategy: Test-and-Redistribute (TAR)
HAIL 15 designed like a proactive cryptographic system to
withstand a mobile adversary. But HAIL aims to protect
integrity, rather than secrecy. It can therefore be reactive,
rather than proactive. We base HAIL on a new protocol
design strategy that we call TAR (Test-And-Redistribute).

With TAR, the client uses PORs to detect hle cormuption and
tngger reallocation of resources when needed—and only

when needed. On detecting a fault in a given server via
challenge-response, the client communicates with the other
servers, recovers the cormupted shares from cross-server re
dundancy built in the encoded file, and resets the faunlty
server with a correct share.

Our TAR strategy reveals that for many practical applica
tions, PORs and PDPs are overengineered. PORs and PDPs
assume a need Lo store explicit check values with the prover.
In a distnbuted setting like that for HAIL, 1t 15 possible
to obtain such check values from the collecthion of service
providers itself. On the other hand, distnbuted protocols
for checking file availability are largely underengineered.
Lacking robust testing and reallocation, they provide inade
quate protection against mobile adversanes.

Three main coding constructions lie at the heart of
HAIL:

= Dispersal code: In HAIL, we use what we call
a dispersal code for robustly spreading file blocks
acrass servers. For the dispersal code in HAIL, we
propose a new cryptographic pnmitive that we call
an integrity-protected error-correcting code (IP-ECC).
Our IP-ECC construction draws together PRFs, ECCs,
and universal hash functions (UHFs) into a single
primitive. This primitive 15 an emor-correcting code
that 15, at the same time, a cormaption-resilient MAC on
the underlying message. The addibional storage over
head 15 minimal—basically just one extra codeword
symbaol.

In a nutshell, our IP-ECC is based on three proper



tiex of (certain) universal hash functon families h:
(1) h is linear, ie., he(m) + h(m') — he(m +
m') for messages m and m’ and key x; (2) For
a pseudorandom function family (PRF) g, the func
tion h.(m) + ge(m) is a cryptographic message
authentication code (MAC) on m; and (3) h.(m) may
be treated as a panty block in an error-comrecting code
applied to m.

= Server code: File blocks within each server are addi
tionally encoded with an error-comrecting code that we
call a server code. This code protects agamst the low
level corruption of file blocks that may occur when in
tegrity checks fail. (For efficiency, our server code s
a computational or “adversanal”™ error-comecting code
as defined in Bowers et al. [6].)

= Aggregation code: HAIL uses what we call an aggre
gation code W compress responses from servers when
challenged by the client. It acts across muluple code
words of the dispersal code. One feature of the aggre
gation code 15 that 1t combines / aggregates multiple
MACs in our IP-ECC into a single composite MAC.
This composite MAC vernihies correctly only if it rep
resents a combination of valid MACs on each of the
aggregated codewords.

Note that while the aggrepation code 15 built on an
error-comrecting code, 1t 15 computed as needed, and
thus imposes no storage or file-encoding overhead.

Organization We review related work n section 2. We
give an overview of the HAIL construction and its main
techmical ingredients in Section 3. We present our adver
sanal model in section 4 and descnibe techmical building
blocks for HAIL in section 5. We detail the HAIL protocol
in section 6, and analyze its security and discuss parame
ter choices i Section 7. Finally, we give implementation
results in section 8 and conclude n section 9.

2 Related Work

HAIL may be viewed loosely as a new, service-onented
version of RAID (Redundant Arrays of Inexpensive Disks).
While RAID manages file redundancy dynamically across
hard-drives, HAIL manages such redundancy across cloud
storage providers. Recent multi-hour failures in 53 [17] 11
lustrate the need to protect against basic service failures in
cloud environments. In view of the nch targets for attack
that cloud storage providers will present, HAIL 1s designed
to withstand Byzantine adversaries. (RAID 13 mainly de
signed for crash-recovery.)

Information dispersal Distributed information dispersal
algonithms (IDA) that tolerate Byzantine servers have been
proposed in both synchronous networks [16], as well as
asynchronous ones [ 18, 8, 21]. In these algonithms, file in
tegrity 1s enforced within the pool of servers itself. Some
protocols protect against faulty clients that send inconsis
tent shares to different servers [18, 8, 21]. In contrast,
HAIL places the task of hle-integnty checking in the hands
of the chent or some other trusted, extermnal service and
avolds communication among servers.  Unlike previous
work, which venfies integrity at the level of individual file
blocks, HAIL provides assurance at the granulanty of a full
file. This difference motivates the use of PORs in HAIL,
rather than block-level integnty checks.

Universal Hash Functions Our IP-ECC primitive fuses
several threads of research that have emerged indepen

dently. At the heart of this research are Universal Hash

Functions (UHFs). (In the distnbuted systems literature,
common terms for vanants of UHFs are algebraic signa

tures [28, 35)] or homomaorphic fingerprinting [21].) UHFs
can be used to construct message-authentication codes
(MAC) [4, 20, 14] (see [31] for a performance evaluation
of various schemes). In particular, a natural combination of
UHFs with pseudorandom functions (PRFs) yields MACs;
these MACs can be aggregated over many data blocks and
thus support compact proofs over large file samples.

PORs and PDPs  Juels and Kaliski (JK) [24] propose a
POR protocol and give formal security defimtions. The

main JK protocol supports only a imited number of chal
lenges, whose responses are precomputed and appended to
the encoded file. Shacham and Waters (SW) [36] use an 1m
plicit MAC construction that enables an unlimited number
of guenes, at the expense of larger storage overhead. Their
MAC construction 1s based on the UHF + PRF paradigm,
but they construct a UHF based on a random linear func
tion, rather than a more efficient, standard error-commecting
code.

In concurrent and independent work, Bowers et al. [6]
and Dodis et al. [13] give general frameworks for POR pro
tocols that generalize both the JK and SW protocols. Both
papers propose the use of an error-correcting code 1n com
puting server responses to client challenges with the goal of
ensuring file extraction through the challenge-response in
terface. The focus of [13] is mostly theoretical in providing
extraction guarantees for adversanies replying correctly to
an arbitrary small fraction of challenges. In contrast, Bow

ers el al. consider POR protocols of practical interest (in
which adversanes with high comupbion rates are detected

guickly) and show different parameter tradeoffs when de
signing POR protocols.
Atemese et al. [2] propose a closely related construc

tion called a proof of data possession (PDP). A PDP detects
a large fraction of file cormuption, but does not guaraniee



