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Locks

From the introduction to concurrency, we saw one of the fundamental
problems in concurrent programming: we would like to execute a series
of instructions atomically, but due to the presence of interrupts on a single
processor (or multiple threads executing on multiple processors concur-
rently), we couldn’t. In this chapter, we thus attack this problem directly,
with the introduction of something referred to as a lock. Programmers
annotate source code with locks, putting them around critical sections,
and thus ensure that any such critical section executes as if it were a sin-
gle atomic instruction.

Locks: The Basic Idea

As an example, assume our critical section looks like this, the canonical
update of a shared variable:
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in the data type as well, such as which thread holds the lock, or a queue
for ordering lock acquisition, but information like that is hidden from the
user of the lock.

The semantics of the
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Building A Lock

By now, you should have some understanding of how a lock works,
from the perspective of a programmer. But how should we build a lock?
What hardware support is needed? What OS5 support? It is this set of
questions we address in the rest of this chapter.

The Crux: HOw TO BuiLp A LocCk
How can we build an efficient lock? Efficient locks provided mutual
exclusion at low cost, and also might attain a few other properties we
discuss below. What hardware support is needed? What OS5 support?

To build a working lock, we will need some help from our old friend,
the hardware, as well as our good pal, the O5. Over the years, a num-
ber of different hardware primitives have been added to the instruction
sets of various computer architectures; while we won't study how these
instructions are implemented (that, after all, is the topic of a computer
architecture class), we will study how to use them in order to build a mu-
tual exclusion primitive like a lock. We will also study how the O5 gets
involved to complete the picture and enable us to build a sophisticated
locking library.

Evaluating Locks

Betore building any locks, we should first understand what our goals
are, and thus we ask how to evaluate the efficacy of a particular lock
implementation. To evaluate whether a lock works (and works well), we
should first establish some basic criteria. The first is whether the lock does
its basic task, which is to provide mutual exclusion. Basically, does the
lock work, preventing multiple threads from entering a critical section?

The second is fairness. Does each thread contending for the lock get
a fair shot at acquiring it once it is free? Another way to look at this is
by examining the more extreme case: does any thread contending for the
lock starve while doing so, thus never obtaining it?

The final criterion is performance, specifically the time overheads added

by using the lock. There are a few different cases that are worth con-
sidering here. One is the case of no contention; when a single thread
15 running and grabs and releases the lock, what is the overhead of do-
ing 507 Another is the case where multiple threads are contending for
the lock on a single CPU; in this case, are there performance concerns? Fi-
nally, how does the lock perform when there are multiple CPUs involved,
and threads on each contending for the lock? By comparing these ditfer-
ent scenarios, we can better understand the performance impact of using
various locking techniques, as described below.
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