Programming Assirnment 1 Winter 2010

CS 255: Intro to Cryptography

Prof. Dan Doneh milestone 1 due Jan. 27, milestone 2: doe Feb, 5

1 Introduction

Have you ever been bothered by your prandmother attempting to friend you on facebook” Have
vour parents been less than thrlled by some imopportune comments yon made on your favornte social
networking sites while you were perhaps not e the most coherent state? Then thas ssspnment 15
for vou. The poal of the assipnment = to build finctionality on top of twitter that allows you to
encrypt tweets to subproups of your twitter followers  just think, no more mom and dad reading
the "suepr wstaed” messaees yon lelt for all of the world to see.

2 Background Material

Rather than completely rebanld twitter, we will use several useful tools to bald our encrypted tweet
system, so yvou shonld famibiarees yourself with these before yon et started. We List these bere:

s Farefor: ' We will be using several add-ons that only work for Firefox, so yonu'll have to use it

even if vou prefer another browser.
Downlowd Firefox: http:/ /www mosillacom fen-175 / irafox/

Tamtter: This should be obvious unless you've been iving under a rock for the past few years.
However, yvou'll want at least two throwaway twitter accounts so that you can test all of the

encryption/decryption algorithms you'll be nunning for the assignment.
hitp:/ fwww twitter com
o Javascript: We will be programming exclusively i Javasernipt for this assignment
A preat reference for learning javaseript: http:/ fwerw wlschools com/js /defanlt asp

o CreaseMonkey: GreaseMonkey 15 a Firefox add-on that allows wsers to wnte seripis that
change HTML content on-the-Hy, This sesirnment will consist of a single GresseMonkey seript
{meest of which has already been done for you), so you will need to download GreaseMonkey
amd obtain some mimmal understanding of bhow it works.

rreaseMonkey site: hittp: [/ www gressespot.net |/
CresseMonkey download: hitps:/faddons. meozillaorg fen-US Mfrefox faddon /TA8

sreaseMonkey wiki (that is actually the easiest way to learn GreaseMonkey):
hitp:/ /wiki greasespot.net | Main_Page



e AES: A larpe chunk of the assipnment will mvolve bulding secure primotives with the Ad-
vanced Encryption Standard (AES). While no one knows exactly why AES is difficult to
break, you should be somewhat familiar with bhow 1t works.

AES wiki: hittpc/ /enwikipedia org/wiki/ Advanced_Encryption_Standard

o Pseudorandom Number Generator: Spoller alert: at some point in the assipnment, you will
neesd to use a PIRCG. Understanding how these work will make this portion of the assipnment
much exser for vou to understand.

Random mmber generation wiki: http:/ fen wikipediaorg /wiki /Random_nomber_generation

Psewdorandom nmmber generator wiki:
hitp:/ fen wikipedia.org fwiki /Psendorandom_number_generator

o Message authenbicafiom code: Used to provide messapge imteprity, these are ust short bt
strings used to verify that a message actually came from the purported sender. These will be
covered mn class in the pear future, but for now 1t may be helpful to understand what they

do.
MAC wiki: http:/ fen wikipediaorg fwiki/Mesage_anthentication_code

o Chosen plamniesi alfack securdy: This s one model of secunty that eryptographens use to
show properties of various eryptographic schemes. It will be covered in class, but, despite its
complicated-sounding name, CPA secunty 15 not too dithenlt to understand. You will need
to understand it in order to complete this assipnment.

tipertext indistinguishability wiki: httpc/fen.wikipediaorg /wiki /IND-CPA

Well, we're inally done with background material. If you don't understand something, it = probably
coming up soon in lecture, but feel free to ask anyvways.

3 Assignment Details

Let’s pet to the nuts and bolts of the asapnment.  As we have already established, you will be
bullding an encrypted twitter system. Buot wait, good news! Most of thes has alresdy been done
for you. If you haven’t already, you'll want to downloasd the GreaseMonkey script (5255 from the
course website and peruse it If you look through it, you'll see there are five functions that you are
responsible for completing: Frorypd, Decerypt, Generate K ey, SaveKeys, and Load K eys. These
are 1 the very st section of the code and it should be clear to see what to do with each one.

We will be doing more than basic encryption and decryption for one teitter account, though, In

addition to this basie functionality, yvou will need the notion of groups. Have you ever wished yon
conld have separate facebook accounts for your friends and family” We will create just that sort of

notion in twitter here. You will be able to create multiple groups, and assien each person following
vour tweets to a group. You will have a separate secret key for each group, so that people in one

particular group cannot see tweets meant for another. Thus, vou can update yvour family with
Tstudyving so hard omg lol omg lol” and your foends with "keg to fmsh, come now™ and no one

will be the wiser.



Hopefully it should be mtuitive at this pomnt what needs to be done.  Howewver, we will now
specifically spell out the requirements. We are dividing up the assipnment into two milestones.
The specific requirements for milestone one are as follows:

o Maintam a secure database of other people vou are following on twitter that are using your
encrypted key system. This entals:

Securely storing each user, their key, and their group asignment for you (using the
SaveKeys unction and any helper functions that you deign to write). Note that there
15 Ul framework in the code that eliminates all of the display ssues  vou only nesd to
focus on the security feryptography ssues. You can find thas Ul framework in the code
and umder Setfings on twitter.

Securely loading all of these things (using Load K eys and whatever helper functions you
choose:) from a data store.

The database security can be a little thorny: obviously, if someone has taken over your
browser, then they can get your keys and you are hosed. Thuos, our requirement for the
databuse security 15 that any attacker who has access to all of your stored material muost
not be able to learn any sipmificant information about any of vour kevs, This means
that an attacker that sits down at a computer yon were using after vou have closexd the
browser cannot get your keys (which is awesome if you have to share a computer).

o Maintam a secure database of your groups and their respective kevs, Ths you must:
Securely store/load each of these with the other sensitive data mentioned above
s Provide a function to penerate kevs for the user

MNote that these kevs need to be indstingushable from random. Remember, calling a
function in the javasenpt math hbrary = oot mdistmenshable from random.

¢ DBuild encryption and decryption functions that provide CPA security for tweets.

This should be stranghtforward enongh, but note that you are required to bnld on top
of the AES protocol provided in the serpt. Do not attempt to implement RSA or Difhe-
Hellman or some other protoocol it will probably not be a secure implementation and
will take yvou mmeh lonper than dommge it thas way.

Why CPA securnty? If someone can predict or infuence your tweets, then thas = a mee
feature to have.

For milestone 2 we add message integrity (to be coversd in the lecture). The requirements are:

o Duld a MAC systemn based on the AES implementation given to you.

MNote that you are NOT allowed to use the SHA-256 implementation lurking i the bot-
tom of the script. The point of the asapmment 5 to understand how to buld pomitives.

o Use vour MAC system to anthenticate tweets.

® Use your MAC system to make sure keys m the key store haven't been changed between
PIOETAIN TS,



