CSES43/Fall 2007 - Midterm
Thursday, November 1, 2007 — Professor Trent Jacger

Please read the instructions and questions carcfully. You will be graded for clarity and correctness. You
have TH minutes to complete this exam, so focus on those guestions whose subject matter you know well.
Write legibly and check your answers before handing it in.

Short Answer (Answer 12 of 14) - some will be one or two words — no more than 3 sentences

1.

(Fpts) What is the difference between protection and security?

answer: A system that provides security ensures the protection of its data (i.c., enforcement of its
security goals) even when a user may run code that has malicious intent. Systems that provide
protection enforce the specified policy only if the user mins trusted code.

(Fnts) Define protection system.

answer: A protection system consists of a profection state describing the current access policy, a refer-
ence monttor to enforee the protection state, and admmnistrafive operafions to modify the protection
state.

. {3pts) How can you configure the Windows aceess control model to ensure that a particular subject

only has aceess to one file?

answer: Restricted context is easicst. Add a negative ACE at the beginning of all other object ACLs,
cxcept the one being permitted. Grant rights for that one.

(Fnts) What arc the guarantees that a UNIX sandbox (e.g., Janus) must provide in order to ensure
that the process cannot escape the limited permissions defined?

answer: Basically, reference monitor gnarantees. It must provide a tamperproof implementation that
cnforces a mandatory aceess control policy (also tamperproof) that mediaies all security sensitive
operations, and the policy must ensure that the process does not gain unauthorized access (ie.,
vertfiebly enforee security goals).

(Fpts) What iz the confused deputy problem?

answer: That a multi-client server may be spoofed into granting one client unanthorized rights to
another client’s objects becanse it mmst have the permissions for all the clients to run in an ACL

system.
(Fpts) What mechanisms does Multics use to protect the infegrity of objects?

answer: Protection rings provide the mediation points for enforcing integrity. The access and call
bracket policies describe the integrity policy of a Multics system. A tamperproof kernel enforees the

policy.

(Fnts) Define the two fundamental properties of the Bell-LaPadula model (i.e., multilevel security
model ).

ansiwer: Simple-security property — no read up, and s-security property — no write down.

(Fnts) What does the extend operation of the Trusted Platform Module do (be precise)?

answer: It extends a hash value in a particular TPM register (PCR) by taking the current register
valie and hashing it concatenated with the input value to the extend operation.
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11.

12,

13.

14.

(Fnts) Why is it more secure to implement a reference monitor inside the kernel (as in LSM), rather
than to use system call interposition (as in Janus)?

answer:  Time-of-check-to-time-of-use attacks. In interposition, the mapping between names and
actual objects is computed separately from the kernel, so it may be possible for a concurrent process
to change the mapping (c.g., changing a local file to be a link to fetc/shadow). That is, the label-file
mapping is not tamperproof in Janus.

(Fnts) What arc buffer overflow, heap overflow, and integer overflow vulnerabilitics?

answer: A buffer overflow occurs on the stack by overwriting the return address. A heap overflow
occurs on the heap by overwriting a key pointer, such as a function pointer. An integer overflow
oceurs on signed integers, when the maximum value is reached, computer integer operations differ
from true integer operations.

(Fnts) When a cryptographic construction provides message non-repudiation, what can the recciver
prove?!

answer: The receiver can prove that the message originated from a single principal, the holder of the
associated private key. This can even be proven to third parties.

(Fpts) What impact does the birthday perades have on the security of a 90-bit hash function?

answer: Due to the hirthdey paradoz, the probability of finding a collision in a %) hit hash is only
one in 2%,

(Fpts) How does the use of a Kerberos authenticator replace function of the last two messages in the
Needham-Schroeder symmetric key protocol?

answer: An anthenticator aims to prove that Alice’s message with the corresponding ticket (and
the new session key) has been freshly created by Alice by using a timestamp. This replaces the
necd for a challenge-response provided in the last two messages. (Bob still proves ownership of the
corresponding TGS-Bob key throngh use of the session key, but this is done later — not reguired in
the answer).

{Fpts) Identify the conditions when you would want to add an HMAC to a secure communication.

answer: HMAC is used to justify the infegrity and euthenticity of a message under a shared key.
Should a shared key be awvailable, already distributed, and should there be integrity requirements
on the message, yon almost always want to HMAC. A rare exception is when the message has a
woll-known format, so that the receiver conld check based on the content of the message — Kerberos
15 an example.



Long Answer - no more than 3 paragraphs

15.

16.

17.

18.

(7nts) Specify how domain transitions occur in UUNIX, SELinux, and Multics. Just outline the
mechanisms — no specific rules are required. Indicate the security advantages of SELinux and Multics
over IINIK domain transitions in your deseription.

answer: UNIX fransitions domains via setuid. The UID of the process changes to that of the owner
of the file.

SELinux defines rmles to limit when domain transitions are permitted and what the destination
domain will be. These rules constrain who can canse a transition (not every invocation gains privilege)
and limits the privileges based on the caller (different callers get different privileges).

Multics defines domain transitions via call brackets that state when low privileged processes may
transition to higher and viee versa. Multics also defines gatckeepers to ensure that higher privileged
code cannot be compromised by low integrity inputs. Multics defines multiple ring levels (not just
root) and protects inputs.

{ 7nts) What are the components that ensure integrity in a Clark-Wilson integrity system and a Biba
integrity system (i.e., there are two different sets to be specified)? How do these components ensure
integrity in each system?

answer: Using Clark-Wilson, we need to add Integrity Verification Procedures to test integrity at
the outset, and verified Transformation Proecedures to handle the high integrity data. TPs mnst be
assurcd to operate on high integrity data correctly and protect themselves from low integrity inputs.

In Biba, we only add integrity guards to protect normal processes from low integrity inputs, and
we can procecd as long as no low integrity inputs reach the high integrity processes, defined by the

policy.

( 7pts) Why is it necessary to prevent forgery of capabilities in capability systems to meet reference
monitor guarantees? Specify the conditions under which it is necessary to weaken (reduce) the
permissions available to a capability.

answer: If a capability can be forged, then a process can create its own permissions to any object
that it can name. This would cirenmvent the tamperproofing of system policies, and nothing would
be verifiable.

We must weaken a eapability when a high secrecy subject fetches a capability from a low secrecy
memory. Becanse this capability may have been created by a low secrecy subject, it may have write
permission to low scerecy objects. Sinee this would violate the *-property, such capabilities must be
weakened to remove the write permission.

(7nts) What purpose does the ticket in a Kerberos message serve? Why can't Mallory spoof Alice
to Bob by gencrating an authenticator claiming to be from Alice { Alice, timestamp} K, pmion and

replaying a ticket for which she knows the session key from a previons session with Bob
{ Bob, Mallory, timestamp, li fetime, K, oqvion 1K gob—105 70

answer: A ticket is used to sceurely provide the session key to the server. It inchudes the names of
the client and server for which the scssion key applies, a freshness timestamp, the ticket's lifetime,
and the session key. Becanse the ticket is encrypied in a key known only to Bob and the TGS, and
only the format is well-defined, the ticket sccurely conveys the key.

If Mallory substitutes her ticket, Bob will be able to see that the ticket says that it is for a commmi-
nication from Mallory to Bob, so he will know it is not from Alice. Plus, the timestamp may have
cxpired, but that is not gunaranteed.

Word Problems - take your time and answer clearly and completely.



