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Answers are shown In this style.

1 DNS (10 pts)

Suppose your local DNS resolver needs to resolve www_kernel.org on behalf of a
chent. Suppose it has already sent a query to a root server at 196.41.0.4 and

received the following reply:

<<x¥» 016G 5.2.3 <<>*¥> Ba.root—servers_net +‘norecurse www.kernel org
ot answer:

; —»>HEANER<<- opcode: QUERY, status: RHOERROR, id: 31354
; Tlag=s: gr; QUERY: 1, ANSWER: 0, LAUOTHORITY: &, ADDITIONAL: &

WEOEE WP WG
T

;s QUESTION SECTIOM:
FwwWw . kernel _org. IN 2

;- AUTHORITY SECTICON:

org. 172800 1IN N& TLD1 . ULTRADHS _HET.
org. 172800 IN NS TLOZ . ULTRADNS _HET .
org. 172800 IN NS TLD3 .ULTRADHNS . oxg.-
org. 172800 IN NS TLD4 . ULTRADNS .oxrg.
org. 172800 IN NS TLDS . ULTRADNS . TNEFO.
0rg. 172800 IN NS TLDe . .UOLTRADHS .CO_UE.

;s AODITIONAL SECTION:

TLDO1 . ULTRADNS _HET. 172800 IN B 204 74 1121
TLDO: ULTRADNS _HET. 172800 1IN B Z04_.74.113.1
TLDO:E . ULTRADNS .org. 172800 1IN A 198 .7T.86.1
TLD4 ULTRADNS .org. 172800 1IN i 195 .7_87.1
TLDOS _ULTRADNS . INFO. 172800 1IN B 192 _100.59.11
TLDE ULTRADNS .CO UK. 172800 1IN A 158 .133.159.11

; Cuery time: 11 msec

; SERVER: 158_41_0_4f53(a.rocot—-servers.net)
; WHEN: Sun Mar 20 15:55:13 20405

;s M5G SIZE rowd: 250

What type of query will the resolver send next and to whom? What will the value
of the query’'s name field be?

The resolver will send a DINS guery with (Type=A, Name="www. kemel org’) to
204.74 1121, which is the IP address of the top-level domain server for the .org
domairn.

Note that it would not send a query with (Type=N5, Name="kernel org’) because
it cannot know for certain whether a domain kemel org exists — it could be,
theoretically, that www kemel .org 15 a host in the .org domain. For instance,
www.cs.vi.edu is a host in the vi.edu domain, and there does not exist an NS
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entry for cs.vt.edu, so a resolver would ask vi.edu’s nameserver for [ Type=A,
Name="www.cs.viedu’), not (Type=N5, Name="cs.vi edu’) — we discussed this

example in class. On the other hand, 204.74.112.1 will not answer the A query
directly, rather, it will return a N5 entry for kemel.org.

2 Alternating Bit Protocols (16 pts)
a) Rdt3.0 Receiver FSM (6 pts)

In lecture we discussed how the mechanisms used by reliable data transfer
protocols changed as the different assumptions regarding the underlying channel
evolved. We considered the spectrum from a reliable, perfect channel to a lossy

one that can have bit errors.
You may recall this slide that summarizes this evolution:

perfect channel emor detection: checksums,
rdt1.0 receiver feedback. acknowledgements

\.n‘.‘umma tic Repeat relJuest (ARG profocol)
bit errors

rdt? 0 refransmissions — duplicates — sequence numbers

/1 “afternating bit” protocol
comrupled av.:.l‘r:..\\A rdt? 1
\e‘.'fmmars NAK: use ACK+seg num
N rdt2 2
. fimeouts
Evﬂlutlﬂn Df lossy chann&-.‘\
Assumptions rdt3.0

iossy channel with bit errors

We discussed the sender and receirver FSMs for the different versions of the
resulting protocols, with the exception of the receiver FSM used in rdt3.0.
Does the receiver FSM used in rdt3.0 differ from the recerver FSM used in
rdt2 27 If so, how? If not, why not? Be specificl

The receiver FSM used in 3.0 is the same as in rdt2.2. The sender handles

packet loss by refransmithng after a imeout. These refransmissions can
introduce duplicates in the channel if the packet wasnt actually lost, but the

rdtZ. £ receiver FSM can already deal with such duplicates since they could have
been caused by corrupted acks.
Note that rdtZ £ and rdt3.0 are also identical in that the receiver will resend the

last ack if it receives a corrupted packet: this will give the sender early indication
to retransmit the packet: it would be inefficient to remove this provision from

rdt3.0, even though the sender would eventually refransmit anyway.

210



CS 5565 Sample Midterm (Sprning 2005)

b) Reordered Packets (10 pts)

Give a sender and recever timeline that shows that an altemating-bit protocol
such as rdt3.0 can fail if the underlying channel can reorder packets. (Show the
timeline for the sender on the left, for the recever on the nght, and include the
type and sequence numbers of messages exchanged.)

One such scenano 15 shown below. A key charactenstic of failure is that the
receiver will accept an old copy of data sent by the sender as new data.

Note that “reordenng” means that if packels A and B are sent in the order A first,
B second, then they arnve in the order B first, A second. It does not mean that

the channel somehow flips the sequence numbers in the headers of the packeis.
It also does not mean that the sender FSM wiolates its rules and somehow sends

the same sequence number fwice. Furthermore, do not confuse “reordenng” with
‘out-of-arder”. Out-of-order means that the packet that amves doesn't have the
expected sequence number. If there are duplicates, a receiwver must deal with

out-of-order packets even when there is no reordenng in the underiying channel.
Alternating bit protocols such as rdt3.0 use {0, 1} as sequence numbers (hence

the name) and do not use pipelining. Any scenario in which the sender sends
packet #1 {or more) without having seen ack #0 15 wrong. Recall that the
cardinality of the sequence number space must be at least twice the window
size, s0 {0, 1} allows for only a window of size 1 — that iz, no pipelining.

Sender Pktld, and sends ack

when it armives.

retransmits

PhtD Expects Pki1 next
Sender
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