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Review: Reliable Metworking
' Layering: building complex services trom simpler ones
* Datagram: an ilIEq:Iﬂu:fmh self-contained network
message whose arrival, arrival time, and content are
not guaranteed

* P rmance metrics

- Overhead' CPU time to put packet on wire

- Throughput Moximem mumber of bytes per second

- Latency* time wnfil first bit of packet arrives at receiver
* Arbitrary Sized messages:

- Fragment into multiple packets; reassemble at destination
* Ordered messages:

- Use sequence numbers and reorder at destination
* Reliable messages:

- Use Acknowledgements

- Want a window larger than 1 in order To increase
throughput
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Feview: TP Windows and Sequence Mumbers

* T(F provides a stream abstraction:
- Reliable byte stream between two processes on different
machines over Internet (read, write, flush)
- Input is an unbounded stream of
is identical stream of bytes (same order)

- Output
T
Gy [ [Router] w—
'Eﬂﬂrhmm}rﬁi{um:
Sent Sent Mot yet
acked nat ncked st~ [ oEnder

- Window (colored region) adjusted by sender
* Receiver has three regions:
Received | Tiecemed | Mot yet
"Given to m recerved } Receiver
- Maximum size of window odvertised to sender at setup
1217 Kubesmwiz C5Y&2 SUSE Ryl 207 Lpy 23.3

Euals for Today

* Finish discussion of TCP
* Messoges

- Sendfreceive

- One vs. fwo-way communication
* Distributed Decision Making

- Two-phase commit/Byzantine Commit
* Remote Procedure Call

Mote: Some slides ondSor pictures in the following ore
adopted from slides ©2005 Siberschotz, &olvim, and Sogme.
Momy slides gemeroted frem my lecture notes by Kubiotowicz.
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Window-Based Admowledgements (TOF)
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TP Header
* Vanilla TCP Acknowledgement

- Every message encodes Sequence number and Ack

- Can include dota for forword stream andfor ack for
rEVErse sTreom

* Selective Acknowledgement
- Acknowledgement information includes not just one
number, bt rather ranges of received p s
- Must be specially megotiated at begimning of TOP setup
= Mot widely in u=e (a h in Windows since Windows 58
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Congestion Awsidance

- mu lomg should timeout be for re-sending messages?
= Too long=swastes time if messoge lost
= Too short=sretransmit even though ock will arrive shorthy
- Stability problem® more congestion = ack is delayed =
unReCessary timeout = more Traffic = more congestion
= Closely related to window size ot sender: too big meors

II:El.ﬂ'l-'l' too much dota into network
* How ﬁ.ﬁmﬁuﬂ:h"s window size get chosen?
- NMust be less than receiver’s advertised buffer size
- Try to match the rate of sending packets with the rate
that the slowest link can acco
- Sender uses an adaptive algorithm to decide size of M
= Goal: fill metwork betwesn sender and recziver
= Bazic technipue: slowly increase size of window umfi
ocknowledgements start being deloyed lost
* TCP solution; "slow start” {start sending slowly)
- If mo timeout, slowhy increase window size (throughput)
1 for each ack received
- Tmmeput = congestion, so cut window size in half

ez ATV IR ARG AR (s

Sequence-MNumber Initialization
* How do you choose an initial sequence number?

- When machine boots, ok to start with sequence #0r?
= Mo: could send two messoges with same sequence #!
= Rgcaj i nd discardi lid kets, licate

s s et oy, I ey e
- Also, if it is sible to uence members, might
be paossible fnprﬂsﬂrmclur Wﬁﬂ? Ccomnnection migh

* Some ways of choosing an initial nce number:

- Time to live' each packet has a deadline.
= If not delivered in X secomds, then is dropped

= Thus, con re-use sequence members it woit for all packets
im flight to be delivered ar to expire >

- Epoch #* uniquely identifies which set of sequence
numbers are currently being used
= Epoch ¥ stored on disk, Put in every messoge
= Epoch #F incremented on crach andfor when rum out of
sequence &

- Pseudo-random increment to previous seguence number
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Use of TCP: Sockets

* Socket: an abstraction of a network LU queve
- Embodies one side of a commumication chamnel
= Same imterface regardles= of locofien of other end
» E:u-uH be lacal machine (colled "UNEX sacket™) or memote
called “metwo

—Frzrr introduced in 4.2 BSD lm( big inmowation at time

=» Mow most operating systems provide some notion of socket
* Using Sockets for Client- Eﬂweuliffﬂ++ interface);

- server' set up “server-soc
= Create socket, Bind to protecol (TCOP), local address, port
= Call lsten(): fells sarver socket to accept incoming requests
= Perform mulhiple occept() calls en socket to occept imcoming

cormection reguest

= Eoch successful accept() returns a mew sacket for a mew
cormection; can pass 'I-'I'Ebs off to hoardler 'I'I'rnm:r

- On client
= Creote socket, Bind to pretecol (TCOF), remete address, pert
= Perform comnect() om socket to make commection
= If conmect(} successful, hove socket comnected to server
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Socket Setup (Con't)

* Things fo remember;
- Connection ires 5 walues:
[ Src Addr, Port, D=t Addr, Dst Port, Protocol ]
- Often, Src Port “rondomly” assigned
= Dome by O35 during client socket setup
- D=t Port often “well known™

= 80 (web), 443 (zecure web), 25 (sendmaidl), =tc
= Well-known ports from 0—1023
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Socket Example (Java)

S Tal

fiMakas sockat, bipds addr /port, calls listan()

Earvardockat sk = naw SarvarSockat {(edL3) :
whilla(troe) §

Bockalt cliant = sock.accapti) !
FriontWrlitar pout = naw
IrincWricar (cliant. gatOuntputStraan ()  trua)

pont.prinotln("Hare 13 date sant Co cliamt!™);

ﬂiﬁ.ﬁt.clnnu[] -
k

cliant:

Ji Hakas scckat, binds addr /part, callas connect(]
Ecnbal Siock = Now EsolaC (TleR.Z2Z25%.80.387 BOLE] !
EuffaradBasdar Bin -

v Buffaradbeadar |

naw InputStraaphesdar (@ock . getInputitraan) ] ;

Etriegy Lica:
whila [([ling = Bin roesdTinc (] ) f=nnlil]

Eyatem. out.printle {ling) :
Sonl e loam )
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Distributed Applications

* How do nl:h.lull a distributed lication?
- Meead Eu pmm threads, mnrirﬁl

- OUne Abstraction' send/receive messages
» Already otomic: ne receiver gets porhion of a messoge ond
WO FECRivErs cormeT gef Some message
* Interfoce:
- Mailbaox temporary holding area for messages
= I.m:lud(n:vhﬁﬁh dﬂrmmrmlucﬂ'rmr?und quSLE
— Send {message  mhoo)
= Send message o remote mailbox idertified by mboo
—Beceive (buffer , mbox)
= 'Wait until mhax khos messoge, copy infe buffer, omd return
= If threods = i n_this mbox, wake up one of them
ey ™ iR E ki




