Network Protocols and
Vulnerabilities
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# Basic Metworking (FMU)
#+ Network attacks
» Attack host networking protocats
— SV Nooding, TCF Spacfing, ...
« Sifack rebwork nfrestnodione
— Dormain Mame System

This lachure ks snouk e ey things work now 2nd how they are
Mt peritect Meaod lechere — some sacurty Impnosesnents (sl mot
et

Internet Infrastructure

# Local and interdomain rowting
» TCR/TF for rouling, connections
¢ BGP for routing announcements

# Domain Mame System
¢ Fnd IP address

TCP Protocol Stack

Apglicatizn profzesd




Data Formats
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Internet Protocol
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IF Routing Two-level Address Hierarchy
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# Internet routing uses numeric IP address
# Typical route uses several hops

#+ Addresses divided into two parts
# First: the domain [network) of the host
# Smepnds sddrmes of Fost within domain

Thines Sifferent acdrees formets: Oass 8, Oaes B, Oass C
ireak Import=nt for this cours=]




Simple Routing Example
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IP Protocol Functions (Summary)

+ Routing

» [P Fioet knows location of router [gatewey)

= [P gateway must know route to obfver nefworks
4 Ermor reporting

+ [P r=ports discands to sourc=
# Fragmentation and reassembly

+ I packet= =maller then the uzer dats

Lo
User Datagram Protocol

#+ IP provides routing
¢ P aiire=s get= dalagram o a spealic machine
# UDP separates traffic by port

* Destination port number gef=s UDP datagram to
particular application prooe=s, =.g., 128.3.23 3, 53

» Soume port number provides: retum address
# Minimal guarantees (... mice and elephants)

» Mo acknowledgment
» lo flow contral

* o mes=age continuation

TR
Transmission Control Protocol

+ Connection-orientad, presaerves order
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