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#Basic Networking (FMLU)

#Network attacks
= Atack host retworking protooals

= Py, TCP Spalinng

+ Alfack network inflrasinichure
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Internet Infrastructure
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#Local and mterdomain routing
o TCAYTP for routing, conmections
o B:P for rouling announcements
#Domain Name System
= [Fired [P address

TCP Protocol Stack
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Internet Protocol
#Connectionless anen — Taaoy [angf
= Linmefable Feziad Largh
« Best affort P —
#Transfer datagram e
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IP Routing
E Meg Office gateway
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#Internst routing uses numeric IP address
#Typical route uses several hops

IP F’rutuml Fl.ll'IElZIDrIE {Summaw}
+thl:ng

= TP hoestt krvowws location of mouter [gabeway)

= [P gabeway must know noule W other networks
“#Emor reporting

= [P reponts discands to soune
#Fragmentation and reassembly

= IT packets smaller than the wser data

LD#
User Datagram Fmtﬂml
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» [P address gets daltagram o a spedific machine
#UDP separates traffic by port

« Desstination port number geds UDP datageam o

particular applicalion proo=s eq., 1283233, 53

# Source ool murmnber prosaces refurm addness
#Minimal guarantees (... mice and eleghants)

o Mo acknosded el

o Mo Now controd

= Mo message continuation

TP
Transmission Ccrntrnl Frntncc-l
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ICMP
Internet Control Message Protocol
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= O reportineg
« Resdhability testing
o Cirge=stion Contnl
#Example message types
= Destinalion urreschalla
a T el
a Parameler problam
o Resfiradt o better gatessay
» Sobwyfecho reply - reachablity et
o TirmesEanmps regueestrephy - mescre fransit delay

Basic Secunt':.r F'rc:-l:llems

-'lrr'-let'mrl-: packets pass by urrI:ru5te-:| |'I-I:E|E
» Eavesdropping, packel srifing
#1P addresses are public
= SirunT
#TCP connection reguires state
= 5YN Mooding attack
#TCP state sasy to guess
= TCP spoaling attack




Packet Sniffing Smurf Attack
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#Promiscuous NIC reads all packets #Chooss victim
« Fead Al unencrypled data = Tdea: Food victim with padiosts from many sources
= i, bedrest cend passswonds in claar! #Generate ping stream (ICMP Echo Reg)
= Network broadcast acddress: with spoafed source TP
- sef b wvidlim
| #Wait for responses
= Every hast on Erged nebwork will generabe a ping
Ao Bol reply (ICMP Edhar Reply') Lo wictim
= [Ping reply diream can oserioad victim
Swet Hall attack installed sniffer on ocal madhne
Prgaatiees Tuin ofT geegr Aot isaiad 10 midresses?
TCF Handshake STN Flnncllng
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Conirecied E
SYMN Flooding Protection against SYMN Attacks
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#Att=cker s2nds many connection reguests #(lent sends YN
* Spoofed Soure addredce #5erver responds to Client with SYN-ACK cookis
#Victim allocates resources for each request = 50 = f[snc addr, Sic port, de=t addr, dest pot, rand)
# Correechion reguests esest until tineoul * Saryver oS mol sae siale
o Fied bovind an hall-open connections #Honest client responds with ACK{sgn)
#Respurces exhausted = reguests rejectad #Server chedks response

+ I maches SYN-ACK, astailichss connection
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