Metwork Worms:
Attacks and Defenses
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& Worm propagation

w WO exairpies

» Propagation modeals
# D=tection methods

» Traffic patberns: EarkyBird

n 'Watch attack: TantCheack and Shng

n Look &t vulnerabilities: Generic Exploit Blocking
# Disable

n GEnerate worrn Signatures and us: in network ar
host-based filters

Cost of worm attacks

& Moeris worm, 1988
n Infected approcimatedy &, 000 madhiness
= 10RS of mympubers commeced 90 e e
w cist ~ £10 milion in dowrkime and cleanog
& Code Red worm, Juby 16 2001
w Direct desgenclant of Miorric” wormn

w Infected more than 500 000 sarvers
+ Peogrammed 0 Qo imn infinke sleep mode Jaky 25

w Caused ~ 52.6 Billion in damages,
& Love Bug worm: $8.75 billion

SixEics: Compunsr Eonomikcs Inc, Cansiad, Califonmiz

Internet Worm (First major attack)
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= Program spread throwgh Dagital, Sun workstations
n Exploited Unix seounty wulnerabilities
a WA compurers and SUN-3 workstaiions running WS
A3 and 4.3 Berkeksy LMD ooce
& Consequences

» Mo mimediste damage from program itself
» Rephcation and threat of damadge
a Licamd o nefvwark, Sysiems used inateok
« Moy Systemes shat down to prevent further attack




Internet Worm Description

-
& Two parts
w Progra b Spresd wiormm
v lonk Tor offer machines that couls be: infeced
« fry o find werys of Infiimating these machines
w Vechor program [99 nes of C)
« oempied and rum on e infeded machines
« fransfeme main peogram o mnbnue 2ok
& Seourity vulnerabifities

= Tingend — Unix Ange dasEmon
sendmall - rrail distritution programi
Trusted logins §.rhoss)
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Three ways the worm spread

& S=ndmail
n Exploit debiny option in Ssemdimal b allkaw shell
SHOESS
@ Fingerd
n Exploit & buffer averflow in the fpsts funchion

= Apparently, this was the most successful attack

& Rch
» Exploit trusted hosts
» Password cracking

sendmail
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= Opens TOP connection ta madhine's SMTP part
w [iwiokes deling imade

= Serds a RCPT TO that pipes data through Shedl
m Shell Seript retriesves wonm main program

« places HIne C program iniemporany ke clled o L
where 44k oument peocess: [0

« Compiles and exannes this program

« Opens socket oo machine o st ST

« RECHSHEES WAoITT: RN PPTgram,. compdes £ and runs

fingerd

& VWritten in C and runs continuously
& Array bounds attack
n Fingerd expercts an input String

= 'Worm wribes long string to inkemal 512-byte
Dsffier

& Attack string
w Inchdes machne instrocions
w Oyverwites rebam addrecs
w Ireckes a rernobe shall
n Exeoutes privileged commands

Remote shell

@ Unix trust information
w et hast equiv — system wide trusted hoses fle
w forheets and e oSt — esers brostesd hoests filke
& VWorm exploited trust mformation
u Ex@mining files that lsted trustesd madhines
m Assume regprocal trust

« B X erusts Y, chen maybe v trusts X

& Password cracking
« Worm was runining 25 daermon (ROt root ) o reeded bo bresk
INED BCOOUNDS B0 LR ihoars fetuee
« Didtionany atack
+ Fead fenpporrd, Lsmd ~-I00 COMITOn pRsseoi Snngs

The worm itself

& Program is called sk
= Choohers argy Iy 20 3 e Wil mat shosy I neme
= Opere s flkes, then undinks: | cedetes ) Sherm S0 c2n'T be found
a S (i and o, warm can sl sk L ot kel
& Tries wo infect 85 many other hosts as possible
= 'WihEn o sunrssiully mnnects fiorks 2 child oo mndinue
the infection while e et kerps Tying new s
& Worm did mot:
= Dolete sosberms fkes, modify esdsing flkes, ins=l ooian
Faers,. remid O CrRnsmit cemypoed peeswaiTs, CRpiurE

SUpenERT privilages, propacate over ULCE, 325, DECMET,
or BITHET




Detecdng Morris Internet Worm
@ Files

w Strange files appearad in infecten Syshems

m Strange log messages for certain programs
& System load

= [nfackion gererates B number af procedses

m Sytems were reinfected =3 normber af procecses
grew and systems became oserloaded
« Apoarenity not Inbended D wWormm's orestor

Thowsands of systems were shut down

Stopping the worm

& System admins busy for several days
w Devicsrd, distrilwrtad, installed modifications
& Perpatrator
w Shudertt at Comell; discovered quickly and charged
» Semtence: comimunity Service amd 510,000 fire
« Program oic! nof ciuse delbemtes camege
« Tried {Faiked ) to-ooninod 2 of processes on host machines
& Lessons?
» Serurity vulnerabilities come fnam Systermn faas
w Diversity i usefil for resisting attack
n "ExpeEriments” can be dangerous

Sources for more information
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Some historical worms of note
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Increasing propagation speed

& Code Red, July 2001
w Sffecs Maoosalt Inced Sereer 20,
= Wirdkrers JO08 [rukicargy ssrwii <o Warekracs T 4.0,
= Wirekimrs JTN0S Sl wun ES 405 aad S0 Ve darwirk
= Exploits ko bulfer oeenfiosy in [og ol
w Wanermble population (350 000 servers) infeces i 14 hoars
& S0L Slammer, Januery 2003
w Sffects in Morosnt S0L 2000
= Exploits kmoven bofTer oo wulnerabiliny
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= olnerae popianon iInfased i e than 10 minukes

Code Red

& Initizl version refeased July 13, 2001
n SEMdE HE code &5 an HT TP reguest
= HTTP request expiolis buffer ovariow
n Malickius code k= nat stared In 3 fll2
= Flaced In mernory and s s
# When executed,
n Wi CheckEs for The Sle CoikNotwarm
o I fie =xists, e worm theead goes Int iminie seep st
n CTEies naw threads

« the dabe i befnre the 20t of e month, e ne 55
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