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Qutline

*DNS Design

‘DNS Today

(Extra credit, remind me at end)

What is DNS?

* NS (Domain Name Service) is primarily used to
franslate human readable names into machine
usable addresses, €.qg.. IP addresses.

*BMNS goal:
- Efficiently locate resources.
E.g.. Map name < IP address
- Scale o many users over a large area

- Scale o many updates

How resolve name = IP addr?




Obvious Solutions (1)

Why not centrolize DNS?

* Single point of failure

* Traffic volume

" bistant centrolized database
* Single point of update

Doesn't scalel

Obvious Solutions (2)

Why not use fetc/hosts?
*Original Name To Address Mopping
- Flat namespace
- fetc/hosts
- SRI kept main copy
- bownloaded regularly
*Mid 80's This became untenable. Why?

*Count of hosts was increasing: machine per
domain = machine per user

- Mary more downloads

- Many more updates fetolhosts still exists.
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Domain Name System Goals
* Bosically a wide-area distributed database
(The biggest in the worldl)

* Scalability
* becentralized maintenance
*Robustness
* 5lobal scope

- Mames mean The same thing everywhere
* Bon't need all of ACID

- Atomicity

- Strong consistency
o need: distributed update/query & Performance
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Programmer's View of DNS

* Conceptually, programmers can view the DNS
database as a collection of millions of host enfry
struefures
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- in_addr is a struct consisting of 4-byte IP addr
* Functions for retrieving host enfries from DNS:

-gethostbyname : qUEry key is a DNS host name.
-gethostbyaddr: query key is an IP address.
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DMNS Message Format

Identificalion Flags
12 by M. af Cueslions Ho. of Answer BRs
] Mo, of Suthority RR= Mo. of Addiicnsl RRs

Mams, typa fialde ) )
far & quary - Cuestions (variable number of answers)
RRE In rEcponce . :
et - Armaers (vanable number of resource reconds )
:I:_mrﬁfu?:u Authority (variable number of resounce records)
GAMVEIE
& ddithanal + Additional Info {varisble numbers of resource rescards)

“halpful Info that

may bis usad
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DMNE Header Fields

*Identification
- Used o match up request/response
*Flags
- 1-bit to mark query or response
-1-bit to mark authoritative or not
-1-bit to request recursive resolution

- 1-bit to indicate support for recursive
resolution

DMNS Records

[ AR format: {class, name, value, type, t)

' DB corrtains tuples

called resowrce records (RRs)

v Chosses = Internet (IM), Choosret (CH), sfc
* Bach dlozs definas walue ossnoated with type
For "IN closs-:
* Type=A v Type={CHRAME
- pame is hostroms ' mame s on alkos rames for
- wolue iz IF addrecs somme "canonical” rorme
* T}FE:NS ' wolue is cononico! name
- mame is domain (e.g. foo.com) T}"F'E:M
- wollue iz nome of authoritative g ‘T'!ﬂismmﬂf :
name server for this domain mailserver associoted with

Properties of DNS Host Entries

Different kinds of mappings are possible:

*1-1 mapping between domain name and IP addr:
provolone crcl_ cs_ocm.edo maps to 136.2.218_B1

* Multiple domain names maps o the same IP addr:
v . =om . oo .edn and e . cs . o, edu both
map to 128.2.202.164
* Single domain name maps fo multiple IP addresses:
2o0l.com and www.aol.com map to multiple IP addrs.

* Some valid domain names don't map to any IP addr
crcl.cs. coma.edu deesn't have a host




