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Review: Metwork Protocols

* Profocol; Agreement befween Two parfies as o how
information is to be transmitted
- Example* system 1;|.:|JEI[5 m'ElthE protocol between the
rating system application
- ng examples' mary levels
= Phyzical level: mechonical ond electrical metwork (2.9, how
ore O and 1
= Link kevel: pocket formats/errer comtrol (for iestonce, the
CSMASCD pretecol)
= Metwork level: netwark routing, oddressing
= Transport Level: relioble messoge deliery
* Protocols on today's Internet:
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- Continue discussion of reliable messaging
- Seguence numbers for ordering
- Acknowledgments for reliability
* TCP windowing
* Sockets
* Messoges
- Sendfreceive
- One vs. Two-way communication

Mote: Some slides ondsor pictures in the following ore
adopted from slides ©2005 Siberschotz, &olvim, and Sogme.
Momy slides gemeroted frem my lecture notes by Kubiotowicz.
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Performance Consideraotions

- Before we Continug, Aeed Some porTarmance metrics
- Cwerheod: OFU hime ta put packet on wire
- Throughpot: Masimum umber of bytes per second

R W ek el gt g o et

* Kaw traesfer e tayerheod af each roat

{ Router) o

-t TGt e

- Confribatieas to Lotency
- Wire lotency- depends oa speed of light on wire
* gbaut *-1-5 ot

- Rewter lotency- depends ca mternals of roufer

* Cogld be < L ms (e a goad rowter)

 Questan: can roufer hendle full wire thrsuabout®
- What &5 g End-fo-end MTL? Minimem aoross path

- What is the Ead-to-end Throaghput? Minmas across path
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Sample Computations
E.g.: El'hiumi within Soda

- speed of li ht in 'ml't is l Bms/Toot, which
||Tpllﬁ IuTerl:ir in hu if mo routers in path)

H-Etdnmltarrmun'n'ldlhns
iiql_ H'IE s-ﬂlﬂmlllmc-unds (some order os diskd)
mnsnhnw assuming na routing)

Th .lﬁﬁﬂhlﬁﬂﬂﬁ-ﬁhlhf 20
—mglqlll'fmdzhy 5 = 200p

m 3 1
= El:lllllimlis ﬂ'ﬁ'..‘rl'l'ﬂ:l = 15 _|'|1||'l'ml'.|':|:|-|1-|:l: i
—r-hwnmrhrlscmidl}z in fTransit at some Time?
= 15m= IEEHI:H'S EE'I]IHB

- In et st d throughgt
routers mr'i'.-spﬂ
B Rﬂi:ll‘tﬂ'lﬂﬂfﬁ ilgur good performance:
cal area* r'I1II1I1T'.IE-E u:-l.n:rheud.-‘lr'.'up-r'u\'e bandwidrh
- Wide area' keep pipeline full!
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Sequence Mumbers

* Ordered Mess
- Several network services are best constructed by
ardered messaging
» Azk remote machine to first do x, then do y, efc.
- Unfortunately, underlying network is ;:||}|:I-|=_="?'r based:
» Pockets are routed one ot o time h the network
= Con take different pﬂ'ﬂu -lr be deloyed mdividually
- IP can rt-urder |'.'I|'.'I.|':|'I:£'|-'5! might arrive as P.,P'
* Solution at’ :fzshmilun
"I"'mtﬁ H::ghnlu:l :lrlm s 10 undo misordering
- Ta ree of reordering impacts quewe size
- E'rﬂ:-rnd WSS QQEs m‘li;np of um;tﬂﬂm:l OMES ]
- 5 nce numbers to Ts
ks -

2 If pn.::lw:m arrive out of order, resrder before delivering o
atian
* F-l-r' irctance, hold amto &3 until 2 arrives, etc.

Eﬁm rll11hﬂ'5 are specific o p-trhr:uh' connection
ng cormections normally deesn't maiter

—Ifl‘-E:‘I‘l'.‘I.I"I-'ElIJFI‘I.tEII:]rI need fo make sure use different

ngi e O e e e AR e

Reliable Message Delivery: the Problem

« All can garble or drop pac
- Physical media* pocket not transmitted/receved
= T lase -
e e e e 2
= If tronemit af lowest voltoge such that error correction just
starts correcting errors, get best power/bit
- Congestion® no place To put incoming packet
» Poimt-to-poart network: insufficient quewe at switch/router
» Broodcost link: twoe kst try to use same link
= In any network: imsufficient buffer space ot destinotion
# Rote mismatch: whot if sender send foster tham recever
Com process?
* Relioble Message Delivery on top of Unreliable Packets
- Meed some way to make sure that packets actually make
It To PECEIver
= Every pocket received of leost ance
= Every paocket received ot mest once

- Can combine with ordering' every packet received
process at destination :ﬂrﬁrmtgundmnrdzr oy
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Using Acknowledgements
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* How to ensure transmission of packets?
- Detect garbling ot receiver via checksum, discard if bad
- Receiver uchmwlr_ﬁﬂ {l:l-']!' sul:l'ng “ack”) when packet
received proper
-Tm-El]LITuIEEI'I.lkI‘ |fmu|:h; rth‘ummt

-Iflﬂim:l:rdr&n’igﬂmnﬂt, does that mean the
receiver didn't get the original message?
= Mo
- What if ack gefs dropped? Or if message gets delayed?
= Sender :Inul;'ll-':a-_rr ack, retrorsmits. Receiver gets messoge
fwice, acks &

How to deal with message duplication

* Solafion; SEQUENCE NUMDEr N MESS To identi
m—ﬁunmgﬁnﬂdﬁwnckﬁh s By
- Receiver checks for duplicate #'s; Discard if detected
. irements:
- r keeps copy of unack’ed messages
“ Qo need fo buffer mess
- Hfmr T:;rdﬁ possible dmllcuf.g“mmgﬁ
» Hord: when ok o forget obout received messoge?
* Alternating-bit protocal;
- Send one mess at a time; dom't send A B
next message until ack received
- Sender keeps last messoge; receiver
fracks sequence ¥ of last message received
* Pros: simple, small overhead
Con: Poor performance
- Hilre c:inmld “ﬁ"“"h’! nﬂﬁut_rﬁ want ta
up Mre MTency = hl'l]ll.lgl"pl.l'l-'l
* Con; doesn't worl if network can delay
or cl.q:lllm'lt messages arbrirariby
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Better messaging: Window-based acknowledgements Administrivia
v Window based tocol: e =d
~'Send upﬂiu blpﬂ keTs without ack e o - * Projects:

= Allows pipelining of pockets

= Window size « queue ot destimation
- Bach packet has Fumber

= Receiver ockno es each pud-:-n.t

= Ack =
‘I-'I:I!FEI::.IFEI'I-I:-I'. rrun'll:lu-I"..E":Er.-:l ln-ur'-:'.

v Acks serve dual
- Reliability" Cao 1] pm:H-ET received

- Flow Ca I* Receivér ready for packet
= Remaining space in |.|ﬂ.|:: ot recener
can be returned wi

5 sem mnﬂﬁ #aifing fu packet

= Resend missing pockets= Receiver getfs pockets out of erder!

- Should ra:em:r nlill ard pockets ﬂmT arrive out of order?
= Simple, but poor performance
- Alrernative: ﬂzep copy until sender fills in missing pieces?
= Reduces & of refrommits, but mere complex

'||||I"|1.|:|.'l if ack arbled/|
- Timeout and resehd just the acknowledged pac
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- Project 4 design document due Monday, Movember 24th
* MIDTERM IT: Wednesday Dec 3rd
- Location* 10 Evans, 5-30pm - 8-30pm
- Topics*
= All material fram last midterm ond up to Mandoy 1241
= Lectures #13 - 24
= One cheat sheet (both sides)
* Final Exam
- Thursday, Dec 18th, 8-00-11-00am
- Topics® All Material except last lecture (freebie)
- Two Cheat sheets.
* Final Topics: Any suggestions?
- Please send them to me_.
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