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Trust Models

Rooted Trust Model

o In a rooted trust model, the root CA is the trust anchor and has a self-
signed certificate.

o The root CA issues a certificate to all direct subordinate CAs, if needed,

which, in turn issue certificates to their subordinate CAs. A subordinate CA
is trusted cryptographically, based on the signature of its parent.

Network Trust Model

o Ina network trust model, all CAs are self-signed and trust relationships
between CAs are based on cross-certificates. Cross-certificates establish
trust between unrelated CAs.

Hybrid Trust Model
o Itis a combination of the above two models.

o GCertain CAs are cross certified and certain others are rooted trust models.
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