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1 Introduction

1.1 What is OpenPacketPro?
OpenPacketPro 1= an open source framework that uhhees the hbpeap hbrary.

We want to grre developers a platform to work with packets and the hbpcap hbrary m order to perform mterestms and useful servces.
OpenPacketPro 1= mtendad to be a hub for fun and exctime exxpenments that mvohee packet capturine.

In order to demonstrate the power of the hbpeap hbrary we have developed two useful services.
OpenPacketPro's Demo Services :

1. Stoppme outbound commumeation of a grven program.
2. Saftine out MD3 encryvpted packets and decrypting them m real tme.

In the followmeg sactions, vou will learn how to perform these tasks. To open the appheation, locate it i a termunal window and nm the applcation
m privledzed mode (Detaiks wall be covered m the “how to u=s" zection).
2 Design Documentation

This saction documents the details of the appheation's desien and some of the maportant decisions that we made. Specifically, we talk about the
technologzes that were leveraged m our maplementation, mclodms hbpeap for packst caphure and Nokia's QT hbrary for the applhcation’s user
mterface and event handlne. Also discussad 1z our hashme method of target detection, blockmne targst commuomscation, our methed for password
detection and decryption, and multi-threading.

2.1 Languages and Frameworks

The appheation was mplemented m T4+ and made sizuficant use of the ibpeap and QT libranes. It should also be noted that we leveraged
axample code from topdump. org (the mamtamer of lbpeap) and QT futonals.

2.1.1 Libpeap

The apphcation's packst smffmg engme 15 bult u=ng the hbpeap hbrary, the same hbrary used for popular tools Wireshark and Tepdump. Libpeap
works by mepecting packets that are placed m the kemel's packst filter by a network card drrver. When a packet comes m, the network card
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checks to zea if its own [P address 15 the destmation addresz. and of s0, ;iznalks for an mtarmupt. A siznal handler m the form of the network card

drrver copies the data from the card to a buffer m kemel space for consumption by higher level protocoks. The network card drrver also stores a

copv of the data m a buffer withm the kemel called the packet filter; hbpeap provides a framework for mteracting with the packets stored m this
buffar.

212 QT

We selected MNolkaa's open-source QT framework for the miplementation of our user mterface and event handlms. QT 1= 2 popular, professional
guality framework with a wade range of apphecations ransing from desktop applications, web development, and meohle appheation. We primanly
used QT = user mterface hbranes, but also made use of its bult-m threadme finctionalty and event handhme, QT 15 portable, meanme that our
appheation and wser mterface will function on most platforms that support ibpeap (we tested on Ubuntu and Mae OSXD.

2.1.3 Rainbow Tables

A Fambow Table 15 essentally a bookup table of decrypted MD3 hash values. With the help of a rambow table, decryptms MD5 Haszhes becomes
a matter of lookinz up an entry 1 thes large table. The larger the table the better. In cur mmplementation, we use an API call to a free-to-use
rambow table at www.decrypt-mdS.com.

2.2 Design Elements

This saction cuthnes cribical elemeants of the desien and the decizsions that went mto them The topics mehade cur detection of tarset
comrmuucation, commumcation blockans, password smffme, and muolh-threadme.

2.2.1 Target Detection by Hazhing and Reverze DN5

Ome of the primary sarvices of the appheation 1s the abalty to detect network commmmication of mterest, without kmonwng a target's host name or
IP zddress. This 1= useful for example when a user wants to crack the vahdation mechani=m of a prece of software but has no dea with what host
the software may attempt to commmmeate. We solved this problem by segmentme our packet smffins mto two phaszes - 2 rammg phaze and a
target detection phaze.

At arv grven time, 2 modem computer user may be mamtamme dozens of connechions with hosts across the world. Many users now employ cloud
storaze or updating systems whach are contmuously commmcating with ther local machme. We want to iter out the beren packets whose
destimations are not mtended to be blocked. These immaportant packetz may melode cumrent TCP connections, or other appheations whch mast
send outsome data constantly and the user does not want blocked. To remove this noise, we require that the user first allow cur application to
undargo at 13 second tramme penod, wiuch acts as a m1eve for network commmmication. Durme this penod, the target appheation = humed off and
we place zall IP address with whuch we commmmicate mto a map structure. Ideally this data structure would use hashime to mmmmee lockup time,
we used the C++ Standard Template Librarny's map structure, winch 1s actually maplemented as 3 bmary tree. Affer the traming penod, the target
appheation 15 fmally executad. and we 1znore all “normal” commumication by domg a lookup on each hest that we commumicate with and seemz 1f
thera 1= a collbision. After this process, we have most ksl narrowed the potential target IP address to a small zat of less than a dozen suspects. We
dizplay these addresses, along with any host names that we can find throush a reverse DING lookup, to the user and allow them to select which ones
they want to aftack.

2.1.2 Hoszt File and Routing Table Modification

The appheation offers tovo methods of blockmg a software vahdation attempt. After 3 user selacts the hosts that it wants to attack. he or she =
prazentad with a dialog box askme them which of the methods that wash to employ. The first allows a user to block a specific host name by
modifyme the machme's host file. A host file allows a user to set how a specific host name 15 reschred to an IP address. When a prosram attempts
to commneact to a host, if first checks the machme's host file. If there 15 no IP address for that host name m the host file, the program then resorts to
usme DPVS. Thus, m the case where a piace of software 1= authenticatme tzelf wath a hard-coded host name, our application wall prevent packets
from reachmg that host by foreme that host name to resolve to the address of the local machme.

More likely, software attemphinge to authenficate wall not try to comnect with a host name bat rather some sort of stafic IP address. In this scenaro,
we can prevent commamication by identifyme that IP address and modifyme our routmg table such that packets destimed for that address are
routed back to the local host.

2.2.3 Paz=word Sniffing

Ohar appheation can ako leverape packst smiffmg as a means for stealme user passwords. If a user enables password smffmgs. the apphcation wall
attempt to detect password requests by paramg meorngs HIML. Each mcomme packet = searched vanations of the word "password”. If such a
packet 1= detected, the all commmmication with that host 15 marked as relevant sz a mappme scheme smlar to that which was used m target
detection. When the user then responds to that host m any way, we mspect the contents of the response packet. In the current mplementation, we
detect pazzwords smaply by checkmg for smmple form subrmssion HTML that looks something hike "password=". After idenhfims where the
pazsword 1=, we then make an APT call to an onhne rambow table databaszs (we used wirn.decrypt-md5 .com) m order to decrpypt the password. In
the fiuture, our appheation could be extanded to support the decvption of more sophisticated password algorthme, such as SHA-2. Furthermora,
thiz attack could be especially effective 1if usad m conjunchon with hbpeap's promuscocus mode, which enables the smaffing of packets not just on
the local machme bt the entire local network.
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In order to test our mplemsantation, we developed a web applhcation. The appheation takes m 2 username and a password field and encnypts the
password chent-side usmg an MD3S hash aleorithm. The script then sands the password to a databasze so we can venfy it was sent. The

web-application sarved as a use-case for our MD3 decryphion appheation.

2.2.4 Multithreading
We utilized QT = bunlt m mulh-threadme Iibrary to make our user mterface fast and responsmve. When a uszer requests the usa of the packet smffine
snsme for software authentication cracking or password smiffms, the apphcation mmalizes a new thread and delegates the responsibality of saffins

the packets to it. By decouplng this processing from the appheation's mam thread, which 1= responzible for handbing user events and makone the
mterface responsrve, we maxmuzad both the appheation’s performance and vsallrty.

3. Using OpenPacketPro

Download the source code

Omnce the source code 15 postad, it wall be available online for download at our project page withm Professor Kajy Jam's webette.

Open the folder in vour terminal

In order to open the appbeation, vou must nanagate to the folder via the termanal. This can be done by drazgmg the folder mto the terrmmal if vou
are m Mac QS If vou are using some form of hmx then vou probably know how to navigate to the appheation’s folder. But I wall show vou
anvhow. ..

Open vour terminal window of choice

o il N Terminal = bash — 102=x21

Last Llogun: Mon Mow 21 17:36:54 on console
Fouw have mew mail.
Jasons-Maclook-Pro:— jasend

Go to the application executahle



