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ABSTRACT

Almost thirty years ago a vulnerability assessment of
Multics idenitfied significant vulnerabilifies, despite the
Sfact that Multics was more secure than other contempo-
rary (and current) computer systems. Considerably more
important than any of the individual design and imple-
meniation flaws was the demonstration of subversion of
the protection mechanism using malicious software (e.g.,
trap doors and Trojan horses). A seriex of enhancements
were suggested that enabled Multics 1o serve in a rela-
fively benign environment. These included addition of
“Mandaiory Access Conirols”™ and these enhancemenis
were greatly enabled by the fact the Multics was designed
[from the stari for security. However, the bottom-line con-

clusion was that “restructuring is essential” around a
verifiable “security kernel” before using Multics (or any
other system) in an open environment (as in loday’s
Internet) with the existence of well-motivated professional
attackers employing subversion.  The lessons learned
from the vulnerability assessmeni are highly applicable

today as governments and industry sirive (unsuccessfully)
to “secure” loday’s weaker operating systems through

add-ons, “hardening”, and intrusion delection schemes.

1 INTRODUCTION

In 1974, the US Air Force published [24] the results of
a vulnerability analysis of what was then the most secure
operating system available in the industry. That analysis
of Multics examined not only the nature and significance
of the vulnerabilities identified but also the technology
and implementation prospects for effective solutions. The
results are stll interesting today, because many of the
concepts of UNIX and other modern operating systems
came directly from Multics.

This paper revisits those results and relates them to the
widespread security problems that the computer industry
i1s suffering today. The unpleasant conclusion i1s that al-
though few, if any, fundamentally new vulnerabilities are
evident today, today’s products generally do not even
include many of the Multics secunity technmigues, let alone
the enhancement identified as “essential.”
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2 Multics Security Compared to Now

Multics offered considerably stronger securnty than
most systems commercially available today. What factors
coniributed to this?

2.1 Security as a Primary Original Goal

Multics had a primary goal of secunty from the very
beginning of its design [16, 18]. Multics was onginally
conceived in 1965 as a computer utility — a large server
system on which many different users might process data.
This requirement was based on experience from develop-
ing and running the CTSS time shanng system at MIT.
The users might well have conflicing interests and there-
fore a need to be protected from each other — a need quite
like that faced today by a typical Apphication Service Pro-
vider (ASP) or Storage Service Provider (55P). With the
growth of individual workstations and personal com-
puters, developers concluded (incorrectly) that secunty
was nol as important on minicomputers or single-user
computers. As the Intemet grew, it became clear that
even single-user computers needed security, but those
intervening ill-founded decisions continue to haunt us
today. Today, the computer utility concept has returned
[13], but today’s operating systems are not even up to the
level of secunty that Multics offered in the early 1970s,
let alone the level needed for a modern computer utility.
There has been work on secunty for Computational Gnds
[12, 21], but this work has focused almost entirely on au-
thentication and secure communication and not on the
security of the host systems that provide the utility.

2.2 Security as Standard Product Feature

One of the results of the US Air Force’s work on Mul-
lics security was a set of security enhancements [44] that
ultimately became the primary worked example when
defining the standard for Class B2 security in the Trusted
Computer System Evaluation Critenia (TCSEC) [ 2], better
known as the Orange Book. In the years that followed,
other similar enhancements [9, 11] were done for other
operating systems, generally targeted for the much weaker
Class Bl level, but none of these security enhanced oper-
ating systems integrated as well with applications as the
Multics enhancements had. This was because unlike
ALL of the other security enhanced systems, the Multics



security enhancemenis were made part of the standard
product, shipped to ALL users, rather than only to those
users who specifically requested them. A significant rea-
son why security enhancements to other operating sys-
tems were not integrated into the mainstream products
was that, unlike Multics, neither the operating systems nor
the applications generally were well structured for secu-
rity, making security additions awkward.

While this difference might not seem significant ini-
tially, and indeed might even seem detnimental to the
manufacturer’s revenue siream (since security enhance-
ments could command high prices), the reality was very
different. Because the Multics secunty enhancements,
including mandatory access controls, were shipped to
ALL customers, this meant that the designers of applica-
tions had to make sure that their applications worked
properly with those controls. By contrast, many applica-
tion developers for other systems with optional secunty
enhancements don’t even know that the security en-
hancement options exist, let alone develop applications
that work with them.

2.3 No Buffer Overflows

One of the most common types of secunity penetrations
today is the buffer overflow [6]. However, when you
look at the published history of Multics securnity problems
[20, 25-30], you hnd essentially no buffer overflows.
Multics generally did not suffer from buffer overflows,

both because of the choice of implementation language
and because of the use of several hardware features.
These hardware and software features did not make buffer
overflows impossible, but they did make such errors much
less likely.

2.3.1  Programming in PL/l for Better Securty

Multics was one of the hirst operating systems to be
implemented in a higher level I:smguﬂgu.:.1 While the Mul-
tics developers considered the use of several languages,
including BCPL (an ancestor of C) and AED (Algol Ex-
tended for Design), they ultimately settled on PL/T [15].

Although PL/1 had some influence on the development
of C, the differences in the handling of varying length
data structures between the two languages can be seen as
a major cause of buffer overflows. In C, the length of all

character strings 1s varying and can only be determined by
searching for a null byte. By contrast, PL/l1 character

stnngs may be either fixed length or varying length, but a
maximum length must always be specified, either at com-
pile time or in an argument descriptor or in another van-
able using the REFER option. When PL/I sinings are used
or copied, the maximum length specifications are honored
by the compiled code, resulting in automatic string trunca-
tion or padding, even when full sinng length checking is
not enabled. The net result 1s that a PL/l programmer

| Burroughs’ use of ALGOL for the BS000 operating system was well
known to the onginal Mulbcs designers.

would have to work very hard to program a buffer over-
flow error, while a C programmer has to work very hard
Lo avold programming a buffer overflow error.

Multics added one additional feature in is Tuntime
support that could detect mismatches between calling and
called argument descriptors of separately compiled pro-
grams and raise an ermor.

PL/ also provides nicher features for arrays and struc-
tures. While these differences are not as immediately
visible as the character string differences, an algonthm
coded in PL/1 will have less need for pointers and pointer
arithmetic than the same algonthm coded in C. Again,
the compiler will do automatic truncation or padding,
even when full array bounds checking 1s not enabled.

While neither PLY/l nor C are strongly typed languages
and secunty errors are possible in both languages, PLJI
programs tend to suffer significantly fewer secunty prob-
lems than the corresponding C programs.

2.3.2 Hardware Features for Better Security

Multics also avoided many of the current buffer over-
flow problems through the use of three hardware features.
First and most important, Multics used the hardware exe-
cute permission bits to ensure that data could not be di-
rectly executed. Since most buffer overflow attacks in-
volve branching to data, denying execule permission Lo
data 15 a very effective countermeasure. Unfortunately,
many conlemporary operating systems have not used the
execute permission features of the x86 segmentation ar-
chitecture until quite recently [17].

Second, Multics virtual addresses are segmented, and
the layout of the ITS pointers is such that an overflow off
the end of a segment does not carry into the segment
number portion. The net result is that addressing off the
end of a segment will always result in a faunlt, rather than
referencing into some other segment. By contrast, other
machines that have only paging (such as the VAX,
SPARC, or MIPS processors) or that allow carmes from
the page offset into the segment number (such as the IBM
System/370) do not protect as well against overflows.
With only paging, a system has to use no-access guard
pages that can catch some, but not all references off the
end of the data structure. In the case of the x86 proces-
sors, although the necessary segmentation features are
present, they are almost never used, except for operating
systems specifically designed for secunty, such as GEM-
5085 [32].

Third, stacks on the Multics processors grew in the
positive direction, rather than the negative direction.
This meant that if you actually accomplished a buffer
overflow, you would be overwriting unused stack frames,

rather than your own return pointer. making exploitation
much more difficult.

2.4 Minimizing Complexity

Multics achieved much of its securnity by structuring of
the system and by minimizing complexity. It is interest-



ing to compare the size and complexity of Multics of that
time with current systems, such as the NSA’s Secunty
Enhanced Linux (SELinux). As documented in [41], the
ring { supervisor of Multics of 1973 occupied about 628K
bytes of executable code and read only data. This was
considered to be a very large system. By comparnison, the
size of the SELinux module with the example policy [37]
code and read only data has been estimated [22] to be
I767K byles. This means that just the example secunty
policy of SELinux is more than 2.5 times bigger than the
entire 1973 Multics kernel and that doesn™t count the size
of the Linux kemel itself. These numbers are quite inex-
act, but they raise a warning. Given that complexity is the
biggest single enemy of security, it i1s important that the
SELinux designers examine whether or not there is a
complexity problem to be addressed.

3 Malicious Software

One of the major themes of the Multics Secunty
Evaluation was to demonstrate the feasibility of malicious
software attacks. Sadly, we were all too successful, and
the predictions of the report have been very prophetic.

At that ime, we hypothesized that professional pene-

trators would find that distnbution of malicious software
would prove to be the attack of choice. In the 19705 with

the Cold War raging, our assumption was that the most
immediate professional penetrators would be foreign es-
pionage agents and that the defense establishment would
be the target of choice, but we expected commercial pene-
trators to follow. Of course, malicious software (viruses,
worms, Trojan horses, etc.) 1s very common on the Inter-
net today, targeting commercial and university interests as
well as the defense establishment. For example, The New
York Times has reported [36] on surreptitious add-ons to
certain peer-to-peer file sharing wtilities that can also di-
vert the revenue stream of commissions paid to affiliates
of electronic commerce web sites. While the legal status
of such add-ons 15 unclear, the reaction of affiliates who
have had their commissions diverted has been very nega-
tive. Anderson [8] shows some additional modern exam-
ples.

3.1 Installing Trap Doors

To demonstrate our hypothesis, we not only looked for
exploitable flaws in Multics securnity, but we also al-
tempied to plant trap doors into Multics to see if they
could be found during quality assurance and whether they
would be distnbuted to customer sites.  Section 3.4.5.2 of
the report described a trap door that was installed in the
645 processor, but was not distributed, as the 645 was
being phased out. This trap door did demonstrate a prop-
erty expected of real-world trap doors — its activalion was
trnggered by a password or key that insured the vulnerabil-
ity was not invoked by accident or discovered by quality
assurance or other testing.

Section 3.4.6 gave a bnef hint of a trap door that was
installed into the 6180 development system at MIT in the
routine hcs_Sset_nng brackets_. We venfied that the

trap door was distributed by Honeywell to the 6180 proc-
essor that was installed at the Air Force Data Services

Center (AFDSC) in the basement of the Pentagon in an
area that is now part of the Metro station. Despite the hint
in section 3.4.6, the trap door was not discovered until
roughly a year after the report was published. There was
an intensive securnty audit going on at the General Motors
Multics site, and the trap door, which was neutered to
actually be benign, (it needed a one instruction change to

be actively malicious) gave an anomalous error retumn.
The finding of the trap door 15 described on the Multics

web site [45], although the installation of the trap door is
incormrectly attnbuted to The MITRE Corporation.

3.2 Malicious Software Predictions

In addition to demonstrating the feasibility of installing
a trap door into commercial software and having the
manufacturer then distribute it to every customer in the
world, the report also hypothesized a vanety of other ma-
licious software attacks that have unfortunately all come
true. Section 3.4.5.1 proposed a vaniety of possible attack
points.

3.2.1 Malicious Developers

We suggested that malicious developers might create
malicious software. Since that time, we have seen many
products with either surreptitious backdoors that allow the
developer to gain access to customer machines or with so-
called Easter eggs that are simply concealed pieces of
code that do humorous things when activated. As ex-
pected of malicious trapdoors, activation of most Easter
eggs 15 tnggered by a unique key or password that is not
likely to be encountered in even extensive quality assur-
ance testing. In most cases, the Easter eggs have NOT
been authorized by the development managers, and are
good examples of how developers can insert unauthonzed
code. The pnmary difference between an Easter egg and
a piece of malicious software is the developer' s intent.
Fortunately for most instances, the developers are not
malicious.

3.2.2 Trap Doors During Distribution

The report predicted trap doors inserted into the distn-
bution chain for sofiware. Today, we frequently see bo-
gus e-mail or downloads claiming to contain important
updates to widely used software that in fact contain Tro-
jan horses. One very recent incident of this kind is re-

ported in [19].

3.2.3 Boot-Sector Viruses

The report predicted trap doors dunng installation and
booting. Today, we have boot sector viruses that are
quite common in the wild.



