15-441 Project 1 : SMTP client

Dates of Interest

Assigned : Tuesday, Jan 23rd, 2007
Due : Fniday, Feb 8th, 2006, 11:55pm

Interesting RFCs
RFC 821: 5imple Mail Transfer Protocol (SMTP)
BFC 822: 5tandard For the Format of ARPA Internet Text Messages
RFC 976: Mail Routing and the Domain System
You can find any RFC here:

hitp:/‘wwnw fags.org/rfcs/

Eboard

Andrew: academic.cs.15-441

Introduction

The purpose of this project 1s to give you expenience in developing a network applications,
specifically a Simple Mail Transfer Protocol (SMIFP) client. It also serves as an infroduction to
Requests for Comment (RF(Cs), the mechanism for proposing and publishing new Internet
standards.

SMTP 1s the most widely used mail fransmission protocol on the Internet. As 1ts name sugpests,
1t 15 reasonable straight-forvard. None-the-less, there is subtlety invelved in transferring mail.
5o, although it should be reasonably quick to implement a client that can send mail in the
simplest cases, addifional time will be spent on some of the subtlety.

Logistics

You are to work In groups of two (2) on this project. You are free to discuss the project and
references with your classmates, but your solufion must be your own, or that of you and a single

partner.

You must code your server 1n C (not C++). While other languages may provide features to make
nefiwork programming easler, most kernel-level netivorking code 1s wnitten in C and future
assignments will require implementing such code in a simulated environment.

You may develop & test your code on any operating system you wish, however, we will grade
your code on Andrew Linux machines, so please make sure your code compiles and runs as
expected on them_



Your Assignment

We'd like you to write, In C, twwo different SMTP clients: smipverify and smipsend.
smipverify

smptverify is the more straight-forward of the two. It should accept a single arpument and an
option server flag, for tesiing. This arpument should use SMTP's EXPN (RFC 821) to venify the
correctness of the mailbox or mailing list provided. In the case of a mailbox, 1t should print, cne
per line, each fully-specified mailbox 1n the list It should treat the case of a mailbox as a mailing
list containing only one mailbox: In other words, it should print the fully-qualified mailbox on its
own hine. If the mailbox or mailing list 15 unknown, “Unknown user™ should be printed.
smptverify should return 0 if, and only if, it successfully quenes the server and gets a response,
regardless of the response, and non-0 othenvise.

smtpvenfy [-server=blah bizh.bla] emailoddress@h ostspec

smipsend
smipsend which, as its name suggests, 15 used to send mail via an SMTP server, is a bit more
sophisticated than smitpverify. It 1s invoked as below:

smitpsend [-server=blak.bighk.bla] some.domain local-part-1 [local-part-2...] < messagefile

= some.domain 15 the domam part of an e-mail address, e.g., andrew.cmuedu,

= one or more local-part parameters indicate users inside that domain (e.g., “"ghesden”

=  messagefile 15 an e-matl message formatted according to REC 822,

= The —server flag can be used to force the chent to talk to a specfic SMTP server for teshing. Since
courseweb relavs for andrew, thas mught be helpful to send yourself mail without having to talk to
an andrew Server.

If the program can successfully submit the mail for all recipients, it should exit with status zero;
if not, 1t should exit with a non-zero status and print on standard error one line indicating

the first recipient for which there was a problem and one line indicating the nature of the
problem. If a "-v" (verbose) flag 1s provided before the domain parameter, the program should
print each SMTP command {one line) and the comresponding response from the SMTP server
(which may not be exactly one line, see RFC 821).

For full credit you should handle the case where the mail domain does not designate a machine
running an SMTP server, as explained in RFC 874, For example, while there is a machine called
“andrew.cou.edu”, it 1s not runnming an SMTP server and e-mail for the “andrew.cmu_edu”
domain mmst be submitted to other machines. You do not need to do WEKS quernies as described
in the "Interpreting the List of MXX RRs" section of RFC 974; you may assume that every
designated mail exchanger does support the SMTP protocol.

We expect you to use the socket API as discussed 1n class. A complete solution will probably
need to use the DINS resolver library as documented in the resolven(3) manual page.

The BFC leaves several details up to the implementation. You should justify the sigmficant
choices you make in your README file.



Testing

The SMTP server on courseweb_sp_ cs.cmu_edu has been configured to relay for the
andrew.cmu_edu domain, but not any other. It has some user mailboxes that can receive mail, and
some mailing lists that you can expand. We'll provide more details in a couple of days or so,
once you' ve had some time to digest the RFCs.

Please do not test using any other SMTP server which 1s not your own or any matlboxes which
are not yours.

Time Line

We strongly recommend you start early. To help "guide” you through this lab, we have provided you
some key milestones!

M T W R F o 3

23 |24 | 25 | 26 | 27 | 28

20 30 3 1 2 3 -
2 B 7 g 9 10

Jan 23rd - Assignment 1s released. Start reading, and planning cut your server

Jan 24ih - Discussion of the project in recitation, please complete what 1s listed under 1723 by
then.

Jan 25th — smtpverify should be functioning

Feb 2nd — smipsend should be functioning, except for the DNS stuff

Feb Gth - Your server should be complete. This allows you two days to relax, test, document,
clean-up, and make it a project “That you're proud of”

Feb &th 11:39pm - Your code should be handed in.

Evaluation

This section, at present, 15 purely tentative. We'll let you know promptly if anything firms up
differently.

0 Core networking - 30 points
This grade 1s intended to reflect your ability to write the "core” netivorking code that deals wath
creating sockets, and reading/writing from them. We will look mostly at smipverify for this

credit. Credit can be received here even if the smipverify doesn’t produce useful results, as long
as it produces results on the client that onginated on the server.

smipverify functionality: 15 points
In this section, we will check how well you read, interpreted, and implemented the SMTP

protocol as necessary for EXPN, as well as the functionality of smipsend. As a result, good code
documentation will help ensure you get full credit for this section.



