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Password Problems

» Need to store the passwords

— Dangerous to rely on database being
s Lecturs 31, Recap Now

» Need to transmit password from user
to host

— Dangerous to rely on Internet being
confidential
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Hashed Passwords

UserlD Password
alyssa F{"fido™)
ben F{"schemer”)
dave AMLxLyx™)
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Dictionary Attacks

» Try a list of common passwords
—All 1-4 letter words
— List of common {dog) names
—Wiords from dictionary
— Phone numbers, license plates
— All of the abowve in reverse
» Simple dictionary attacks retrieve most
usar-sslected passwords
» Precompute Hix) for all dictionary entries
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(at least) B6%% of users are
dumb and dumber

Single ASCII character 0.5%
Two characters 2%
Three characters 14%
Four alphabetic letters 14%
Five same-case letters 21%
S lowercasze letters 18%
Words in dictionaries or names 15%
Other (possibly good passwords) 149%,

(Marr= Thompson 79)
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Salt of the Earth

Saft: 12 random bits
UserID | Salt Password
alysza 1125 |orypt [MLx.Ly.x”, 1125)
ben 2437 |erypt ["schemer”, 2437)
dave 932 |erypt (MLx.Lyx", 932)

Howr much harder is the off-line dictionary attack?

In HooRides rel vem um= the us=r name as e alt
Is this beff=r or veors=>
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Ciphertext
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U= C = Enarypt, (P) Server
P = Dearypt, (C)
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PS4: Lorenz Cipher
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Modern Symmetric Ciphers

A bilion bilion is 2 large number, but it's mot
that lange & numbar, Whitfield Diffie
= Same idea but:
—Use digital logic instead of mechanical
rotors
—Larger keys {random bits, not rotor
alignments)

» P54 = 57 Lorenz « 5 o 10F
=« Modern = 128 biss » 10+

—Encrypt blocks of letters at a time
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Modern Ciphers

. %E%I{Hijndaeﬂ successor to DES selected

= 12B-bit keys, encrypt 128-bit blocks

s Brute force attack {arownd 10°° times harder
than Lorenz)
= Try 1 Trillian keys per s=cond
— Would take 10790 2E30/70B0G000000 years to try

=l kmye

— If that’s not mnough, n use 2550t Key

» No known techniques that do better than
brute force search
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Key Agreement Demo

[Animaed verslon =t
and of ic=s)
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Asymmetric Cryptosystems

» Need a hard problem (like symmetric
aryptosystems)

» 'With a trap door: if vou know a seaet, the
hard problem becomes sasy
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One-Way Functions

» Easy to compute, hard to invert
» Trap-door one way function:
DE(M)y=M
E and I} are easy to compute,

—Revealing E doesn't reveal an easy way to
compute [,

—Hence, anyone who knows K can encrypt, but
only someone who knows [) can decrypt
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RSA [Rivest, Shamir, Adelman 78]
One-way function:
multiplication is easy, factoring is hard
Trap-door: nmber theory (Euler and Fermat)
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Security of RSA
= n is public, but not » and g where n = pg

» How much work is factoring n?
H;E;:;nl?dﬂ Sieve (Tastest known factoring
G{E‘ F223({In (n))13 (In (In {n}}}m]

n ~200 digits —  The movie Sneakers is about
would take what happens if someone
quintillions of discovers a (Mir*) factoring
Vears algorithm.
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