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Abstract

In thix paper we present a comcurrency control algo-

rithm that allows co-existence of soft real-time, relational
database transactions, and hard real-time database pointer
tranzactions in real-time dalabase managemen! sysiems.
The algorithm usex traditional pessimistic concurrency-
conired (Le. locking) for soft transactions and versioning
Jor hard transactions lo allow them lo execule regardiess
of any dafabase lock. We provide formal proof that the al-
parithm is deadlock free and formally verify that transac-
tions have atomic semantics. We also present an evaluation
thar demonsirates significamt berefits for both soft and hard
tranzactions when our algorithm is used. The propozed al-
parithm is suited for resowrce-constrained safely critical,
real-lime systems that have a mix of hard real-time control
applications and soft real-time management, maintenance,
or user-interface applications.

1. Introduction

Ini this paper we present a method thatl allow co-existenoe
of sofl real-time database transactions (denoted soff frans-
actions) and hard real-time database ransactions (denoled
hard transactions) in 2 Real-Time Dalabase Managemenl
Sysiem (KTDBMS). To support both types of lransac-
tions while eliminating ransaction aboriions caused by hard
transactions and avoiding long delays [or hard transaclions,
w propose the use of a versioming algorithm thal uscs ra-
ditional pessimisiic concumrency conlrod | 1] for sofl, rela-
tonal (e.g.. SOL. [3]), transactions bul allow hard, dalabase
pointer 8], rransactions o execule regardless of any locks
held by sofl lransaclions.

Our concurrency control alporithm, called 2-Version
DataBase Poinler concurmency control (2V-DBP), is soited
for mesource-constrained safely-critical, rcal-ime systcms
thal have 4 mix of hard real-time control applications and
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s00l real-time managemoenl, mainlenance, or user-inlerface
applications.

We have previously studicd dala management in real-
time control sysiems in an indusirial case study of a vehicle
conlrol sysiem developed al Yolvo Construction Equipmenit
Components AB, Sweden |9, In this sludy 2 number of
data managemenl regquirements were prescnled and il was
concluded thal both the syslem archileclure, and the de-
velopment and mainlenance cfforts could be improved by
adopling a more streclured approach o data management,
c.2.. by intreducing an KTIDXEME. Furthermore, il was clab-
orabsd on how o design and inlegrale an ETIXBMS inlo the
system. The ETINBMS can be wsed o ensure bodh logi-
cal and emporal consistency of applicalion data within a
real-time system [11). Furthermore, ETIDXEMSs allow, so
called, ad hoc gueries thal could be used by a service wech-
nician o diagnose a running system. 1L was concluded in the
case study thal the ETIXEMS musl have capabilitics o han-
dle both hard and sofl database transactions, and that hard
dalabase lransaclions were isseed by safely cnitical IACY and
conlrol-lasks running al high reguencics.

In |8] we proposed the concepl of databaze pointers,
as clicient means of accessing individuoal dala elemenis
within a ETDBMS. Dalsbase pointers have the efliciency
of a shared varable combined with the advantages of us-
ing a RTDEMS. They allow a last and prediclable way of
accessing dala in a database withoul the need of consulting
the ETIDEMS indexing system. Furthermore, they provide
an inlerface thal uses a poinler-like synlax. This inlerface
is suitable for control-sysiem applicalions using numerous
small tasks running al high frequencies. Dalabase poinlers
can be used logether with more [lexible relalional dalabase
guerics wilhoul risking a violalion of the dalabase inlegrily.

This paper presenits a concurmency controd algorithm suil-
able [or hard real-time conlrod systems, eg., vehicle con-
trodl syslems.  The alporithm, which combines the con-
cepl ol database poinlers and relational fransaction manage-
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ment, salisfics the need for prediclable and tme-cllicient
hard real-ime control-applications, while allowing rela-
tional s0ll managemenl lransaclions access o Lhe dalabase
wilhoul being starved by the hard transactions. The algo-
rithm uses a versioning Wechnique for the hard ransactions
and two-phase locking kigh priority (2P1.-HP) |1] [or the
sl transaclions. In order o suppor these (wo concurmency
conlrel melthods we introduce a simplificd fom of version-
ing, i.c., we mainlain muliiple (in our case lwo) versions
of selecled dala elements.  Our algorithm overcomes Uhe
widely recognized problem Lthal transactions with low pri-
orily and long execulion Ames are penalised due w the like-
lincss of dala conflicts |4).

The contributions of this paper include a novel concur-
rency conlmd algorithm, called 2V-DBP thal: (i) provides
cllicient, and time-delerministic, execulion of hard lransac-
tions, regardless of any database locks held by olher rans-
actions; (i) bounds the maximum memory overhead caused
by adding versions of data clements; (iii) allows sofl trans-
aclions Lo be execuled even though the database 15 read and
updated by hard ransactions.

We also presenl an evaluation of 2%-DBP; showing sig-
nilicant benelils for bolh hard and sofl ransactions.

The costs of wsing 2¥-DBP arc added (although pre-
dictable) memory overhead, since all data used by the hard
transactions is stored in two versions, and a relaxation of
the senaliation crileria for soll managemenl ransaclions.

In section 2, our sysiem model and transaction models
are prescnted. The paper then recapitulates the dalabase
poinler concepl in scclion 3. The proposed concurrency
algonithm is then prescnled. venfied, and evalualed in sec-
tion 4. We conclude the paper in seclion 5.

L. System model

Thixs paper focuses on real-bme applications used o con-
trol a process, ¢.g. . crilical control-functions in a vehicle
such as engine or brake control. The basic Now of cxecu-
tion in such a system is |[9): (1) periodic scanning of scnsors,
(i) execution of control algorithms, such as PIID-repulalors,
and (i) propagation of the resull W the aclualors. Typically,
the application is structured into multiple sks executed by
a precmplive real-time operating system. The lasks use the
ETIDEMS o access and manipulale shared dala. Hence,
the ETDEMS needs some [form of concurrency conlrol Lo
mainlain consislency given mulliple concurmenl accesses.
In traditional relational databases, data manipulation is per-
formed u=ing querics fommulaled in a special purpose lan-
puapge such as SON.. Such quenies can cither be created dy-
namically {during run-lime). so called ad-hoc queries, or be
created before run-time and stored in a precompiled formal
The latter is the common case in real-ime systems, since
precompiling a query saves both ime and memory during
run-lime.

Proceedings of the 121h 16lh Eurcricre Conberence on Real Time Systems [ECRTS'04)
1068-3070/04 520,00 & 2004 IEEE

&
t::"' ]
- ‘§ ¥ g
S5 & 5 f =~
Task type &I & s T
Control 1asks x | H Ll X
1A Lasks x | H| RW | x
| Managemenllasks | | x | L. | RWU | (x) | (x)
Legend:

X - the property is true [or the Lask Lype

(x} - the properly is true [or some lasks of the lask Lype

H. - indicaies high, or kv [requency

RWU - indicates read oaly, write only, or update iransaction bype

Table 1. Transaction properties for the sys-
tem’s task types.

2.1. Application and task model

We classily the lasks in the sysiem into threc cale-
pories, namely, WO-lasks, controd-Llasks. and management-
lasks |9]. The 1M0-lasks are typically execuled periodically,
often al high (requencies. There are two Lypes of LO-
Lask=; (i) lasks thal read a sensor, and wmike the value o the
database using a wrile only ransaction , and (i) tasks that
read a value from the database, using a read only lransac-
tion, and then wrile il W an acloalor. Table | summanzes the
propertics of the three types of asks, O-lasks wouch very
few, in most cases only one, data element in the databasc,
and their ransactions are always precompiled.

Conlrol lasks lake a s¢l of dala values and denive new
aclualor valucs, thus performing updale transactions on the
database. i.c., performing a number of read operations [ol-
lowed by 8 number of wrile operations.  For mosl conlrol
Lasks in a real-time conlral system, reading the freshest dala
values available is sullicient (and preferable). Mole thal this
desire o read fresh data is nol always sdbhered w by ET-
DBMSs, since they [ocus on preserving ransaclion onder-
ing ralthcr than providing dala [reshness.

Management lasks are the only lasks mnning sofl trans-
aclions. An example of a management Lask might be a lask
presenting stalistical information aboul the curment state of
the vehicle o the user A managemenl ransaction might
also be construcked during run-time, [or example by a ser-
vice lechnician using a service ol connecled o the vehicke.

2.2, Transaction models

All lasks in the system thal interact with the ETDBMS do
thiz through database ransactions. A dalabase lransaction
consisks of a sed of database operations, ¢.g., read and wrile
operations. We denole transaciions residing in hard real-
lime lasks ag hard transacltions, while lransaclions residing
in =00l real-lime lasks are relemmed W as soll ransactions.

A lask can only exccule one ransacltion al a lime, bul any
number of ransaclions in sequence.
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1 TASK Odl1Tempicader (vold) |

z int s;

3 OHPointar +pLr;

4 blmd {eptr, "EELECTT tamperaturz FEOM aoglng
WHEEE subsnystem-o1l;");

5  whilefl) {

& s=razd sensor(] ;

T wrikelptr,.sh;

-] waltForNextMPeriod|] ;

Figure 1. An /O task that uses a database

pointer

The two dilferent ransactions Lypes are characleriaed as:
(i} Sofl ransactions ulilize a relational dalahase query in-
lerface, c.o., 501, lor dalabase access. These ransaclions
provide Mexible and dynamic access o dala in the database.
(i) Hard transactions utilize the database poinler interlface.
The dalabase poinler inlerface only allows one operalion on
one data ¢lement per transaction. This operation can either
e a read or a wrile operation. Hard transactions cannod be
aboricd and will always complele successully. All ransac-

tion have alomic semantics, i.c.. cilher they are (ully exe-
culed or nol excculed al all.

3. Database pointers

Belore addressing the concurmrency conbrod  algonithm,
wi will recapilulale the database pointer concepl presenled
in [#]). Noteworthy is Lhal in that work (and, hence, in this
seclion) dalabase poinlers use pessimisic CONCUITCICY CON-
trol {i.c. locks).

Figure | shows an example of a 1A lask thal periodi-
cally reads a sensor and propagales the scnsor value o the
database using a database poinler, in this case the oil em-
peralure in the engine relation. The lask consists of lwo
parts, an imitiglization parl (lincs 2—4) execuled when the
syslem is slarling up, and a periodic parl (hnes 5—8) scan-
ning the sensor. The inilialization of the dalabase pointer is
first donie by declaring the database pointer (line 3) and then
binding il o the dala clement conlaining the odl lemperalure
in the engine (line 4). When the initialization is compleled,
the task begins o pericdically read the value of the scnsor
(line &), then propagales the value o the KTIXEMS u=ing
the database pointer (line 7)., and linally awails the nexl in-
viscation of the task (line 8).

Database poinlers are implemented using the dala struc-
wres shown in figure 2. The binding of a dalabase poinber
i a database clement is performed in the fodlowing steps:

1. A new database pointer entry is crealed in the RT-
IYEMS.

2. The 501, guery is excculed. I is reguired thal the re-
sull of the guery 15 a single data clemenl 0L is the first
Lime the data clement is bound 0 a database poinler, a
new data peinter is crealed in the RTDBMS. The data
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Figure 2. The data structures for database
pointers.
poinler is initialized with the address of the dala ele-

menl the dala type of the clement, and a poinler o the
lock [or the data clemenl.

3. The dalabase poinler enlry is scl o poinl al the dala
poinler.

4. Finally, the poinier o the dalabase poinler enlry is re-
lurned as & DBPointer®.

In addiion w the bind(ptr,q) operation, the
database poinler inlerface consisls of the remove (ptr)
operation  which deallocates a dalabase pointer,  the
write(ptr, data), and the read(ptr) opcrations
which updales, respectively reads Lhe data clemeni.

4. The 2-version database pointer algorithm
(2V-DEP)

The 2V-IDBP algoniithm allows hard dalabasce iransac-
tions o exccule withoul being blocked by soll dalnbase
transacltions. Furthermore, sofl ransactions, using the rela-
tional parl of the ETIXEMS are allowed 1o execule wilhoul
being blocked or aborted by the hard dalabase lransaclions.
To achicve this behavior, two versions of all dala elemenits
pointcd oul by dalabase pointers must exisl in Lhe dalabase
in a similar way as in the wo-version prionly ceilling prodo-
col proposed by Koo, Kao, and Sho | 5).

The behavior, al a high level of abstraction, of 2V-DBEP
15 discussed in sections 4.1 o 4.4, while the underlying ver-
sioning algorithm thatl ensures the desired behavior is pre-
senled in seclions 4.5 o 4.6.

4.1. Soft transactions

The sofl ransaclions wlilize the relational part of the KT-
DBMS, and use an extended form of 2P-HP [1]. Soll
transacltions pass throwgh the [ollowing sieps throughoul
Lheir excoulions:

1. The Begin of Transaction step (BOT) in which Lthe
ransaclion becomes aclive.

2. The lock-obtaining step in which the transaction ob-
lains all locks necessary o complete.  In 2V-DRP,
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