Protecting User Files by Reducing Application Access

ABSTRACT

Traditional discretionary access control mechanisms do not differ-
cntiate between a user's running applications—hence they provide
n means of preventing one application from cxploiting another’s
data. Commocrcial mandatory access control mechanisms such as
SELinux and AppArmor aim to protect sysicm hles, bot do litike @o
prevent similar misuse of user data. This paper presenis the PinlP
access control overlay. PinlIP extends filesystem profoctions to cx-
plicitly identify the sct of applications that may access cach user's
sensitive files. This reflects users™ intuition about access: that files
should only be accessed by the applications that own them. This
approach reduces the often csoleric task of access controd policy
specihication to a significantly simpler declaration of the relation-
ship between scnsitive uscr files and applications. In so doing, we
reduce the significant gap between existing acocss control and least
privilege frequently exploited by malware such as vimses, worms,
and spywarc. We descnibe our model, architecture, and Linox im-
plementation, cvaluate run-time costs, and detail use-cases illus-
trating the power and utility of the augmented policy. Our perfor-
mance cxperiments show that all costs are nominal, with 3 max-
imum obscerved delay of 40 milliseconds occurming at application
startup and a few tens of microscconds at cach access check. In
thiz, we provide an cfficient and intuitive means of pushing access
controds prowided to users ever closer to the ideal of least privilege.

1. INTRODUCTION

Filcs arc the object of user risk. They can contain the scnsitive
artifacts of a user’s job, finances, and personal life. Files are modi-
hied by diverse applications implementing complex tasks and work-
Hiows. Further, the access control mechanisms of cumrent operating
systems make no distinction between the vast array of applications
that can miodify user files. As a result, user applications can cor-
rupd or lcak user files with impunity. This leads to an unfortunate
rcality: a wser’s files are only as profected as the least frustworthy
application aceomodates. This lack of least privilege 15 frequently
cxploited by every kind of malware: Trojans, viruses, spyware, and
worms can change user startup files and configurations, leak appli-
cation caches, cxport user databascs, and even modify files contain-
ing other user applications. Whether to steal information, violate
privacy, install bots, or for other nefanous reasons, they all exploit
the broad permissions given to applications on bohalf of nscrs.

Commercial operating systems now implement a form of manda-
tory access comtrol (MAC) that addresses a closely related problem:
how to prodect sysfem files in the presence of broad discretionary
filc systcm controls.  Systems such as SELinux |7] and AppAr-
mar [7] place tight controls on how processes can modify scnsi-
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tive system objects. However, such solutions arc not appropriate
for uscrs for at least two reasons. First, every user has a different
sct of applications and files related to their data. Hence, specify-
ing podicy for these artifacts using largely forcian concepis such as
groups, roles, and abtmbuoies s difficult and probably impractical.
acoomd, history has shown that users cannot and will not manage
complex policy correctly. For this reason, cven the simplest of cx-
isting system level policy specifications is beyvond the grasp of the
vast majority of uscrs.

We hypothesize that cven sophisticated users can only success-
fully create policy for their data when the specification process i15:
a) simiple, &) uses language and concepds that native to their under-
standing, and ) the implications of policy decisions arc simple and
obvious. This work promotes and access control extension that at-
tempts o mect these ambitions goals. In pursing thig, we reflected
on the nature of the user cxpericnos with commodity operating sys-
tem. In essence, users orcaie and manipulate cach file with a single
or serics of well-known applications. Users neces=arily must un-
derstand the nature of the relationship between sensitive files and
the applications that wse them. Importantly, wser knowdedee about
these associations is authoritative (the wser is ofticn the only in a
position make decisions scnsitive data) and complete.

This introspection led o the following deceptively simple PinUP
protection model: cach wser-specific policy specifics the set of ap-
plications that may access a user's scnsitive files (known as high-
vitliee files throughout). For example, a user may indicate financial
data {in a + _gdf file) be restricted to the (Quicken accounting ap-
plication. Of course, uscrs cannot be reasonably cxpected o spec-
ify policy for every scnsitive file. We extend the model io embrace
PinlUP policics that anc automatically applicd to files as they arc
created by applications. For example, it may be highly desirable to
restrict the files ©x 1= files created by Exccel to only that applica-
tion. These application-specitic policies are larpely uniform across
users and envircnments, and thos can be provided to the system dur-
ing application installation. Such a system mects our goals abowe:
the policy is simple, reflects users™ conceptual model of the system,
and whose enforcement is ohservable and intuitive, i.e., respects the
principad of least astonishment | .

Moic that PinUP is not intended replace existing protoction Sys-
tem=, but t0 augment them—any cxisting access controls will be
enforced ir addition to the user-specihied PinUP policy. Archibec-
turally, we overlay MAC controls with a sccondary acoess con-
trod maowdule that limits which applications can access which oser
files. Like stacking a second module in the Linux Security Mod-
ules framework |7)]. our access controd module “overlays™ MAC
gysicm access by consulting the additional user hile controds only if
the underlying file system protoctions permit the operation.

This paper introduces the PinlJP' access controd overlay sysicm.
We bepin by considering the limitations of current system probec-
tions and more fully present the PinUUP model. Pinl/P administra-
tive operations and tools are detailed and our implementation is de-
scribed and evalpated empincally. A performance analysis shows
that application load times incurred in the worst case a 40 millisce-
ond delay and all access check costs were nominal. We conclude by

"Our model concepiually “pins™ hles to specific applications,
hence the name Pinl/P.



illustrating a number of maotivating use cases and discuss the com-
plexitics and administrative overheads of implementing PinlUJP.

The remainder of this paper considers the philosophy, desion,
implementation of the PinUP system. This work, on some levels,
parallcls recent attempts at schicving system lewel least privilege.
We refocus these cfforts on the users themselves, beginning in the
following section by considering the motivation and requiremenis
such a model and system.

2. PROTECTION APPROACH

Traditional DAC systems anthorize file access by checking whether

the user identity associated with the requesting process has the mee-
cssary pormissions. Because every process man by a wser has the
same identity, all processes operate with the same permissions—
lcaving all user data vulnerable to any single malicious process. For
cxample, email clicnt attachments can be downloaded and cxecuted
with acccss to any user data, cnabling theft of financial informa-
tion {c.g., Ouicken files), the modification of important documents
(c.o.. corporate documents), and the modification of cxccutables
{cspocially if the wser muns with administrative privileges cnabled).

Emerging approaches. such as SELinux |?] and AppArmor |7,
enforces MAC policy over file access. Unlike traditional discre-
tionary systems, MAC sysiems associate permissions with process
labels, typically defined by the application being ron and naot the
usert. MAC is well snited to protect system files, but pencrally not
for protecting uscr files. For example, the SELinox reference policy
u=ses 4 label user_t to cxpress user access policy. Not only docs
this approach fail to restnict access based on application identity; it
docs not even isolate one user from another.

Odbserve that three types of files exist in cumrent systemas: 1) sys-
tem files: (2) high-value user files; and (3) other user files. We
belicye that different protection approaches are nocessary for cach.
The intcgrity and sccrecy of system files 1s of paramount irmpor-
tance, and s necessarily protected by MAC sysicms such as Ap-
pArmor or SELinux. Converscly, the huge body of non-scnsitive
u=cr files is of little or lesser value to the adversary, thus traditional
prodections scem adequate. 'What remains— 2) the wser’s high-valoc
files—calls for additional progections such as PinlJP.

We now illustrate PinlJP via the cxample in Figure 1. Assume
that the user jdoe creates a hle x . o using the the editor vi . The
identity of the user, creating application, and other atinibutes soch
as file extension are used to identify the PinUP policy to be applicd
to the file, cg., jdoe, vi, and .c. The policy cxplicitly statcs
which applications will be allvwed to subsequently access that filc.
Ini this casc, vi is given subscguent read and write access. <. c s
a spurce file, so the jdoe wanis o0 make it read-only accessible o
a compiler through a command line tool. Motc that such a policy
nced not be manopal-an alternate reasonable policy would dictate
that all . ¢ files created by wi would made available to the goc
compiler automatically. The compiler can then create a new object
filc = .o that it can writc and that can also be read by the linker.
Similar policy cnforcement will eccur as applications cascade over
data to consume and create protected files.

Al=s0 illustrated in Figure 1, PinlUUP prescnts a number of other
intcresting desian and implementation challenges.  For example,
how one sccurcly identihies applications and propagates their iden-
tity across updates is key to ensuring correct policy enforcement.
The issoe of attaching, tracking, and propagating PinllP polices

YOher forms of MAC, such as multilevel sccurity |7]. focus on
the secrecy of the objects rather than the users or applications, but

these approaches are too restrictive for the protection that we hawve
in mind.

associated with wser files is also daonting. Thas latter process is
closcly related to labe]l management in mandatory access control
sysicms. However, because of policy scmantics and form, PinUP
policy tracking requires differemt machinery.

The central challenge of PinllP is to develop a system that pro-
tects high-valuc user files” by limiting the applications that can ac-
cess those files. The PinlJP system consists of: (1) an authoriza-
tion mechanism that can enforce such access and (2) administrative
functions that cnable evolution of such rights. This system ensures
that when a user creates files from an anthorized binary, subscgucnt
accesses o this file will be limited to applications specificd by a
combination of system rules and authenticated wser assignmcents.
We begin this cxploration in the next scction.

3. SYSTEM DESIGN

The key design challenge is to enable cffective administration
of the access of auwthorzed applications to high-value user files.
Figure 1 presents different types of administrative operations that
must be supported to cnable application-level control of user files.
Each opcration prescnts a unigue sct of challenpes:

Creating a File: When a new file is created, we necd to determine
how it can be accessed. We define our representation of file access
nghts, and how such rights may be compuied at create time. (uar
model requires cxplicit specitication of applications; only applica-
tions in a file's access list may gain access o that file. Further, we
must not allow access by maliciously moditicd applications, so we
grant access to application binarics.

rranting Access: File creation may not determine the entire sct of
applications that will access a file over its lifetime, 5o the user may
necd o add new applications to the access list manoally. To en-
sure that a real user is behind a permisgion update, an apthenticated
channel between the user and the tool performing the permission
change must be established.

Lpgrading Applications: Applications will be upgraded over the
lifetime of the gystcm, =0 we muost also opdate access policy ac-
cordingly. Since we use binary valocs as application identificrs,
an application’s access would be denicd whenever its binary cxe-
cutable fike is changed. To maintain the system’s sccurity, we muost
distinguizh between a malicious binary modihication and one resalt-
img from a kegitimate uperade. Furthcrmore, performing this update
miust not require cxtensive operations such as traversing cyvery hile
in the file system.

File System Manipulation: Users occasionally rearrange and delete
files. File system wtilities, e.g., op, mv, rm, cannod be added to ap-
plication access lists. If these wtilitics are added, malicious applica-
tions can cxccutc them to circomyent file protcction. Therefore, we
must provide an authenticated channel between the user and such
opcrations.

3.1 Creating a File

A file’s lifctime begins with its crcation. Providing application-
level control of user hles requires the specification of an initial hie
access policy. In this section, we define the representation of acoess
policy and describe a means for computing this policy automati-
cally.

Specifying a file access policy reguires identifying spocitic ap-
plication binary instances. The enforcement mechanism muost dif-
ferentiate an authentic application from one moditied by a vims;

*From this point, we will use the terms user files or weer data to
mcan high-value user filkes/data unless it is ambiguous.
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Figure 1: A summary of the administrative tasks for managing application access to files.

cven the slightest variation in the application should deny access.
Thercfore, applications are identificd by the cryptooraphic digest of
their cxecutable file*. This ensures that only authentic applications
will Zain access.

Chur policy model associates a file with a user and a set of ap-
plication binary dentiticrs and their rights (c.g., read, write, and
cxocute) to the file In an access list. Such access lists are stored
in the file's inode as is typical in MAC systems (c.g., via the cxit3
cxtcnded attributes as used by SELinux). This ensurcs that the file
ohject accessed is the one authorized.

Determining the actual policy to assign to a new file is non-
trivial, but there are 4 nomber of hints that we can leverage. For
cxample, the state of file creation, including the creating applica-
tion, the type of file created, and the location of the new file, may
b used to determine the correct sct of applications and their righis
to the file. On file creation, such males are consulted and the desired
access policy 15 dermeed.

3.1.1  Access Awromation Rules

It is ncither desirable nor practical to cxpect that a user can deter-
minc all the applications and the rights that they can use o access
any high-value file. Some applications create transicnt but immpor-
tant filecs as a matter of course.  (ther applications crcatec many
thousands of potcntially important files as they mon. For example,
consider again the use of goc In Scection 2. goc creates object
hiles as it compiles files, which are then used (often immediately)
by a linker to creaic an cxccutable. A common “make™ may in-
directly compile tens or hondreds of object hles as the resolt of a
single uwser action.  For well-known applications with potentially
high value files, such environments mandate awtomated tools for
oranting access to these files.

We have created an initial facility to automate this process. The
system is configurcd with a sct of aocess aufomation rules that in-
dicate how files” access lisis should be antomatically dehined as
they are aencrated by an application. In the simplest instantiation,
the operating system monitors all file creation, and new applica-
tions are added to the PinlJP policy as directed in those rales. Be-
causc access list entrics are added without wser intervention, this
can greatly reduce the burden of managing transient files or prolific
applications.

An cxample of an access awtomation policy for owr imitial imple-
mentation is illustrated in Figure 2. The semantic of this policy is
as defined abowe: applications are configured to automatically grant

"‘E‘r'_lﬂ'ﬁngraphic digests are a commaon mcthod of binary code mea-
surcmcnt | 7).

access (add) to some an application when a particular class of files
is created. For example, the PEX application grants read and write
access o Ghostvicw to all postscript and PDF files it creates. Moic
that this policy illustrates one of potentially many automated policy
specification operations, ¢.g_, onc may want to revoke an applica-
tionis access to a file once it is closed. We consider these additional
policies bricfly in Section 5.3, but defer decper analysis of policy
automation to foture work.

3.2 Granting Access

Unforunately, a file’s sct of authorized applications cannot al-
ways be detcrmined at the file creation ime. Thercfore, the systcm
requires a mechanism that allows the user o add and remove ap-
plications from a file's access policy. The key requirement of this
mcchanism is that the system mnst cstablish an awthenticated chan-
nel with the wser to ensure the request was not made by a malicious
application.

In tradifional discretionary access controd systems (eg., LINEX
and Windows), users spocify the usemamcs and rights for file ac-
cess. Manually adding applications to application-level access lists
prescnts a similar cxpericnee.

Assioning binarics o file access lists 15 abstracied to application
identificrs and aroups of applications. To abstract the binary iden-
tity from cach hle for nser assignment, the uscr is presented the
application namc with the binary. The system must further justify
the integrity of the hinary file (c.go_, via a signature from the code
distributor at a particular daie).

If a wser frequently specifics multiple applications for sewveral
files, redundant operations can be redoced by creating predefined
sets of applications. These scis of applications are mapped o file
rypes, referenced by file type identifers, or £4 145 This allows the
user to simply specify an £t 1d and associaied rights. To case spec-
ification, cach ftid has a commesponding human readable name.
Allowing users to specify both applications and file types provides
a ficxible interface for users to influocnce hle acocss policy.

LUsers must detine file types before specifying them in acocss
lists". Additionally, the file type definitions must be storcd in a
location accessible for access control enforcement. File type def-
imitions arc storcd in the file system volumc metadata. This al-
livws portable file systems o sccurcly transfer between systems
{miven access lists suppont applications on multiple systems) and
user home directorics {created on scparate partitions ) to persist across
multiple operating system installations (however, application up-
erades must be resolved, sec below).

*The system can predefine a set of known and useful file types.



