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Abstract

Survivable routing protocols are afle to provide service
in the presence of aftacks and failures. The strongest attacks
fhat prodocols can experience are aitacks where adversaries
fawe full coniral of a rumber of authenficated nodes that be-
have arbitrarily to disrupt the network, also referred o ax
Byranfine attacks. This work examines the survivability of
add hoe wireless rowting prdocols i the presence of several
Byzamfine atfacks: black holes, flood rushing, wormboles
arud overlay network wormtholes. Traditional secure Foul-
ing profocols that assume authenticated nodes can always
be frusited, fail fo deferd against such atfecks. Owur pro-
focol, QDSER, & an on-demand wireless rowting protocol
able fo provide correct service in the preserce of failures
aruf Byrantine affacks. We demonsirate through simulation
ity effectiiveness in mifigating such affacks. Our analysis
af the impact of these affacks versus the adversary's effort
gives insighis info their relafive strengihs, their inferaction
arud Hheir imporfance when designing wireless roufing pro-
focols.

1 Introduction

The wade-spread adoption of portable computing devices
coimbined with the recent advances in wirckess tochnology
has lead to increases in productivity in the corporate and in-
dustrial sectors. While these recent advances have cnhanced
cxisting busincss processcs, they have also introduced new
security vulnerabilitics.

Traditionally, nctworks have strongly relicd on physical
sccurity. The concept of a network firewall is an cxample
of this approach. A firewall is intended to provide an access
contrel division between the insccure public network (the
Intermet) and the scemingly sccure private internal corpss-
rate nebwork. However, in the context of wircless networks,
the assumption about the physical sccurity of the network
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infrastructure is unrcalistic. The wircless sharcd mediom is
cxposed to outsiders and susceptible to a wide range of at-
tacks such as: jamming of the physical layer, disruption of
the medium aceess control layer, attacks against the rout-

ing protocols, targcted attacks on the transport protocols, or
cven attacks intcnded to disrapt specihic applications.

In addition to the volnerabilitics of the wircless commu-
nication to outside attacks, the ulira portability of modem
devices provides an increascd susceptibility to theft  In
2003, 59% of companics surveyed in the CSFBI Com-
putcr Crime and Securty Survey | 1] reported that laptops
had been stolen. The likelihood of devices being captured
is cven higher for military devices operating in a battbeficld
cnvironment. Once captured, these deviees can be used o
atiack the notwork from inside. Thercfore, there is a necd
for protocols able to operate cormectly not only in the pres-
cnce of fallures and owtside attacks but also when pant of
the network is under the control of the adversary. Attacks
denoted by arbitrary (malicious) behavior are also known as
Byzantine | 2] attacks and protocols able to provide service
in the presence of attacks and failures are often referred o
as survivable protocols.

Many secure routing protocols focus only on providing
authentication and intcgrity of messages.  Authentication
and data integrity mechanismes, although needed in order to
prevent injection, modification and impersonation attacks,
do not provide protection against Byzantine attacks since
they canndt foree a node to behave as specihied by the pro-
toxcol. Below, we outline several Byzantine attacks that are
considered in this work. We helicve they are representative

of the types of attacks that are likely to be mounted against
ad hoc wircless routing protocols, and they cover a wide

range of adwversarial strengths. Individual techniques were
proposcd [3, 4, 5, 6, 7] to mitigate cach of these attacks, bat
ODSBR [#] is the only full-Aedged protocol that can with-
stand all of them.

A Black Hole Affack i a bagic Byzantine attack where
the adversary drops cntirely or sclectively data packets,



while still participating in the routing protocol. As a result,
whenever an adversarial node is selected on a path, data will
b kost partially or entircly on that path.

A Flood Rushing Artack cxploits the Aood duplicate sup-
pression technique used by many wircless routing  proto-
cills. If an attacker suceceds in rushing an authenticated
Hiwnd through the network before the flood traveling through
a lepitimate rowte, then the lepitimate version will be ip-
norcd amd only the adversarial version will be propagated.
This attack may result in establishing many adversarial con-
trolled paths. Authentication technigues can not prevent the
attack, since adversanics arc anthenticated nodes.

A Byzantine Wormthole Aftack is an attack in which tao
colluding adversarcs cooperate by tunncling packeis be-
twoen cach other in order to create a shortcut (or wormhole)
in the network. This twnnel can be crcated by using a pri-
vate communication channel, such as a pair of radios and
directional antennas, or by wusing the cxisting ad hoc net-
work infrastrocture. The adwversarics can wse the bow cost
appcarance of the wormhole in order o increase the proba-
bility of being sclected on paths, and then attempt to cither
dizsrupt the network by sclectively dropping the data pack-
cts, or o perform traffic analysis. Mote that for a Byzantine
wormhbole, the wormhbole link exists between two compro-
miscd {adversarial) nodes, while in a traditional wormhole
two honest nodes are tricked into belicving that there cxists
a direct link between them.

A Byoantine (herlay Network Wormhale Affack is a
mare general (and stronger) vanant of the previous attack,
which occurs when several nodes are compromiscd and
form an overlay network. By tunncling packets through the
overlay network, the adversanics make it appear to the rout-
ing protocol that they are all neighbors, which considerably
increases their chances of being selected on rowtes and fa-
cilitates further attacks.

In this work we study the survivability of ad hoc wircless
routing protocols in the presence of fallures and Byzantine
attacks. Cur coniributions arc:

e We present a detailed descrnipiion of several Byzantine
attacks (Mack hole, flocd rushing, wormhbole and over-
lay network wormhole) and analyze their mechanisms
and intcraction. We analyze the techniques uscd o
mitigate these attacks by ODSBR [#], our ad hoc wire-
less routing protoco] designed to defend against a wide
rangc of Byzrantine attacks performed by possibly col-
luding adversarics.

& W developed a protocol independent Byzantine attack

module for the NS2 [9) simulator in order to simulate
these attacks. We belicve the module is a helpful tool

for the sccure routing rescarch community.

e We demonstrate through simuolation the effects of the
considercd attacks on the AQDY | 10] routing prodocol.

Chur results quantify the damage causcd by the attacks
and provide insights into identifying those which result
in the greatest network disruption while requiring the
least number of adversanal participants.

We cmphasize the rcason we chose o compare
ODSBR only with AOQDY: we consider the perfor-
mance of AQDY to he represcntative of both insc-
cure routing protocols and suthentication-based scoure
routing protocols (such as Ariadnc [11], SEAD [12],
ARAN |13] and SRP [14]) that do not provide protec-
tion against the considered Byzantine attacks.

o We implement our protocol, (JDSBR [#]), and show
through simulations how ODSEBE mitigates the above
identificd attacks. Analysis of the results gives insighis
into the survivability of the routing service while un-
der attack and indicates what arc the main factors con-

tributing o the effectivencss of the attacks: Hood rush-
ing and stratcgic adversanal positioning.

The rest of the paper is organized as follows.  Sec-
tion 2 surveys related work., We present an overview of
the ODSBER protocol and discuss the mechanisms it uses to
detect failures and mitigatic Byzantine attacks in Section 3.
We demonstrate through simulations the impact of these at-
tacks on ACHYY and show how ODSBE mitigates them in
Section 4. We conclude in Section 5.

2 Related Work

Many vulnerabilitics in network prodocols are caused by
the lack of intcgnty and authentication mechanisms, which
allows an attacker o alicr or fabricate packets. Significant
rescarch in securing wired [ 15, 16, 17] or ad hoc wircless
(11, 12, 13, 14] routing protocols focused on this aspect.
Below we present only work that specihically addressed
Byzantine attacks. Nonc of the protoecols we overview be-
loow are able to deal with a wide range of Byzantine attacks,
bt are rather focused on a particular attack.

Black Hole. The technigue presenied in [3], referred
as Waichdog, cxploits the fact that a node can overhear
its noighboring nodes forwarding packets to other destina-
tions. If a node docs not overhear a neighbor forearding
mare than a threshold number of packets, it concludes that
the neighbor is adversarial. The scheme docs not reguire
any cxplicit network overhead or cryptography and is cffice-
tive against the basic black hole attack in single rate fixed
transmission power networks. However, it docs not perform
well when cither power control or multi-rate (i.c. 802.11abg
[1#, 19]) arc used, since their use will violate the assomp-
tion that the forwarding transmission is successfully over-
heard. In addition, the method is valnerable to attacks from
two conscoutive and colluding adversaries where the first



adversanal node docs not report that the sccond did not for-
ward the data

An alternate technigue for avoiding black hole attacks
i5 the Secure Data Transmission (SDT) prodecol [4]. ST
uscs authenticated destination-to-source acknowledgments
as proot that the packets reached their destination. The ap-
praach taken in ST to awvoid the bMack hole atisck is to dis-
seminate a packet across several node-disjoint paths. The
mcihod has relatively ow overhead, converges quickly, and
works cffectively in a well connecied ad hoc wircless net-
work, where the number of dispoint paths is laroe. The dis-
advantage is that in a sparsely connected network, where the
number of available disjoint paths is small, all of the discow-
cred paths may contain an attacker and thus, the schemic will
b less effoctive.

Flood Rushing. Rushing Attack Prevention (RAF) 5]
prevents the mnushing attack by waiting for up to & flood re-
guests and then randomly sclecting one to forward, rather
than only forwarding the first onc. To prevent an attacker
from bypassing the scheme by simply sending & requests,
the RAP protocol incorporaies sccure neighbor discow-
cry and sccure route delegation schemes. However, these
schemes have significant network overhcad becanse multi-
ple rounds of communication arc required for every hop the
route requcst propagates. In addition, RAP will be incffec-
tive if the adversary has compromised & or more nodes.

Byzantine Wormhole. A technique proposced to prevent
wormholes 18 Packet Leashes [6]. The authors sugoest re-
siricting the maximum transmission distance by using cither
a tight time synchronization (temporal leash) or location in-
formation (geographic leash). Temporal leashes require ad-
ditional hardware, such as accurate clocks or GPS receivers.
Thi protacol is cffective at preventing the traditional worm-
hole attack, but is incffective against the Byrantine variant
bocause preventing the wormhaole is the responsibility of its
cnd points. In this case the cnd points are adversarial and
cannot be frusted to follow the protecol cormectly.

A more recent method, proposed for ad hoc wircless
sensor notworks relics on dircctional antennas [7]. The
approach prevents wormhboles by having cach node miain-
taining accurate information about its neighbors. Messages
coming from a node that is not perceived as a neighbor are
irnorcd. The protocol is appropriate for scnsors notworks
which in gencral have low mobility. However, maintain-
ing ncighbor information in mobile networks is more chal-
lenging and cxpensive. In addition, the protocol that main-
tains information about neighbors can itself be subjected o
wormhole attacks, particularly because it requires coopera-
tion among nisdes.

3 ODSBR

ODSBR is an on-demand source rowting ad hoc wire-
less routing protocol, designed o cope with a wide class
of Byzantine attacks. In previous work (8] we laid oot the
design principles and theoretical analysis for ODSBE. In
this paper we focus on providing details about the toch-
nigques employved by ODSBR to detect faults and to mitigate
Byzantine attacks, and on presenting simulations which
show the protocol’s cffectivencss under scveral attack sce-
narios. The task required ws to implement ODSBR, design
several moditications to the original protocol motivated by
practical considerations, and implement an NS2 [9)] mod-
ule that gencrates Byzantine attacks. Below we present an
overview of the protocol and discuss implementation details
and mitigation technigues.

31 Overview

The design of ODSBR is centered around the impossi-
hility of distinguishing between failurcs and malicious be-
havior. Thus, ODSEBR addresses baoth failures and attacks
within an uniticd framework. A faolt is detined as any dis-
ruption that results in significant loss or delay. It can be
caused by Byzantine behavior, external adversanies, lower
layer influences, or simply by bursting traftic. As long as a
non-adversarial path exists between source and destination,
OD5BR finds that path and wses is to deliver data. (JDSBR
assumcs that while all network nodes can be authenticated,
only the source and destination can be fully trusted.

At the highest level, the protocol operatcs wsing three
phascs: least weight rowre dizscovery, Byrantine faulr lo-
calization and link weight management. The route discow-
cry is based on a reliability metric capturing past history.
The mctric s represcented by a list of link weights where
high weights denote low reliability. Each node maintains iis
own list, dynamically updating it when faulis are detected.
Faulty links arc identificd by an adaptive probing scheme
in the fault localization phase, and are then avoided when
sclecting a new path (since their weight is increased). Indi-
vidually, these phases provide several security suarantecs:

& Roure Discovery. Double Hooding, per node food ver-
ification, and forwarding rules guarantee that the route
discovery process will always find the lowest cost path.
Howewer, this path is not puarantecd to be adversarial-
free until the weight of adversarial links has been in-
creasced sufticiently that the lowest cost path is fault
free.

& Fault Localization. The source uscs an adaptive prioh-
ing technigue to locate faults along the path down to
the nearest link. The source requires secure acknowl-
cdgements from intermediate nodes (probes) along the



