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Review: arithmetic mod composites

> Let N=pq where p,g areprime
» Notation: Z,={0,1,2,...,N-1}

(Zy)" = {invertible elements in Z}
» Facts:

- XelZy isin (Zy) < gced(x,N) = 1

» Number of elements in (Z,)" is o(N)=(p-1)(g-1)

> Euler's thm: Vxe(Zy : x® =1




The RSA trapdoor permutation

> First published:
* Scientific American, Aug. 1977.

(after some censorship entanglements)

> Currently the "work horse” of Internet security:
* Most Public Key Infrastructure (PKI) products.
* SSL/TLS: Certificates and key-exchange.
* Secure e-mail: PGP, Outlook, ...



