[52150/TEL2810 Introduction to Security
Tentative Course Schedule

Objective: The students are expected to have

sl i the following capability after the lecture s
o Define/Describe/explain some key
Introduction security terms
E:;l:ill (Chapter 1) o Describe/explain the importance of E;:ﬁ?ﬂrk 12
trust, assurance and operational 1ssues
within the security area
: e  Explain the secure design principles
Is;rﬂmcﬁﬂ 1[':: _Elg'ﬂ and its importance
Week 2 AE{:EEIS comtrol | *  Recognize the basic access control Quiz 1: (for Week 1)
Sept 8 in Unix and mechanism 1 OS Lab 1 (2 Weeks)
Windows e [5eaccess control commands to
manipulate permissions i the OS
 rife a sentence in logic form and
Matl : interpret the logic expressions :
Week 3 Revi EH@EHI ¢ Solve problems using mathematical RUEEE Moo Tt )
Sep 15 Sﬂﬂlﬂm Poli induction Hn:fwnrk 2(1
T
curiy Fohcy | Interpret, analyvze and construct lattice Wock)
structures
CCess . resent/Describe fo e
HEU A Rep D be formally th
Week 4 Control Matrix safety problem usmg ACM Homerwork 3 (1
Sep 22 - | * Reason aﬂd Demonstrate the Weeks)
Foundational undecidability result related to
Result security
Week 5 - ST i Quiz 3: (for Week 4)
o b N A o Sl Lab 2 (Due: After
cp = - and hybrnid policy models and relate
Integrity and - October Break)
- : them to application needs
o g « Employ them to new applications and - Hememast: b ( D
Week 6 | Models % oW AP After October Break)
g synthesize solution
Oct 14 October Break
Week 8 -
Oct 20 Midterm

Homeworks/Labs are due by the end of the due date, i.e., by 11:59PM




[52150/TEL2810 Introduction to Security

Tentative Course Schedule (Cont.)

Homework 6
Week O Recognize/explain and use the basic (Jumbo): ._Iav:a
Oct 27 Basics of cryptographic techniques PROSENMIMRE.
Cryptography Explain and employ the basic Assignment {Du.ﬂ'.
o) Mtk network security (e.o.. Before Thanksoiving)
Security; authentication) techmques
Week 10 | Authentication Lab 3 (firewall) grven
Nov 3 and Identity Project planning starts in week out 1n start of week 9
after midterm; (Due: Novl8)
Explain the main idea belund
Security = i
Wesk 11| Evaumion Rk | * R he impornce of ik
Nov 10 Lﬂgalinﬂmmt,d Bibissios: sndl sl gt Quiz 5 (for Week 9)
Ethical I o
s Recognize, define/explain legal and
ethical concerns related to secunty
Recognize, define/explain
Authentication Eﬁﬁﬂh{gmmmﬁ tiﬂsalms it
Week 12 | and Id, Malicious _ : Lab 4 (Before Final)
Nov 17 Cod Re?cﬂgmz-r_;, cﬂngﬂm'&canfmsf,_ |
’ explain different types of malicious
code
Week 13 o
Nov 74 Thanksgiving
Recognize, classify and compare
vulnerability
Vulnerability (taxonomy classification)
Week 14 . : .
Dec 1 Analysis; _ Recognize, compare/contrast,
Software security explain different types of coding
related software 1ssues
IDS; Auditing;
Week 15 | Frrewalls Recognize, explain and analyze Quiz 6 (for Week 12,
Dec 8 Misc auditing TDS/Auditing systems 13)
Dec 14 Final




