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1 Overview

1.1 Introduction

For programming project 2, you will implement a man-in-the-middle (MITM) attack on SSL! ising
an 35L proxy server. You will also implement a simple (command-line) administrative interface for
the procgy that will make use of password authentication.

1.2 Background

Rewcall that an eavesdropper on an SSL0 comnection has httle power becanse of the encryption being
used, but if an attacker 15 able to trick the user nto wsng the attacker’s public key rather than
the mmtended receipwent’s, thos securty = lost. While a real attacker would hkely intercept and
manipulate the network packets direcly to implement this attack, yon will have to make use of an
SSL proxy. After a client (ie. a web browser) is configured to make use of an S5L proxy, all client
S5L requests are intercepted by the proxy and relaved to the imtended remote webserver.

After an mmtial plamtext proxy CONNECT request by the client, normally the proxy just for-
wards the encrypted data to the server. However, imstead of foreacding the imtial request to the
remnote server, vour proxy will setup its own connection with the remote server amd setup a con-
nection to the chent using its own certificate. Then all trafhe between the client < proscy and
the procy « web-server 15 S55L encrypted, but wath different keys, This means that the proooy has
acoess to the plaimtext data sent and recetwved by the chent. Having the procy use a single, fixed
S5L server certificate 15 not wdeal, though, becanse modern web browsens check the common name
(CN} field of the certificate against the domain name of the remote server. So, to mount a more
transparent MITM attack, the proxy will have to geperate new server certibeates on the fy, for
each new clhient request. Web browsers will still complan once that the certibeate = not trosted,
but if the user chicks past this warming, then the attacker wins.

You will be learning -

e keytool (command line utility) to generate and manage keys and certificates.
o TATK-JCE APIs to create and s1ipn certificates programmatically.

e JSSE (Java Secure Socket Extension) to do secure networking.

"We emplusioe thal Lhis project is for educsbional purposes only, and shouk] mever be wed outside of Chie class.



1.3 Requirements

We will provide von with code for a basic 851 proxy, and vou will nesd to do the following -

s DBuild and use a public key infrastructure using X509 certificates.

o Modify the S55L proxy to dynamcally penerate new 551 server certiheates, based on the
domain name of the requested remote web server.

o [mplement password aunthentication, over an 5SL connection, for a simple administrative
interface.

o Implement a challenge/response based nser anthentication scheme. [Fxtra Credit)

We will examine each of these features in detail below. Sinee we have not yet covered in the

lectures all of the topies explored by thas project, you may wish to start first on those aspects of
the project that vou can do immediately and save the other parts for later.

2 Description

2.1 Secure communication

You will be working with network sockets. The JOE provides an abstraction for secare sockets o the
Javaccnet sl package and this relieves us from explicitly performing the key exchange, encryption

aml interrity of the messages transferred over these sockets.

2.2 Public Key Infrastructure
2.2.1 Offline Key Generation

The S5L proxy has a public/private key pair which is generated offline using keytool. The keytool
5 usedd to penerate a keystore for each entity m the system. DBefore the system s bootstrapped,
you will have to generate a public/private key pair for the S5L proxy. The public key of the proxy
1% self-siened.

2.2.2 Generating new server certificates

After connecting to a remote webserver, the proccy will have to create a new server certificate which
has the same common name (CN) field as the remote webserver's certificate. This new certificate
will then be presented to the chent, for use mnoan 851 session. You will use classes from the [AIK
library to create and sign these new server certiicates.

2.3 Password Authentication

In addition to implementing the MITM attack wiath the procy server, yon will implement a simple
rernote administrative interface for the procy server, which uses password anthentication. Thas will

allow the hacker to remotely log into the server and ssue commands. In order to ensure only those
users the attacker has anthornzed can log in, the imterface will nse password authentication. To

connect to the procy server, the admimstrative program will setup an SSLE connection to the proxy



gerver and transmit the hacker’s nsername, password, and commmeand. The proxy server maintains an
encrypted puassword file, which contains a st of authorized wsermames and passwords, stored salted
aml hashed. When the proscy receives a log 1o request, it shonld compare the bash of the recerved
password with the stored hash from the appropriate wser, allowing the mser to proceed if they

match, otherwise closing the connection. Onee the admin client s anthenticated, the approprate
command should be executed.

You will need to mnplement the following commands:
s shutdown: shutdown the MITM proxy server

¢ stats: List how many reguests were proseed

2.4 Challenge,/Response Authentication (Extra Credit)

For ectra eredit you may implement a more sophistated challenge/ response authentication method
along with the password anthentication described above. In this the proxy server will ssue a
challenge to the user, which they must then answer with a response that proves ther dentity.
Several such methods exist, and we leave 1t to you to decide on the precise details of the method.

If vou do choose to implement such a system, you should provide a broef explanation of 1it, and why
it provides a secure anthentication mechanism.

2.5 System sctup

There are four main types of entities in our system: the user’s web browser, the remote webserver
the wser s attempting to connect to, the procy server imtercepting the connection, and the ad-
ministrative client to the procy server. Onee the prosy server 15 started and bepins hsteninge for
connections, the user’s web browser should be configured to use an 581 proxy with the hostname
aml port used by the MITMProorServer. All 5515 connections by the web browser will then be
ronted through the procy server.

When the browser attempts to make an S5L conpection, the proxy will parse the CONNECT
rexquest and make its own SSL connection to the requested server. The proscy will use the connection
to obtain the remote server’s certiicate. The prosy will then create a forged certificate which copies
the entries in the remote server’s certificate (eg. its Common Name). The proxy then signs this
penerated certificate with its self signed CA certificate (loaded from a keystore specified at startup).
[t then passes this penerated certibicate back to the web browser, setting up an 55L connection
between selfl and the browser. The proxy then passes data, which it of course sees in the clear,
between the two connections.

In addition to hstemng for connections from web browsers, the proxy server histens for con-
nections from the admin chent on a separate port. When the admin chent wants to connect to
the proxy server, it opens an S5L connection to the proxy on its hostname and admin port and
transmits a username and password. The proxy server then consults its password file (specified at
startup and stored on disk wsing anthenticated encryption) and anthenticates the user.

3 Implementation

As with the first progrmmming project, we have provided you with starter code. The starter code
Hlstrates the baswe socket and thread programming. See the following section for links of tutonals



