What Is ROI for Attackers

#Researchers subverted a botnet's command
and control infrastructure (proxy bots)
oModifiad its spam massagas to point to tha Wab

sarver under rassarcher controd

#That server mimicked the original Web page
from the spam emails
& pharmacy sita
>& grasting card download sita
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Most-targeted E-mail Domains

[H LETR Pl
favimanil oo BT
wale pasoca 3015
gl oo LR
TP 2.3
yulparoin L1349
o kol .nzl LRl

migl.r s, s
sl R ILE |
wWakadis T 519
i 00 ipaEq
Tagal P2 4%

"spamabtica: A= Erpdrical Anelyxh of Spaem Marksting
Crmearslza” C. Kanich, T Hralkizh, ¥, Laschambo, &
dght, C. Woalkar, '¥. Paxaon, and & Savega, SO0 CC5

Spam Conversion Pipeline
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What Is ROl for Attackers

#How many spam emails reach recipients:

open a few email accounts themselves and
append them to email delivery lists in spam

MEes520es
#How many emails result in Web page visits
oMust filtar out dafwnse accazzas

#How many users actually buy advertised
products or download software

oMo "sala” is finahzed
#Ethical issues abound
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Spam Conversion Pipeline
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Spam Filter Misses
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For More on Botnets
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What Problem Are We Solving?

# Can't protect applications from within
themselves
= Exploits can turn off dafansas
# Can’t protect the 05 from within itself
o Exploits can turn off dafanzas
= Rootkits can hide any sabotage from usars
# May not be able to trust users
o Thay may ba uninformed

> Thay may ba malicious - OK for thair computer
but risk for the othars thay communicata with
> Digital ight managemant issues

o

Trusted Path

# We need a “trusted path”

o For user to communicats with a domain that is
trustworthy.

v Usually initiatad by sscaps saguanca that

application can not intarcapt: a.g. CTL-ALT-
DEL

o Could ba direct intsrface to trusted davica:
» Display and kaypad on smartcard

e

Trusted Computing

What is Trusted Computing

+ Attestation
= Means of ensuring someona (user, remota
computar] of the systam’s trustworthy status
v Usually maans authentic'approvad apps
= Root of trust nasded to store keys

o Trusted path (allows user to hava confidenca in
tha systam}

= Chain of trust (like for certificate authoritiss]
+ Separation

o Sacura storaga (data/keys)

= Protection of processas
+ The rest is policy

o That's tha hard and controversial part

e

Communicated Assurance

+ We need a “trusted path” across the
network.
# Provides authentication of the software

components with which one
Ccommunicates

..
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What Can We Do with TC?

# Clearer delineation of security domains

= Wa can run untrustad programs safaly
' Run in domain with no accass to sansitiva
resoUrCRs

* Such as most of your filasystam

* Reguasts to resourcas raquira madiation by
TCE (trusted computing basa}, with possibla
guerias to the usar through trusted path.

e

Corporate IT Departments’ Solution

# Users don’t have administrator access even
on their own laptops
= This kagps and usars from installing thair own
software, and keaps IT staff in control

= IT staff select only software for and usars that
will run without administrator privilagas

= But systams still vulnarable to axploits in
pregrams that cause accass to private data

= Effacts of "Plugins” can persist across sessions

o

Red / Green Networks

# Butler Lampson of Microsoft and MIT
suggests we need two computers (or two
domains within our computers)

= Red natwork providas for opan intaraction with
anyona, and low confidanca in who wa talk with

> Wa are prepared to raload from scratch and lose
our state in the rad systam

-

Mediating Programs Today

# Why are we so vulnerable to
malicious code today?

= Running programs hava full accass to systam
filas

>'Why? NTF%: and XP providae saparation

' But many applications won't install, or avan
run, unlass usars hava administrator accass

= 50 wa run in "Systam High"

-

The Mext Step

# But, what if programs were accompanied by
third party certificates that said what they
should be able to access?

= IT department can issus tha cartificatas for naw
applications

o Access bayond what is expected rasults in
system dialogue with user over the trustad path

e

Red / Green Networks

# The Creen system is the one where we
store our important information, and from
which we communicate to our banks, and
perform other sensitive functions

= Tha Graan network providas high accountability,

no anonymity, and wa are safe bacausa of the
accountability

= But thiz grasn systam requiras professional
administration

= A braach anywhara destroys the accountability

. for all
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