Summary From the Last Lecture

# Key exchange
= Karbaros
= Digital certificates

# Certificate authority structure
= PGP, hisrarchical maoded

# Recovery from exposed keys

= Revocation lists, tima-limited kays, raal ima
validation

# Group key management
= Robustnass, forward 'backward sacracy
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Basis for Authentication
+Ideally

2'Who you ara
#Practically
25omathing you know
25omathing you hava
25omething about you

o

Password Authentication

+ Alice inputs her password, computer verifies
this against list of passwords

# If computer is broken into, hackers can
learn everybody’s passwords

= Use ona-way functions, stora tha rasult for
evary valid password

= Parform ona-way function on input,
compara result against tha list
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Authentication
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Something You Know

#Password or Algorithm
oa.g. encryption kay derived from password
#|s5ues
>5pmeona alse may learn it
* Find it, =niff it, trick you inta providing it
oOthar party must know how to chack
>You must ramembar it
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Password Authentication

# Hackers can compile a list of frequently
used passwords, apply one-way function to
each and store them in a table - dictionary
attack

# Host adds random salt to password, applies
one-way function to that and stores result
and sal value
= Randomly genaratad, unigua and long enough

..




Password Authentication

+ Someone sniffing on the network can leam the
password
# Lamport hash or S-KEY - time—-varying pass
> To set-up the systam, Alica antars
random number &
> Host calculatas
gt {BY, xR, szmbihibRM, .., %100
- Alica kaaps this list, host sats har password to xo;

> Alica logs on with X100, host varifias Adx 1oaf=x100,
rasats password to wins

. i Moat tima Alica logs on with xpg

Public Key Authentication

#Key Distribution
oConfidentiality not neadad for pulblic kay
=>5olvas nZ problem

#Performance
o5lowar than conventional cryptography

oimplemantations used for kay distributson, than
usa conwventional crypto for data encryption

#Trusted third party still neesded
= To cartify public key
>To managa revocation
=in soma cases, third party may ba off-line

o

Federated ldentity Passport vs

Liberty Alliance

#+Two versions of Passport
sCantralizad and fedaratad

#Liberty Alliance
sloosaly fadearated with framework to dascriba
authantication providad by othars
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Password Authentication

+ Someone sniffing on the network can learn the
password
~Host kaaps a file of every usar's public kay
> Usars kasp thair private kays
='When Alice attempts to log on,
host sands har a random numbar &

- Alica ancrypts A with har private key
and sands to host

>Host can now varify har idantity by
decrypting tha massaga and ratriaving &

-

Single Sign-0n

#Passport
#Liberty Alliance
+Shibboleth

-

Passport vl

#+Coal is single sign-on
oSolves problem of weak or repeated usar/
pass combinations
#Implemented via redirections
cUsers authenticate thermnselves to a commaon
sarver, which gives them tickats
cSimilar flavor to Kerberos but different
environment - many organizations
+Widely deployed by Microsoft

oDesigned to use existing technologies in
servers, browsers (H redirect, 551,

-ﬁukies,Jamscript]
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How Passport Works

+Client (browser), merchant (Web server),
Passport login server

#Passport server maintains authentication
info for client
cGiwas merchant access when parmitted by client

#Divides client data into profile (address)
and wallet (credit card)
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Some Problems with IF.?S'E.pﬂrt

#User interface is confusing and may
misrepresent the reality

#Weak keys may be used for 3DES
#5ingle key is used to encrypt cookies for
all clients

#Cookies stay on machine, can be stolen
oMo authenticator {timastamp}, lika in Karbaros,
anablas reuss by othars

#Coupling of Hotmail with Passport

. Fand mora 83 hites) (axirubin.com ) perepoet kemd

Liberty Alliance

#Design criteria was most of the issues
addressed by Federated Passport, i.e. no
central authority

#Use SAML (Security Association Markup

Language) to describe trust across
authorities, and what assertions mean

from particular authorities

#Four assurance levels
oHow much wa trust a givan idantity assartion
oLittla, soma, high and wery high confidanca
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How Passport Works
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Federated Passport

#Multiple federated identity providers

oE.g. |5Ps ragistar own usars
>Ona can raly on claims made by athar ID providars
#Claims

oEmails, relationships, authorization for scenarios,
awnarship of privata/public kay pair
#Mead “translators” for different claim
languages
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