A Secure Network for All

Team Excel
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Requirements

Business
* Add visitor, customer, and competitor access

* Use nonh-company laptops onto corporate network
for internet and internal application use

* Visitor access to internet, VPN
*» Wireless access

Security
* Protect corporate IP
* Principle of least privilege

* Patch and anti-virus required y -~
* Wireless access to internal network pmhfbft1
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Employees

Visitors
(frequent, short
meetings)

Coniractors
(Few days to 1 year)

Customers and/or
Competitors

(Regularly on-site for
specific projects)

Challenge = How?

Access required

sPhysical
sInternet
sIntranet
«_orporate Applications

*Physical
sinternet
s Vireless access

*FPlrysical
sinternet
«Corporale Applications

Physical
sinternet

sS50me internal
applications

Pros

«Standard builds

*Regular patches
«Uipdated Anti-Virus

sExternal access only
«Escort required

NDA reqguired

«Easy o control
application access

«[ ogin created for
ACCess

«Non-standard builds
o[ imited ability to
control

«[ ogin created for
4CCess

Risks

»Physical access o
most areas

«infiltered access o
intemet

«No login
Wireless security

sAccess fypically same

as employee

vLonsiderable access
o building
sintentional or

unintentional dfsc!u;.@
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