C5155: Computer and Network Security Spring 2004

Programming Project #3

Due: Thursday, May 27th, 2004, 11:59 pm

1 Introduction

1.1 Summary

The aim of this projeet is to familiarize you with a fow basic network hacking techniques. Yon will
start by manually sniffing packets nsing standard network monitoring tools. In the scecond phase of

the project, you will use a packet eapture library to programmatically eapture packets and extract
nscful information. In the third phase, you will o one step further and actoally inject spurious

packets on the network.

You may cither work alone or in pairs. You should not collaborate with others outside of your
ETON.

You will use the Boxes system amain. Remember to test your code in a closedbox.

1.2 The Setup
The assignment tarball is available on the class website and at fusr felass fes155/ projects,/ppd/.

You will be working with three separate Doxes system instantiations, and we will provide you
with a copy-on-write file-system imape for each of them.

1. Client - This machine iz home to several users who use the network to aceess serviees on the

aprver. You do not initially know any uscrnames or passwords on this machine. The image
clientcow is used for the elient. It should be started up with the IP address 10.64.64.64

2. Server - This machine runs several notwork dacmons which provide serviees for the users
on the clienteow. You do not initially know any usernames or passwords on this machine.
The image servercow is used for the server. It should be started up with the IP address

10.64.64.65

3. Attacker - This machine is controlled by a malicious user (yvou) with the intent of caves-
dropping and performing network attacks on the elient and the server. You have acecss to
nser;user and rootroot on this machine. The network monitoring utilities that yon will use
in Phase 1 are preinstalled on this image. ' We have put the starter eode for the programmatic
cxploits in /home/user/pp3. You are provided with two programs - sniff.e and injeet.e - to
b used for phases 2 and 3 of the projoct respoctively. The imape attackcow is used for the
attacker. It should be started up with the IP address 10.64.64.66



All three machines will be conneeted to cach other on the Ethernet. Try pinging the elicnt and
server from the attack virtual consele. Also, the three machines are conneeted via a (virtual) hab,
g0 that the attacker machine can actually see the packets sent from the elient to server. Important:
In order for the network to funetion as & hub, you must use the version of string that is ineluded
in the assignment tarball, NOT the version in /var /boxes/.

1.3 Recommended Reading

For an overview of the various network protoeols, you shonld nse the site
http://www.networksorcery.com

It gwives a short explanation of all the protoeols which you will have to deal with during the course of
the project. We will provide referenees to relevant material as and when required while deseribing
the requirements for each phase of the projeet.

2 The Assignment

2.1 Phase One : Manual Packet Sniffing

Your goal is to use the packet sniffing software installed on the attackecow image to learn informa-
tion abhout the traffic on the loeal network. We have installed tepdump, tepflow and tethereal for

vorl. Make sure to read all of the manpages 2o that you know which program is most appropriate
for each task.

You will use these programs to answer the following questions (in your README)

1. Which protocols do yvou see being used for the communieation between the elient and the
aerver?

2. For cach of these protocols, deseribe what information vou can learn about the elient or server
just by passive network sniffing.

3. For the protoeols that use eleartext passwords for loging, list the username /password pairs
that you were able obtain through sniffing. For cach pair that you list, vou need to give us

the sniffer command yon used o get it.

You might want to check out the well-known ports listed on npetworksorcery, while fipuring out
which protocol is used. For some basie backpround on packet sniffers, the following articles by
Karen Frederick would be worth reading -

http://www. securityfocus. com/infocua /1221 (part 1)
http://www.securityfocus. com/infocus /1222 (part 2)

http://www.securityfocus. com/infocua /1223 (part 3)



2.2 Phase Two : Programmatic Network Sniffing

FFor this phase of the projeet, you will use the ibpeap packet eapture library to programmatieally
reconstriet sniffed FTP data between the elient and the server.

Starter code for this phase is in the file sniff.c This code does the work of setting up the packet
capture process. Your objeetive is to write code which will

o identify a new FTP data transfer on the wire
o zave all the eaptured data to loeal file by the name cap_file
o identify when the data transfer is complete, close the file and exit
Here are some simplifyving assumptions
e« You do not have to deal with IP fragmentation
o You can assume that all TCP packets are eavesdropped in order
=« You can assume that there is only one FTP user present in the network.
For a very detailed deseription of the FTP protocol vou will need to check out the RFC -

http:// wew.w3.org/Protocola/rfcib8/0verviev.html

However, there is more information here than you need for this projeet. A better option is to first
check out the FTP deseription on networksorcery and then use some of the sniffer information
from the phase one to fipure out which are the nseful packets for vour purpose.

Knowing which packets are useful to you is only half of the job. Yon will also need to know
how to extract the data out of the packet. The starter code parses a packet up to the TCP header
your will need to o through the TCP header format to be able to determine exactly how much

data cach packet contains and where in the packet the data is loeated. Again, networksorcery is
the best referenee.

The following tutorial on libpeap is useful :
http://www.cet.nan. edu/ mcB/Socket/Tutorials/section] . html

Onee vou are done, use mdSsum to compare the integrity of the sniffed file with that of the file

actually being transferred to the elient. (Hint: you may need to use the information that you
obtained in Phase 1 in order to determine if you sniffed the file correetly.)

2.3 Phase Three : Active Packet Injection Attack

In thiz phase of the projeet, we will combine packet eapture techniques learned above with a packet
construction and injeetion library to perform an insertion attack on an existing RLOGIN session.

You will be working under the following secenario :



