C5 640 Introduction to Computer
Networks
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Today’'s lecture

+ Network secunty
— Encryption Alzorithms
— Aygthentication Protocols
— Mlezzaze Imtszrity Protocols
— Keay distribution
— Example: S5H
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Why do we care about Security?

= “Toto... I have 2 feeling we're pot in Kanzas
amymore.” Dorotey, The Wzard of Oz

+ “Lhe an of war ieaches us i rely mot on dhe likelihood of the
enery's st coming, but on oer owm readimess wo receive himg
not o the chance of ks mot amacking, but mther on the fact
thai we have made our posinon unecsakible.” e dry of Fiar,
Hun lxu

= There are bad guy: out thare who can sazily taks
advantazs of you

= Reference: Cryprosrapiy and Neheors Sacurity,
Principles and Practice, William Stzllings, Prentice
Hall
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Crverview
*  Soounly sxvies in nchworks
Mhiacy: pervenng enmaberiasd rolkesss of iferemremn
Arheracrses: venfme ey - e e pamcpan
Imeeres: makiEe darm recues has e b alerad
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[ssues 1n Security

Threat models
Huom: are had guys inying in di had dhargs o vou?
Eev distribution
How do folks get their keyvs?!
Implementation and verification
Hioa: cam we be sune sysiems are seowre’
Noe mal detzils of cvpto alzorithms

We are nod gomng 0 fooes on proving anything about
cry i algornethares
= Sex CHA4D
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Crypto 101

* Cryptographic alzorithms determine how to gensrate
encoded text {dphertext) fom plaintest using kevs
(string of bits)

(-am omlby be decrvpied by key ol ders
- Alzarithms
Publeshed amd szable
Kozys must be kept secre
Keys cannit be deduced
Large kevs make hreaking code VERY hard
Compuimtional efficiency
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Secret Key (DES)

Plairleod Flainimd

Enerypt sith
sl Wiy

Ciphaifast

= Approach: Make algonthm so complacated thai none
of the original streciure of plamdest exisis m ciphenex
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» Emcrypt 64 bit blocks of plaintext with 64 Hkey
(36 hz+2 hparit)
= 16 rounds ¢ koch Kowmrd
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» Encryption steps are the same 23 decrvption
» Repeat for largsr meszazes (cipher block chaining)

1Y — mitializaion vecoor — mndom nember generoied
by semder
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