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Abstract. Wircless sonsor nelwaorks will be widely deployed inthe near fetere. While muoch rescarch has focesed on making ihese motworks
lcasiblc and wsclul, security has roceived lite sitention. Ye presenl o smite of socarity proioools optimized for sensor notworks: SPINS.
SPINS has two scoure building blocks: SNEF and pTESLA. SNEF incledes: daia confidontality, tew-parly dala susthemtication, and
cvidence of dola fresheess. pTES T A provides amthenticaled brosdenst for severcly resource-comstrainod cavironments. We imiplomeon bed
e above protncols, and show thal lhey are praciscal cven on minimal hardware: the perfformance of the protoco] saike casily molches the
data raic of owr network. Additionally, we demonstrale thad the suile can be ased for baikding higher kevel protocols.
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I. Imtroduction

We envision a fulure where thousands o millions of small
sensors form scll-organizing wireless networks. How can we
provide sccurily for these sensor nelworks? Sccarily is mol
casy, comparcd with convenlional deskiop compulers, severe
challenges exist — these sensors will have limited processing
power, slorage, bandwidth, and encrpy.

We need w surmount Lthese challenges, bocause security is
&0 imponanl. Scensor networks will cxpand wo Gl all aspects
of our lives. Here are some Lypical applicalions:

& Emerpency response information: scnsor nclworks will
colbect information aboul the status of baildings, people,
and transportation pathways. Sensor information must be
colbected and passed on in meaninglul, secure ways Lo
CIMCTECOCY response personncl.

& Enerpy managemeni: in 2001 power blackouls plagued
California. Encrgy distnbation will be betler managed
when we begin o wse remole sensors. For cxample, the
power load thal can be carried on an clectrical line depends
on ambicnl emperature and the immediale wemperalune
on Lthe wire, Il these were monilored by remole sensors
and the remale sensors received information ahowt desired
lxad and cwrrent boad, it wouold be possible o distribate
lvad betler. This would avodd circumsiances wherne Cali-
Fornians cannol receive clectricity while surplus electricity
Cxisls in odher parts of the country.

o Medical monitoniag: we envision a Motore where individo-
als with some Lypes of medical conditions reccive constanl
meniloring throwgh sensors thal monitor health conditions.
For some types of medical condilions, remode scnsors may
apply remiedics (such as instant release of emergency med-
ication Lo Lhe bloodsincam).

= Logistics and imvenfory mandagement: COMMETCe in Amor-
ica 15 hased on moving poods, including commodilics
from locations where surpluses exist o ocations where

neods exist. Using remole scnsors can substantially im-
prove these mechanisms. These mechanisms will vary
in scale — ranging from worldwide distribation of goods
through transporiation and pipeline networks Lo invenlory
managemenl within a single redail store.

= Rattlefield management: remole sensors can help climi-
nale some of the conlusion associaled with combal. They
can alkow accurate collection of information abowl current
hattleficld conditions as well as giving appropriale infor-
mation ko soldiers, weapons, and vehicles in the battlefichd.

AL Berkeley, we think these systems are imporiand, and
wie are slarling a major indtialive Lo cxplore the use of wircless
sensor nelworks. (More information on this new inilialive,
CITRIS, can be found al www . citris berkeley. edu)
Serous secarily and privacy questions anse il thind pariics
can read or lamper with sensor data. We cnvision wircless
sensor networks being widely used — including For cmergency
and life-critical sysiems — and here the questions of socuarily
are [oremaost.

Thiz article presenls a sel of Security Protocols for Sensor
Nemworks, SPINS. The chiel contributions of this article are:

= Fxplorng the challenges lfor socurnily in scnsor nelworks.

= Designing and developing pTESLA (the “micro™ version
of TESLA), providing authenlicaled streaming broadcast

= Designing and developing SNEP (Secure Network En-
cryption Protoced) providing dala confidentiality, two-

pary dala authenticalion, and data [reshness, with low
overhead.

« Designing and developing an authenticated rouling proto-
ool using owr building hlocks.

1.1. Sensor hardware
AL UC Berkeley, we are building protolype nelworks of small

sensor devices under the SmanlDust program |45), one of Lhe
componens of CITRIS. We have deployed these in one of
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our EECS buildings, Cory Hall. We are currently esing these
for a very ssmple application — heating and air-conditioning
contril in the building. Howeser, the same mechanisms thal
we describe in this paper can be modificd o support scnsor
Lhat handlc emerngency sysicm such as fire, carlhgoake, and
harardows material response.

By design, these sensors are incxpensive, low-power de-
vices. As a resull, they have limiled computational and com-
munication resources. The scasors [orm a scll-organizing
wircless network and form a mulithop routing Llopolegy. Typi-
cal applicalions may periodically lransmil scnsor readings [or
processing.

Our currenl protolype consists of aodes, small ballery
powered devices, thal communicale with a maore powerful
bave station, which in lum s connecled o an oolside mel-
work. Table | summarixes the performance characteristics of
these devices., Al 4 MHz, they are slow and underpowencd
(the CPU has good supporl [or bil and byle level X0 opera-
Lions, bul lacks supporl for many arithmetic and some logic
operalions). They arc only 8-hil processors (nole thal accond-
ing Lo 53], 80% of all microprocessors shipped in 2000 were
4 baL or 8 bil devices). Communication is slow at 10 Kbps.

The operaling syslem is pariculardy inleresting [or these
devices. We use Tiny (05 |23). This small, evenl-driiven oper-
atimg system consumes almaost hall of § Kbytes of instnoclion
Nash memory, leaving just 4500 bytes [or socurity and the ap-
plicalion.

It iz hard 1o imagine how signilicantly more powerol de-
vices could be wsed withoul consuming larpe amounts of
power. The ecnergy sowrce on our devices is a small hatiery,
g0 wee are stuck with relatively limited compulational devices.
Wircless communicalion is Uhe mosl cncrgy-consuming [und-
Lickn performeed by these devices, so we necd 1o minimize com-
munications overhead. The limiled encrgy supplics creale
Lemsions for secarity: on the one hand, securily needs o limil
its consumplion of processor power, on the other hand, lim-
iled power supply limils the lifctime of keys (ballery replace-
menl is desipned (o reinitialize devices and rero ool keys).!

1.2 Is zecurily on sensory possifle ?

These constrainks make il impractical o use mosl curmenl

secure aleorithms, since they were designed for powerful

processors. For example, the working memory of a sensor
I B staticre: differ [rom nodes in having longer-lived energy sapplies ond
sdditional communicalions connecliors Lo sulside notwaorks.
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nisde is ol sufficsent o cven hold the variables [or asymmeel-
ric cryplographic aleorithms (c.g., RSA 48] with 1024 bits),
lel alone perform operalions with them.

A particular challenge is broadcasling authenticaled data
e the eatire sensor network. Coarmenl proposals [or ae-
thenticaled broadcast are impractical [or sensor nelwaorks.
Most proposals rely on asymmetric digital signatures [or Lhe
authenticalion, which are impractical for mulliple rcasons
(c.g., long signatures with high communication overhead of
S0-1000 byles per packel, very high overbead w creale
and vernly the signatorc). Forlhermore, previously proposed
purcly symmelric solutions for broadcast authenticalion are
impractical: (Gennaro and Rohatgi™s initial work requined over
| Kbyle of authenticalion information per packel | 17), and
Rohatei’s improved E-lime signalure scheme reguires over
M) bytes per packet [49). Some of the awthors of this arti-
cle have also proposcd the anthenticated streaming broadcast
TESIA protocol [43). THSLA works well on regolar deskiop
wiorkstations, bal uscs o mech communication and memony
o cur resource-starved sensor nodes. This adkcle extends and
adapts TESLA 1o make it practical [or broadcast authentica-
tion For sensor nelworks. We call our new protocol pTESLA.

We have implemenied all of these primitives. Ouar mea-
surements show Lthal adding securily 1o a highly resource-
constrained sensor nelwork is [casible.

Criven the severe hardware and cnergy constrainks, we mast
he carclul in the choice of cryplographic primilives and Lhe
socurily protocols in Lhe sensor networks.

2. System assumptions

Belone we oulline the secunly roguircmenls and prescal our
socurily infmastructure, we necd Lo define the system archilec-
lwre and the trust reguirements. The coal of this work is o
propose a gencral secunly infrastrociure Lhat is applicable 1o
a variely of sensor nelworks.

2 1. Communication architeciure

Ceencrally, the sensor nodes communicale over 8 wircless nel-
wirk, so broadcast is Lhe lundamental communicalion primi-
tve. The baseline prolocols account [or this properly: on one
hand they affect the tnest assymplions, and on the olher tey
MINIMIZE COCTEY USAEC.

A ypical SmartDust sensor nelwork fomms anround one or
more base stations, which inlerface Lhe sensor network Lo Lhe
oside network. The sensor nodes establish a rouling Fonest,
wilh a base sialion al the rool of overy tree. Periodic lrans-
mission of heacons allows nodes o creale a rouoling lopol-
opy. Hach mosde can forward 2 message Wowards a hase sia-
tion, recognize packels addressed (o il and handle messagpe
broadcasts. The hase stalion accesses individual nodes using
soree rowling. We assume that the base stalion has capabili-
lies similar o the network nodes, excepl that il has saflicicnl
hatlery power Lo surpass Lhe lifelime of all sensor nodes, suf-

icicnl memory o store cryplographic keys, and means [or
communicating with ouwlside networks.
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We do have an advanlape wilh sensor nelworks, becanse
mexsl communicalion involves the hase station and is nol he-
lween two kocal nodes. The communicalion patlerns wilhin
our network [all into three calegorics:

= Mode Lo base stalion communicalion, ¢.g.. scnsor readings.

» Base station o node communication, ¢.g., specilic re-
JuCsLs.

» Base station to all nades, eog., roaling beacons, guerics or
reprogramming of the entine nelwork.

Oar socurity goal is w address these communication pat-
lemns, thouph we also show how o sdapl our bascline pro-
lcols Lo other communicalion paltems, i.c. node o mde or
nidc: hroadcasl

2.2_ Trust requiremenis

Cicnerally, the scnsor networks may be deployved in untnested
locations. While il may be possible o puaranlee the inlegrily
of the cach nasde through dedicated secure microcontnollers
(e, [1] or [13]), we leel thal such an archilocture is Lo
resiriclive and docs nol gencralize o the majonly of sensor
networks. Instead, we assume thal individual sensors are un-
trusted. Our goal is o design the SPINS key sclup so 8 com-
prosmise of a node does nol spread Lo olher nodes.

Basic wirckess communicalion is nol secure. Becaose il
i= hroadcast, any adversary can cavesdrop on raffic, inject
new messaccs, and replay old messages. Hence, our prolo-
cols do nol place any trust assumiplions on Uhe communica-
Lion infrastructore, exocpd that messages are delivered o the
destination wilh non-zero probability.

Since the base station is the 2ateway for the nodes W com-
manicate with the cwside world, compromising the base sla-
Licn can render the eoline sensor nelwork wsceless. Thues the
hase stalions are a necessary par of our trusted computing
hase. Owr trust sclup refllects this and so all sensor nodes indti-
mately trusl the base stalion: al crealion Ume, cach node pels
a master secrel key X which il sharcs with Uhe base station.
All other keys are derived from this key, as we show in so0-
Lion 6.

Fimally, cach node trusts itscll.  This assumplion secms
necessary o make any [forward progress. In particolar, we
Lrust the bocal clock o be accurale, ic. W have small drfl.
This is necessary for the authenticated broadcast protocol we
describe in seclion 5.

2.3 Design puidelines

With the limiled compulation resowrces available on owr plal-
o, we canndol alfond o use asymmietric cryplography and
&0 WE Use symmelric oryplographic primilives o constrocl the
SPINS protocols. Duoe o the limiled program store, we con-
strect all cryptographic primitives (i.c. cncryplion, messagse
authenticalion code (MAC), hash, rmndom number generaton)
ol of a single blick cipher [or code rease. To reduce com-

munication overhcad we exploil common stale belween the
CoMmmunicaling parics.

3

3. Requirements for sensor network security

This section formalizes the sccurly properlics reguired by
sensor networks, and shows how they are directly applicable
in & Lypical sensor network.

J.I. Data confidentiality

A sensor nelwork shoold not leak sensor readings o neigh-
haosring networks. Inmany applications (c.g., key distribution)
mixbes communicate highly sensitive data. The standard ap-
proach [or keeping sensilive dala secrel 15 o cncrypl the dala
with a secrel key thal only intended receivers possess, hence
achicving confidentiality. Given the observed communication
patlemns, we scl up secure channels belween nodes and base
siglions and laler hopdstrap olher socure channels as neces-

SAry.
3.2, Data authentication

Mes=sage authenlicalion 15 imporiant for many applications in
sensor nelworks (including administrative lasks such as nel-
wiork reprogramming or controlling sensor node duty cycle).
SinCce an adversary can casily injoct messages, the receiver
necds o cnsure thal data weed in any decision-making process
onginales Mmom a trusted sowrce. Informally, dafa authentica-
How allows a receiver o verily that the data really was scal by
the claimed sender. Informally, dala authenticafion allows a
receiver Lo venfy thal the dala really was senl by the claimed
semier.

In the two-parly communicalion case, data aulthenlication
can be achicved through a parcly symmelnc mechanism: The
sender and the receiver share a secrel key W compule 2 mes-
sage authentication code (MAC) of all communicated data
When a message with a correct MAC arrives, the receiver
knuvers Lhal il must have been seal by Lhe sender.

This style of authenlicalion cannol be applicd W a broad-
casl selling, withoul placing much stronger lrusl assumiplions
on the network nodes. 17 one sender wanls o send authenlic
data o mutpally untnested receivers, using a symmetric MAC
is insccune: any one of the receivers knows the MAC key, and
heace, could impersonale the sender and [orge messages o
other receivers. Hence, we neod an asymmolric mochanizsm
e achicve aulthenticated broadeast. One of our contributions
is o construct authenticated brogdceast frmom symmelnc primi-
Uves only, and introduce asymmelry with delayed key discho-
sure and one-way function key chains.

3.3. Data integrity

In communication, dala imtegrity cnsures Lhe recever thal the
received dala is nol alicred in transil by an adversary. I
SPIME, we achicve data imegrity through data authenlication,
which is a sironger properly.

J.4. Data freshness

Scensw nelworks scnd measoremenls over Lme, so il is noll
cnough W guearantec confidentiality and auwthentication; we



