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Semaphores

As we know now, one needs both locks and condition variables to solve
a broad range of relevant and interesting concurrency problems. One of
the first people to realize this years ago was Edsger Dijkstra (though it
15 hard to know the exact history [GRY2]), known among other things for
his famous “shortest paths” algorithm in graph theory [D59], an early
polemic on structured programming entitled “Goto Statements Consid-
ered Harmful” [D68a] (what a great title!), and, in the case we will study
here, the introduction of a synchronization primitive called the semaphore
[D68b,D72]. Indeed, Dijkstra and colleagues invented the semaphore as a
single primitive for all things related to synchronization; as you will see,
one can use semaphores as both locks and condition variables.

THE CRUX: HOW TO UsSE SEMAPHORES
How can we use semaphores instead of locks and condition variables?
What is the definition of a semaphore? What is a binary semaphore?
Is it straightforward to build a semaphore out of locks and condition
variables? What about building locks and condition varables out of
semaphores?

Semaphores: A Definition

A semaphore is as an object with an integer value that we can ma-
nipulate with two routines; in the POSIX standard, these routines are

sem_wait () and sem_post () ! Because the initial value of the semaphore

determines its behavior, before calling any other routine to interact with
the semaphore, we must first initialize it to some value, as the code in
Figure 31.1 does.

1] listorically, sem_wait () was first called P() by Dijkstra (for the Dutch word “to probe™)
and sem_post () was called V() (for the Dutch word “to test™). Sometimes, people call them
down and up, too. Use the Dutch versions to impress your friends.
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finclude <semaphore.h>
e zam bt 55
3 sem init (&3, 0, 1});

Figure 31.1: Inttializing A Semaphore

In the figure, we declare a semaphore s and initialize it to the value 1
by passing 1 in as the third argument. The second argument to sem_init ()
will be set to 0 in all of the examples we'll see; this indicates that the
semaphore is shared between threads in the same process. See the man
page for details on other usages of semaphores (namely, how they can
be used to synchronize access across different processes), which require a
different value for that second argument.

After a semaphore is initialized, we can call one of two functions to
interact with it, sem_wait () or sem_post (). The behavior of these two
functions is seen in Figure 31.2.

For now, we are not concerned with the implementation of these rou-
tines, which clearly requires some care; with multiple threads calling into
semwait () and sem_post (), there is the obvious need for managing
these critical sections. We will now focus on how to use these primitives;
later we may discuss how they are built.

We should discuss a few salient aspects of the interfaces here. First, we
can see that sem wait () will either return right away (because the value
of the semaphore was one or higher when we called sem_wait ()), orit
will cause the caller to suspend execution waiting for a subsequent post.
Of course, multiple calling threads may call into sem_wait (), and thus
all be queued waiting to be woken.

Second, we can see that sem_post () does not wait for some particular
condition to hold like sem wait () does. Rather, it simply increments the
value of the semaphore and then, if there is a thread waiting to be woken,
wakes one of them up.

Third, the value of the semaphore, when negative, is equal to the num-
ber of waiting threads [D68b]. Though the value generally isn't seen by
users of the semaphores, this invariant is worth knowing and perhaps
can help you remember how a semaphore functions.

Don’t worry (yet) about the seeming race conditions possible within
the semaphore; assume that the actions they make are performed atomi-
cally. We will soon use locks and condition variables to do just this.

int sem walt{sem € «35) {
decrement the value of szemaphore s by one
walt 1f valus of semaphore 3z 13 negative

int sem post{sem L «35) |
incremaent the wvalue of zemaphore s by one
1f there are one or more threads waiting, wake one
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Figure 31.2: Semaphore: Definitions of Wait and Post
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sem t om;
sem init{em, O, X); S/ initialize semaphore to X; what should X be?

zam wait (&m);
ff critical section here
sem post (&m) ;

Figure 31.3: A Binary Semaphore, a.k.a. a Lock
Binary Semaphores (Locks)

We are now ready to use a semaphore. Our first use will be one with
which we are already familiar: using a semaphore as a lock. See Figure
31.3 tor a code snippet; therein, you'll see that we simply surround the
critical section of interest with a sem_wait () /sem_post () pair. Criti-
cal to making this work, though, is the initial value of the semaphore m
(initialized to X in the figure). What should X be?

... (Try thinking about it before going on) ...

Looking back at definition of the sem_wait () and sem_post () rou-
tines above, we can see that the initial value should be 1.

To make this clear, let’s imagine a scenario with two threads. The first
thread (Thread 0) calls sem_wait () ; it will first decrement the value of
the semaphore, changing it to (. Then, it will wait only if the value is
not greater than or equal to 0; because the value is 0, the calling thread
will simply return and continue; Thread 0 is now free to enter the critical
section. If no other thread tries to acquire the lock while Thread 0 is inside
the critical section, when it calls sem post (), it will simply restore the
value of the semaphore to 1 (and not wake any waiting thread, because
there are none). Table 31.1 shows a trace of this scenario.

A more interesting case arises when Thread (0 “holds the lock™ (ie,
it has called semwait () but not yet called sem_post () ), and another
thread (Thread 1) tries to enter the critical section by calling sem_wait ().
In this case, Thread 1 will decrement the value of the semaphore to -1, and
thus wait (putting itself to sleep and relinquishing the processor). When
Thread 0 runs again, it will eventually call sem_post (), incrementing the
value of the semaphore back to zero, and then wake the waiting thread
(Thread 1), which will then be able to acquire the lock for itself. When
Thread 1 finishes, it will again increment the value of the semaphore,

restoring it to 1 again.

Value of Semaphore Thread 0 Thread 1

call semwait {)
sem_wait () returns
(crit sect)

call sem.post ()
Sem_post () returns

Table 31.1: Thread Trace: Single Thread Using A Semaphore
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