Scalable Routing in Sensor Actuator Networks with Churn

Thomas Fuhrmann
IBIXS Systemarchitektur, Universitat Karlsruhe (TH), Germany
thomas. fuhrmann@ira.uka.de

Abstract

Routing in wireless networks is inherently difficult since
their network topologies are typically unstructured and
unstable. Therefore, many routing protocels for ad-hoc
netwarks and sensor networks revert 1o flooding 1o ac-
quire roeules fo previously unknown destinahions. How-
ever, sich an approach does it scale 1o larpe networks,
expecially when nodes need to commumicate with many
different destinations.

This paper advocates a novel approach, the scal-
able source routing (55R) protocel [t combines
overlay-like routing n a virtual network structure with
source routing i the physical network structure. As a
conzeguence, SSR can efficiently provide the routing se-
mantics of a structured routing overlay, making ot an
effictent basix for the scalable implementation of fully
decentralized applications.

In [5] it has been demonstrated that 85K can al-
mast entirely avind flooding, thus leadmg 10 a both
memory and message efficient rouling mechanism for
larpe unstructured networks. This paper extends 53R
to unstable networks, i e. networks with churm where
nodes frequently join and leave, the latter potennally

ungracefully.

1. Introduction

The study of mobile ad-hoc networks and sensor
networks focuses on two distinet areas: (a) scenanos of
small network clouds of typically less than 100 nodes
that commumcate e.g. via I[EEE 8021 | wireless hinks,
and (b} scenanos of many uny devices wath hmited
resources that appregate data towards larper gateways.
We aim at a related but different scenano: larpe unstruc-
tured networks where the nodes communicate using the
semantics of structured routing overays. The followimng
example shall motivate why we beheve that such a sce-
narno will become more and more important in the near
future.

1.1. Application scenario

Our gunding example s a commumty of digital
homes where techmcally inexpenenced people unstruc-
turedly deploy a growing number and vanety of net-
worked devices. These devices contamn tiny processors
mterfacing to sensors andfor actuators. They could, for
example, be part of a hehting or air condiioming sys-
tem, or control houschold apphances, potentally to-
gether wath other kinds of devices such as PDAs acting
as user interface towards these embedded controllers.

We assume that many of these devices are con-
nected wirelessly usmg different technolomes, e g
f1gbee, Bluctooth, [EEE B02.11, etc. But we also as-
sume that at least some devices also connect o a wired
network, c.g. via Ethernet, powerine, or a field bus.
Multi-protocol devices can provide connectivity across
these different hink layer technologies. This will result
mn a polentially large network that spans not only sin-
gle houses, but local commumities or larger municipal
or industnal complexes. Thus, the network wpology 15
neither that of a typical ad-hoc network nor that of a
typacal infrastructure network.

Today, we already see the onset of such a scenano.
More and more devices commumcate warelessly; and
more and more buldings provide a local warchne infra-
structure; but the warcless hinks typically operate on a
point-to-point (or mulbpoint) basis, only: A PDA at-
taches o an acoess pomnt; a remote control attaches to
the TV set or the ai-condittoming.  Nesther of them s
capable of using one of the other devices as a relay.

Our vision 15 that all these devices form a real net-
work where messapes are routed potentially across sev-
eral miecrmediate devices. With such an approach de-
vices do not need to use thear radio to reach their respec-
tive destination, but can rely on a more powerful hnk.
Any device that has enough resources should be able to
act as relay. This saves overall encrgy, reduces mierfer-
ence, and allows the creation of truly distnbuted appli-
cations. The latier may be simphficd considerably by
providing the semantics of a so-called structured row-
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myg overlay n the network, as detailed i the followimng
section.

1.2. The key-based routing semantic

(Overlay networks, including peer-to-peer  net-
works, have been quite successful recently. One power-
ful concept 15 the concept of a structured routing over-
lay providing the kev-based rouling semannic (KBR)
[2]. Dustributed hash tables (DHT) typically use KBR
to provide distnbuted storage of data tems whose keys
arc hashed to an identhier space that 15 sphit across the
participaiing nodes. Typical examples are CAN [17],
Chord [20], and Pastry [18]. Furthermore, structured
routing overlays can be used for vanous other purposes
85 descnbed e.g. with the Internet Indirection Infra-
structure (130 [ 19].

In a scenano hke ours, the KBR semantics allows
the easy construction of e.g. a rendervous mecha-
mism for service discovery and other look-up problems.
Thereby, systems can be broken up mto sensors and ac-
tuators whose couphng 15 not fixed, but that can be flex-
ibly mediated by the underying network. KBR can also
act as a basis for data aggregahion and multcast (as done
with 13}, and of course for a distnbuted storage system.
Moreover, KBR 15 a penerahzabon of umcast routing,
s that a KBR system also provides umicast routing.

1.3. Coniribution

Previous work of the auwthor [3] has already de-
scribed and evaluated the scalable souwrce routing (SS5R)
protocol, an approach that provides scalable routing 1n
large unstructured networks. However, so far, SSR has
been hmoted to static networks. In this paper we extend
S5R so that it remains stable i presence of node chum,
I.c. 0 situations where nodes frequently join and leave
the network, the latter potentially ungracefully.

Churn has been studied intensively wath peer-to-
peer networks. But it 15 also a typical phenomenon for
wircless networks such as the scenano descnbed above.
Even when nodes have hmited mobihity, the hink qualhity
can quickly and unexpectedly change. Moreover, inds-
vidual nodes might suddenly faill or be powered down.
The mechamsms descnbed in this paper serve to mam-
tam S5R’s routing service intact in spite of chum. Nev-
ertheless, the design takes in to account that the protocol
must be suitable for larpe networks of small embedded
devices that can hold only very hittle state.

Thas paper 15 structured as follows: Section 2 sives
a bnef overview of related work. Section 3 descnbes
the SSR protocol: Sections 3.1 — 3.5 review SSR for
static networks, mtroducing a few improved protocol

features, especially to speed up node joins (section 3.4).
Sectnions 3.6 and 3.7 present new protocol mechamisms
which ensure S5R s stability in case of node chum. Sec-
twon 4 presents simulation results from an S0 node
network with varying chum; and section 3 concludes
with an outlook to future work.

2. Related work

Ad-hoc routing has been studied for quite a whale
now [8]. A well-known protocol 15 ad-hoc on-demand
distance vector routing (ADDV) [15][1]. AODY floods
the network with route request messages in order o en-
able the network to route to previously unknown dest-
nations. The so acquired state 15 stored as routing table
entries m the network, 1. e. nodes know the direction to
active sources and destimations.

Dynamic source routmg (DSR) [11], too, uses
flooding, but 1 a way that bunlds a source route span-
mng the entire way from the source to the destina-
uon. Both, source and destination node cache the source
route in & rowte cache. But unhke AODYV, all the other
nodes do not need to mamtan state. Several addibions
[13] hke salvaping, pratuitous rowte repair, and promis-
cuous hstemng improve DSR’s performance in the pres-
ence of churn and node mobahty. Further optimizabions
[9] concern the way routes are kept in the caches.

S5R shares many of these 1deas excepl for the pnn-
cipal differences that rowtes are not discovered by Aood-
mg route requests, but by appending routes stepwise
while approaching the destination i the virtual nmg.
Morcover, unhke DSR, 55R’s route cache 15 hmited
m order to meet the reqgurement of a constant memory
footprint.

Geographic routing [12][14] relies on the physical
position of the nodes for routing. Thereby, the nodes do
not need to acquire routes but can calculate the respec-
tive next hop node from the positons of their neigh-
bors and the posiion of the destination node. How-
ever, o work properly, geographic routing needs o em-
ploy penmeter routing whach can only be used when the
nodes are spread in a 2-dimensional space. Morcover,
georraphic routing requires the nodes to somehow de-
terminie and commumicate their physical posibons. Both
hmitations are not present with SSE.

Unhke 55R and the previously mentioned proto-
cols, herarchical routing mechamisms group the nodes
mito clusters or subsets. Landmark routing [6] sclects
onc node in each subnet to act as landmark for the sub-
met. Only the routes to the landmarks are distnbuted
globally. Messages are first routed towards one of these
landmarks, and then distnbuted locally by another rout-
g mechamsm, e g, Aooding. Moreover, in order to be
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able to send a message in the first place, a source needs
to know a landmark 1n the vicmity of the respective des-
tmation. To this end, the nodes must be orgamzed mto
subnets and the routes to the subnets” landmarks need o
be distnbuted globally. This 1s not true for SSR: node
addresses do not need o adhere to a subnet structure,
source routes can be bootstrapped in a scalable manner,
and messages can be routed to any destmation without
a final Aooding step.

Routing m sensor networks s mamly concerned
with data aggrepation and dissermimation. Accord-
ingly, looding and possiping are important mechamsmes
[ 10]]3]. SSR, on the other hand, aims at providing KBR
independent of a particular apphcaton. Although 55R
can cfhcwently provide data aggreganon and dissermna-
tion along the routing tree impheitly created by the key-
based routing [19][7], it also provides unicast routing
for arbitrary pairs of nodes. This 15 important when an
apphcation needs to hnk speaific sensors and actuators,
e.. because they jontly form a spatially distnbuted
apparatus,

The combmmation of underlay and overlay ap-
proaches has been bnefly discussed in the hiterature:
Pucha et al [16] advocate using DSRE to populate Pas-
try’s routing table. But since the authors do not detml
therr approach, we cannot compare it to SSE. We can
only speculate that DSR’s flooding mught severely af-
fect the perfformance of this strmghtforesard approach.
Morcover, S5R contains elaborate route cache opera-
tons absent in Pucha’s proposal.

In order to achieve scalability, several authors have
proposed to use landmark routing. MADPasiry [21]
combines landmarks to obtam virntual addresses, Pastry
to store and use these virtual addresses, and ADDY o
bunld up the according routing state for the actual phys-
wcal network. [4] pursues a similar approach, but uses
DSR to obtam the phyvsical routes. In both cases, vir-
tual addresses are used to create a erarchical structure
on op of the network that helps reducing the required
amount of state. In contrast, SSE deeply intertwanes vir-
tual and physical structure to obtain a scalable routing
not from a hierarchy but from S5SR’'s emergent effects.

3. Scalable Source Routing

1.1. Overview

Scalable source routing (55R) 15 a self-orpamzng
routing protocol that focuses on large, unstructured net-
works where nodes have hmited resources. lis design
was guided by the following three assumptions that re-
flect the constrmnts and conditions of the scenano de-
scribed above:

Distributed Dhistributed
application application
interiace of a Structured Aouting Overlay
T
Chord
Routing :‘.—:— SaR
protocol, 8.g.
ADDV, DSR
e
Link layar, Link layer,
a.g. 802.11, e.g. 802.11,
Bluetooth, etc. Bluaiooth, etc.

Figure 1. 55R’s cross-layer approach

|I. Nodes can afford only hittle memory to hold rowt-
ing state. The memory 15 assigned statically, 1.e.
there 15 no way to acguire additional memory.

2. Nodes commumicate with many different destina-
tuons using the structured overlay routing seman-
.

3. The network consists of heteropencous nodes that
have largely diffenng communication capabihties.
Most nodes have only very few hnks, but a few
nodes are very well connected, 1.e.  the network
has small world topology.

SSR was mspired by the Chord overlay, and it
shares some basic deas with DSE. Like DSRE, 55R
builds up source routes and mantamns a cache holding
the "maost useful” source routes. Unhke DSE, it does not
need to flood the network to discover unknown source
routes, but uses an addinonal routimg rule o forward the
packet. This routing rule comesponds to the Chord over-
lay routing rule. To this end, SSR supplements the phys-
wal network topolosy wath an additonal virtuwal nng
structure. This combination of DSR-hke source routes
with a Chord-hike vinual nng makes SSR scalable and
provides the routing semantics of a structured routing
overlay.

However, unhke Chord, SSR 15 a network layer
protocol, 1.e. it does not requine another routing sys-
tem underneath (cf. hg 1). This cross-layer approach
reduces both, the /mplementation complexity and the
resource requirements compared to the case where an
overlay routing protocol hke Chord would operate on
top of an ad-hoc routing protocol hke DSE.
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