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ABSTRACT Categories and Subject Descriptors

Sensor pelwiorks promise viable solulions o many moniloring prob-
beims. However, Lhe praclical deploymeal of scasor networks [aces
many challenges imposed by real-world demands. Sensor modes
oflcn have limiled compulation and communicalion resources and
batlery poseer.  Morcover, in many applicalions scnsors are de-
ploved in open cnvironmenls, and henee are vulnerable 1o physcal
altacks, polcntially compromising the sensor's cryplozraphic kevs.

Onie of the basic and indispensable Munclionalitics of scasor net-
wiorks is the ahilily 1o answer querics over the data aoguired by the
sensors. The resource constrainls and sccurily issucs make design-
ing mechanisms for information agarcgalion in large sensor nel-
works particularly challenging.

Ini this paper, we propose 8 novel lramework for scoure infonma-
Lo aggregation in large sensor networks. In owr framework certain
mixdcs in the sonsor nelbwork, called aggregalors, help aggregaling
information roguested by a query, which substantially reduccs the
communication overhead. By construcling cfficienl random sam-
pling mechanisms and inleractive prods, we cnable the wser W
verily Lhal the answer given by the aggregalor is a good approxi-
malion of the rue value even when Lhe aggregalor and a fraction of
the scnsor nodes are commupled. In parlicular, we presenl cllicicnl
protocals [or sccure compulation of the median and the average of
the measurcments, for the cstimation of the nelwork size, and (o
finding the manimum and maximuwm scnsor reading. Oar prolocols
reguire only sublincar communication belween Lhe ageregabor and
the wser. To the best of owr knowledge, thas paper is the lirst on
sccure informalion aggregalion in scnsor nelworks thal can handlc
g malicius agerepalor and sensor nodes.
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1. INTRODUCTION

Sensor nelworks are becoming increasingly popalar b provide
ceonnmical solulions o many challenging problems such as real-
Lime tralfic moailoring, wildine racking, wildlife monitorng, or
building salely moniloring. In scnsor nelworks, thousands of sen-
=or nodies collectively momilor an arca. These large sensor nelworks
gencrabe 3 substantial amount of dala, vel the semsor nodes oflen
have limited resowrces, such as compulalion power, memory, stor-
age, coammunicalion, and most importanddy, battery encrgy. The
large scale of sensor notworks and Lhe resowrce constraints make it
an imporiant challenge o design and develop eflicient infonmalion
processing and aggregation Iechnigues e make clfective wse of the
data. CGiven a gquery, il may be snncocssary and ineMcical o ne-
turn all raw dals colbected from cach sensor—instead, infonmation
should be processed and aggregated within the network and only
processed and aggregabed information is retamed |13, 16]. In such
a scllimg, corlain naodes in the sensor network, called apgrepators,
collect the raw information from the sensors, process il oecally, and
reply Lo Lhe aggregale quenics of & remobc user. However, inlorma-
Liom aggregalion in sensor nelworks is made even more chalkenging
by the [act thal the sensor modes and aggrepalors deployed in hos-
Like cavironmenls may be compromised duc 1o physical lampering.
Therelore, the processing and aggregalion mechanisms nocd o be
resilicnl againsl allacks where the aggregalor and a fraction of the
sensor nodes may be compromised.

Previous work in dala aggregalion assumes Lthal cvery node is
homest (21, 10, 13, 16], with the exceplion of | 15] (ol Sec. 1.1} In
Lhis paper, we address the probdem of how 1o enable secare infor-
malion agerepalion, such thal the user acoepls Lhe dala with high
proshability il the aggregaled resull is within a desired bound, bul
Lhat the user detects chealing with high probability and repects the
resull il it is oulside of the bownd.

An allacker can perfonm a wide varicly of attacks. For example,
once the allacker compromiscd the base stalion or the aggregalons,



the allacker could perform a dental-ol-service allack and stiop ne-
sponding W any Querics.  Since we assume thal a comproamised
misde @5 undcr the [ull coatrol of the allacker, there is modhing, K
prevend the allacker (rom mownting such denial-of-service atlacks.
However, in this paper we [ocus on anolher Lype of allack thal we
call stealthy attack. In a slcalthy stlack, the attacker’s goal is W
make the wser acocpl false apgresation resulls, which are signil-
cantly diffcrent from the true resalts determined by the measured
values, while nad being detected by the user. In particular, we wanl
Wy guaranlec that if the wser accepls a reponed aggregation resull
froam the aggrepators, then the reponcd result is “close™ Lo the e
gggregalion value with high probability; othcrwise, if the reponicd
value is significantly differenl from the true value due e the mishe-
havior of the compromised aggregators andfor the scnsors, the user
will deiect the cormaption and reject the reporicd aggregation resull
wilh high probability. We stress thal in the considercd modiel the
cormupbod scnsors and aggrepators may deviate from the protocol
in an arbitrarily malicious way, and our goal is Lo prevenl the user
froam acoepling incorrect resulls.

More procisely, we propose the approach ol aggrepale-commil-
proves i our sciling, the aggregalors nol oaly perform the aggre-
galion lasks, bal also prove Lhal they perform these asks correctly.
Spoecifically, 1o prevent the aggregalors [rom chealing, we use cryp-
lvgraphic lcchnigues of commitments, and construcl cllicienl ran-
dom sampling mechanisms and inleractive prools, which cnable
the wser o verily Lhal the answer given by Lhe agprepalons is 8 good
gpproximalion of the truc value cven whoen the aggrepators apdfor
a raction of the scasor nodes may be conrupled.

Im this paper we presenl the following conbributions:

= We introduce the problem of secare information aggrepgalion
in scomsor nelbworks, analysc the attack model and sccurily
FedjuirCimcls.

= We propose Lhe apgregate-commil-prove [ramework for de-
signing sccure imformatlion aggregalion prolocols (Section 3).

= We pul lorward concrele protocols [ scourcly computing
the median (Section 4), secarely (inding the minimem and
maximimm values (Section 3), sccurcly cstimating {(Ccounting)
the: number of distinel clements (and the network i) (Sec-
Livwn &), and sccurcly compuling the average of measurcimenls
(Soction Ty, Ouwr protocols roguine oaly sublincar comemni-
cation overhead between the agzregaton and the wser.

= We proposc the approach ol forward secare aufheatication
Ly cmsure thal oven il an altacker corrapls a scnsor node al
g peinl in Lime, il will nol be able W change any provious
readings the sensor has recondod kcally (Section #).

1.1 Related work

Previous work in seasor melwork dala agoregalion has mainly
focuscd on how o aggrepale information assuming cvery msde is
honest |21, 10, 13, 16]. Huo and Evans have studicd the probdeam of
information aggregation il onc node is compromisad | 15], bal their
prolocol may be valnerable if a parend and a child node in their
hicrarchy arc compromised.

Frptn of ai. |12] studicd the problem of approximale inleractive
prools, where a prover {the aggregator} proves Lo a venlicr {Llhe
home server) thal the inpul dala has soame properly.  However, in
their mode] both the prover and the verilier can access the inpul
data. and the Lask of the prover is Lo assisl the verifier, so thal the
verifier docsn’l have o read the colire inpul. Some of their solu-
Ligms can be implemented directly in our model by simulating ver-
ificr's acoess o the impul: whenever woriler should read a pant of

Lhe impul, he asks the prover o deliver the desired parl. However,
in many cascs lhe Iocatioas of the desired pans should be hidden
[roim the prover, heace 8 more cxpensive simulation is nocded, c.a.,
wsing a privale information rebrieval proboood |7, 18]

2. PROBLEM STATEMENT: SECURE
INFORMATION AGGREGATION

2.1 Problem Setting

We consider Lhe seiting where a large number of sensors are de-
ployed in some arca distand [rom a home senver, Scnsors perlorm
measuremenls and the bome server would like bo guery sladistics
of the measured values. However, sensors are usually simple, low-
powered devices which can communicale only within small range
of their localion, and so they canndd report Lhe measarcments di-
recily o the distant hosme server [17]. Thuas, a resoarces-cnhanced
base stalion is ollen used as an inlermediary between the home
server and he sensor nodes.

We assume Chal cerlain nodes in the network would perform the
aggregalion sk, In the resl of the paper, we reler W the nodc that
perfonms the aggregation sk the agprepator. The hase slalion is
a naural candidate o perform the aggregation Lask, due o ils cn-
hanced computation and communication power. However, the issuc
ol deciding which nodes are the aggregators is oul of the scope of
Lhis paper amd we simply assume thal thene cxisl some aggrepalors
in the network al & given lime. Morcover, soame senson nelworks
may have mulliph: aperegators (For cxample, in TAG |21, cach
ni-leal mode i5 an aggregaton). For simplicily, in most of this pa-
per, we only consider the case of a single aggregalor. Neveriheless,
our lechmigues can be exicnded o maltiple aggregalons, as we dis-
cuss in Section 9.

2.2 Key Setup And Communication Model

We assume thal cach scnsor has a unigue sdentificr and shares
a soparale seorel crvplographic key with the home server and wilh
Lthe aggregator [25]. The kevs cnable messape ambentication, and
cmcryplion il dala confidenliality is required. Mote thal thee hoame
server and the aggregator do nol nced o store O i) keys [25] — in-
slead cach of them slores simply & master key K g and K 4 (for the
hwm server and the aggregator, respectively), and cach sensor node
stores the shared keys MAC g, (node 1) and MAC g, (node 11D,
whore MAC is 8 scoure message authentication code that is used
here as a psewdo-random funclion. A specific scoune inslantialion
of MAC is the HMAL construction by Bellare ot al |5]. Thas,
given a node [T, the home server (or the apgregator) can compule
ils sharcd key with the scnsor node by using ils master key and
hence auwthenticale the sensor msde's message.

Since some scnsors may be cormupled (ol Scclion 2.3}, the nel-
wink may become pariiioned by the cormupled sensors, in which
case some uncormapled scasors are able Lo communicate wilth cach
olher andfor with the aggregalor only via roules through conrupled
sensors. When Lhis happens, the cormupled sensors could always
play a denial-ol-service allack and cul off the communication be-
Iween two parlitioned sensor nelworks and simply claim 1o one
partition thal the odher partition is nol reachable. In such a case
an aggregalor may al best be able 10 compuic aggregabed informa-
Lion for onc partition. Therelore, For simplicily, we assume Lhal the
pnconrpled sensors fonm a coanected componenl conlaining the
aggregalor, meaning thal the scl of wncorrepied scnsors can reach
cach olher via paths composed of only uncomuplod scnsors.

We [urthermore assume thal the home server and base stalion
have a mechanism o broadceast authenlic messages (c.8. Querics)



indo the nedwork, such thal cach seasor node can verily the aulhen-
Licity of the messape, lor cxample using the THESLA broadcast an-
thentication protocol [24, 25).

2.3  Attack Model And Security Goals

We consider a seiling with a podvnomially bounded allacker,
which can corrupd some of the scasors as well as the aggnegator.
Actions of a corrupled device are Wotally delermined by the adver-
sary. In particular, the adversary can arbitrarily change the mea-
surcd values reporicd by a corrupted sensor. However, we assume
thal the adversary can corrupd al mast a (small) fraction of all the
RCISS.

An atlacker can perfonm a wide varicly of altacks. For cxam-
ple, a conrupled aggregator could repon some significantly biased
o [ctive values (possibly wdally independent of the measured val-
wes), instead of the real aggregales, and so provide the home server
wilh [alsc iformation. Since in many applicalions the informalion
received by the home server provides a basis [or critical decisions,
falsc imformation could have catastrophic implicalions. However,
we dov mol wanl W limil ourselves 1o just a few specific selected
adversarial strabegics.  Insbcad, we assume Lhal Lhe adversary can
mishchave in any arbifrry way, and the only limilalions we pul
on the adversary are ils compulational resowrces (polynomial in the
sccurily paramcler) amd the raction of modes Lhat il can conmupl.
In pariicular, we assume Lhe Byzantine faull model |20] wherne a
compromised node is under the full coatrol of the atlacker.

Im this sciling, we [ocus on sfealtfy atiacks, where the allacker’s
goal ks 1o make the home server accepd [alse aggregation resulls,
which are significanily dilferent [rom the true resulls delermined by
the measured valocs, while nad being detecied by the home server.
In thes conlexil, denial-ol-service atlacks such as nod responding 14
queries clearly indicales to Lhe home server Lhal somclhing is wrong
and therelore is nod a slealthy allack.

Oar security poal is o prevend stealthy atfacks. ln particular,
wi wanl o guaranbee thal if the home server acoopls a reponicd
gggregalion resull from the aggregators, then the reponcd resall is
“close”™ 1o lhe truc aggregalion value wilh high prohability; olher-
wise, il the reported value is significantly dilferent from the troe
value duc o the mishehavior of the corrupled aggregators amdfor
the scmsors, the home server will detect the cormplion and rejoct

the reported aggrepation resall with high probabilidy.

14 Efficiency vs. Accuracy Tradeoff

The problemes discussed in this paper have a straightforward (but
unforiunatcly very incificicnt) solution: the aggregator forwands e
the home server all dala and authentication information from cach
sensof. Given all the data, the haame server can verily authenticily
of cach data item, and answer all the statistical guerics kcally.

Howvever, we assumc Lhal the communicalion belween the aggne-
gabor and the home server is capensive, hence Lhe trivial solulon of
scoding all the data i very incllicienl, and owr goal is 0 redoce
the amound of communication between the the aggregator and Lthe
home scrver. On the olher hand, communicaling just the resull of
2 Query S in many cases (g, [or cound, min/max, average, of me-
dian queries) very cllicical, bal il docs nol give the guaranles of
correctness.  Morcover, for all the problems studsed in this paper
we can show Lhal in order Lo prove Lhal the reporicd aggregation re-
sull is exacl (with sero probabality of error), we noed al least lincar
communication complexily (lincar in the stz of the nelwork), i.c..
we canndd do much belter than sending all the dala to the aggre-
gabinr. Il we arc willing W accepl (a small) mon-scro probabality of
ciror, then theoretically general methods based on PCP echnigues
could be applied |2, 19). However, such methods would be very in-

clficient in practice. Hence, in order 1o achicye practical sublincar
comimunication complexity, we ncod o relax the accuracy roguine-
mnts and aocepl gpproximative resulls.

Depending on the unction [ being compuicd by the aggrepa-
Low, variss nolions of approximations arc usclul. el f be a Danc-
Liom of @y, ... 0y inlo real numbers, and ety — flag, ... 3a).
We zay thal # is a malliplicative s-approximation of g (or just -
approximation) il (1 — ey < § < (1 + £)y. We say that § is an
additive c-approximation ol gily — s < <9 + £

The dilference belween ¢ and § can be caused by variows [aolors:

(1) Some sensors may be compromised and reporl wrong valoes
Lhat will affect the aggregation resull. 17 a cormapled sensor
simply reports 8 wrong value,' it may be difficalt 1o detect
Lthe mishchavior since such a deleclion may reguire appli-
caticn'scmantics spoecilic knowledge. However, depending
on the aggregation lunction, asseming thal al mosl a cerlxin
number of scasors are compromiscd, we can calculale the
bound on how much deviation from the correct resull these
cormupled sensors can causc.

(2} Im some scenarios, when the agprepator uses samipling lech-
miques o calculale the aggregation resull, the samipling Lech-
migque will intreduce some cstimation crror. We can bound
Lhe: estimation coror by adjusting the nomber of roguined sam-
ples.

(3) The aggregator may be compromased, and may Iry o cheal
by reporling wrong ageregalion valucs. Withoul secwrily
mechanisms, & corrapled aggrepator can lic aboul the agpre-
galion resull and reporl wrong values thal are very [ar from
Lhe: Lrwe resull

Because the errors causced by the above three [aclors can be upper
boundcd additively, and computing the bounds for (aclors 1) and
{2} is relatively straighlforward, in the res of the paper we mainly
focus on describing now lechnigues prevending the allacks of the
Lthird kind {cormapled aggregator) and compule the corresponding
bounds. In particular, we propose efficicnl inberactive prosods [or
vori ication of the acowracy of the resulls reporicd by the aggrega-
Lin.

In addition o the approximation coor £, which describes the
gqualily of a reporied resull, we also use a parameler &, which apper
bounds the probabilily of ol delecling a chealing aggregator (ic.,
an aggregabor reporiing a resull nol within £ bounds). Formally,
wie call such a prolocol an (e, & )-approdmation, meaning Chal the
prodocol [inds an e-approximalion wilth probability al lcast 1 — 4,
and runs in Lime polynomial in 1/ and 1/{1 — &). As long as 4 is
bounded away from | by some constant [raction, the actwal value of
4 15 nol essealial, since by repeating a prodocol Oflog 1/4) Limes,
w can make the probabality arbstranly small of being cllfectively
cheated, assuming the independence of cach trial.

2.5 Notation and Conventions

In the remainder of this paper, i denoles the number of sensors,
51, - 50 A denoles the aggregalor, and B the home scrver. We
consider scenarios where the values measurcd by the sensoms anc
Frowm soimes Wdally ordered scl, and we denote by a, the valec ne-
poricd by sensor S, In [act, withoul loss of gencralily, we assume
Lhat the valees a, ane imlegers [rom [m] = {1,... ,m}.

For the complexity analysis, we assume thal cach clement and
cach hash value cam be accessed in | step, and sending il costs |

"Howewer, a faulty value with a correct authealicalion Lag, since we
assume thal pode compromise also resulls i key compromise.



