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ABSTRACT

Az zenzor networks edze closer towards wide-spread deplovment,
sacurty 15sues bacome a central concern. So far, the mam ressarch
focus has been on making sensor networks feazible and usaful, and
less emphasis was placed on secunty.

We design a sutte of sacunty bu:]dmrblu-htharareuptlmzed
for resource-constramed ermaromments and wireless commmmica-
tion. SPINS has two secure buldme blocks: SHNEP and pTESLA.
SWEP provides the followmgz mmportant basaline securdty prim-
trves: Data confidentiahity, two-party data authenheation, and data
freshnesz. A parheularly hard problem 1= to provide efficent broad-
cast authentication, which 13 an mportant mechani=m for sansor
networks. pTESLA 15 a new protocol which provides :rm:hE:n:n:ated
broadeast for severely resource-constramed emronments. We
plemeanted the above protocols, and show that they m‘epmcm:al
even on ranmalishe hardware: The parformance of the protocel
smite easiby matches the data rate of our network. Addmonally, we
demonstrate that the surte can be used for building higher level pro-
tocols.

1. INTRODUCTION
‘e emazion a future where thousands to mulhons of small zen-
zorz form self-orgamizing wireless networks. How can we provide
sacurity for thess sensor networks” Securify 1= not easy; compared
with comentional desktop ¢ 3, sevare challenges exmst —
these sensors will have limited processing, storaze, bandwidth, and
EHETTY.
Dezpate the challenses, secunty 13 mmportant for these devices.
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Az we describe below:, we are deploving prototype wireless nat-
work sensors at UL Berkelev. These sensors measure em-monmen-
tal parameters and we are expermenting with having them control
air condifioninge and hightne syvstems. Senous prmacy questions
anse if third parhies can read or tamper with sensor data. In the
futare, we emizion wireless sensor networks being used for emer-
gency and life-crifical systems — and here the queshions of secunty
are foramost.

This paper presents a set of Jecurify Protocols for Sevsor Net-
works, sPINS. The chief contnbubions of this paper are:

Our mam confributions mclude:

& Explonng the challenges for secunty m sensor networks.

# Desisning and developimg pTESLA (the “mere™ version of
the Timed Efficiers, Streaming Lozs-tolerars Authsvdication
Protocel), providing authenficatad streanming broadeast.

& Desisnins and developme SNEP (Secwre Network Encrip-
tion Protocod) providing data confidentiahity, two-party data
authenfication, and dafz freshness, with low overhead.

- DE-IEI'.‘I.I]:I.g and developme an authenticated routms protocol
usmg SPINS bulding blocks

1.1 Sensor Hardware

At UC Berkaley, we are bmlding prototype networks of amall
sensor devices under the SmartDust proeram [32]. We've deployed
thesas m one of our EECS bumldines, Cory Hall {(see Figure 1).
Ev dezign, thezs zensors are mexpensive, low-power devices. As
a result, they have limited computational and commumecahon re-
sources. [he sensors form a self-orgam=ing wireless network and
form a multthop routng topelesy. Typical apphications may pen-
odically tranmsmit sensor readines for proceszing.

Ohar current prototype consists of modss, small battery powered
devices, that commumecate with a more powerful base s1ation, whch
1 furn 15 connected to an cutside network. As desenibed below:, the
senzors form a zelf-crsamzinge network (zee Fizurs 1), Tabla 1 zum-
manzes the performance charactenstics of thess devices. At 40 H=,
they are slow and underpowered (the CPU has sood support for bnt
and byte level 1'0 operations, but lacks support for many anthmetic
and logic -::-]:-Emhcms:l They are only 3-bat ]:-m::amm I:nc-tethara-:-
cording to [40], 80% of all mucroprocessors m 2000 were
4 tat or 8 bit devices). Commumeation 12 slow at 10 EJ:IPE-

The operating svstem 1= particularhy interesting for these devices.
We uze TmyDS [16]. This small event-drven operatmg system
consumes ab operating system consumes almost half of SKBE of
mstruchion flash memory, leaving just 4300 byvtes for secunty and
the application



CFU S-bat, 40IH=

Storaze SKB mstruction flash
312 bytes EAM
312 bvtes EEPROM
Commumication 916 MHz radio
Bandwadth 10Ealobits per second
Operzhing System Ty 0S5
035 code space 3500 bytes
Avalable code space 4300 bytes

Table 1: Characteriztics of prototype SmartDuzt Nodez

It 1= hard to mmagine how sigmbcanthy more powerful devices
could be uzed without consumung larre amounts of power. The en-
ergy source on our devices 15 a small battery, so we are stuck wath
relatrvaly hmited computational devaces. Emlﬂm'h SITCS COMU-
mication over radio will be the most enersy-comsuming funchon
parformed by these devices, we need to mummize comrmmcations
overhead. The lmmited enerev supplies creates tenzion: for secu-
rty: on the one hand, secunty needs to hnut = consumption of
processor power; on the other hand, lmuted power supphy linuts
kav hifetime (battary replacement 1= dezizned to remuhialize devices
and zero out keve)

1.2 Is security on sensors possible?

Thesa constramnts make 1t impractical to use the majonty of the
current sacure alzorithms, which were designed for powerful work-
stations. For example, the workine memory of 3 sensor node 13 1n-
sufficiant to even hold the vanables (of sufficiant lensth to ensure
sacurity) that are required m asymmetnic cryptographic algonthmes
(e.z. R5A [33], Dhffie-Hellman [E]), let alone perform operahions
with them

A parficular challengze 13 broadcasting authentcated data to the
enfire sensor network. Current proposals for authenficated broad-
cast are mmpractical for sensor networks. First, most proposals
rely on asymmetnic diztal signatures for the authentication, wiach
are mmpractical for multiple reasons (e g long signatures with lngh
commumication overhead of 30-1000 byvtes per packet, very lngh
overhead to create and venify the siznaturs).

Broadeast authentication 1= another preblem. Even previously
proposed purely svmmetnic solotions for broadeast authenticahion
are imprachcal: Germaro and Fohatsr’s mrtal work required over
1 Ebyte of authentication mformation per packet [11], and Eo-
hat=1's improved k-time signature scheme requires over M) bytes
par packet [36]. Some of the authors have also proposed the au-
thenticated strearmng broadcast TESLA protocel [31], and TESLA
15 etheient for the Internet with regular desldop workstations, buat
does not scale down to our resource-starved sensor nodes. In this
paper, we extend and adapt TESLA such that it becomes practical
for broadeast authentication for sensor networks. We call cur new
protocel pTESLA.

We've mmplamentad all of these primutries, Our meazsuraments
show that adding security to a lnehly rescurce-constramed zensor
network 15 feazibla T]JEPEPEI.'Ehﬂ.IE an authanticated routms pro-
tocol and a two-party kev agresment protocol, and demonstrates
that our secumty bulding blocks greath- faciltats the mplamenta-
tion of 2 complate securtty solution for a sensor network

A commeon charactenstic of sensor metworks 18 their severslhy
lmuted energy supply. Ulmately, the available enersy detenmines

'Mote that base stations differ from nodes m having longer-lred

enerzy supplies and havms addihonal commuomeations commections
to ﬂ-lﬂE.ldE natworks.

the amount of computation, sensmg, and commumeation a node
can perform m itz lifstime. Alternatrrely, the power harvested from
the amvironment sets a bound on computabion and commumncation
per unit of time. In order to mminize the energy usage, a secu-
rty subsystem should place mimimal requirements on the proces-
sor, and add mummal mformahon to each message fransmitted. Omn
the other hand, the lmuted hffespan of each nods limits the life time
of uzabla kevs; we think of the battery replacement process as 2
rebirth.

Grven the severs hardware and energy constramfs, we must be
careful mn the choice of cryplosraphic pnimutrres and the secunty
protocols 1n the sensor networks.

2. SYSTEM ASSUMPTIONS

Bafore we cuthne the securnty requirements and present our se-
cunty mfrastructure, we need to define our system architecture and
the trust setup. The goal of this work 13 to propoze a general sacu-
ritv mifrastrocture that 1= applicable to a vanety of sensor networks.
Hence we choze a mmimal hardware infrastructure 2z a bazis for
our desizn, such that SPINS can scale up to arbifrary sensor net-
works.

Sensor Hardware

The sanzor nodes used m this desizn have the computational power
and storage capacity comparable to that of the earliest PCs. The
CPU 15 a RISC-like, 8-hut processor wath 32 general purposs regis-
ters. Thiz processor nms af a speed to 4y 1z with the CPL of 2. The
mstruction set architecture 1= quite limited: 1thas a good support for
bit- and byte-level 1/0 operations, but lacks support for mamy anth-
mehtc and logic opershons. The total amownt of storase onboard
15 BKE of mstruction flash. 312 bytes of data EAM and 312 bytes
of EEPROM. Every node 15 eqmpped with a short-range, 916 uz
[EM band radio with 10Ebps of handwidth. Each node 12 rorming 2
small event-drmen operating system callad TinrOS [16]. A typical
sensor network apphication establishes a mmlthop routine topology
and penodically transmits unproceszad sensor readmes. Such an
appheation uses about 3300 bytes of code space for Tom 08, wiich
lezves at most 4500 byvtes for secunty and the apphication. As tech-
nolosy mmproves, we expect that sensor networks have devices with
sirmlar capakhlity, but m a smaller form factor.

A common charactenstic of zensor networks 13 their seversly
hirmted enersy supply. Ultimately, the available energy datermiumes
the amount of computabon, sensmg, and commumcation a node
can perform m itz ifstime. Alernatrrely, the power harvested from
the amvironment setz a bound on computation and commumcation
per umit of tme. In order to mmimize the energy usasge, a secu-
rity subsystem should place mmmmal requirements on the proces-
sor, and add mummal mformahon to each message fransmitted. Omn
the other hand. the lmuted hfespan of each nods limits the life time
of u=able kevs; we think of the battery replacement process as 2
rebirth.

Grven the severs hardware and enersy constramfs, we must be
caraful 1n the choice of cryplosraphic primatrres and the zecurity
protocols 1 the sensor networks.

Communication architecture

Generally, the sensor nodes cormmumeate uzsing EF, so broadeast 1=
the fimdamental commmication pronrtre. The baseline protocols
account for this property: on one hand it affects the trust assomp-
tions, and on the other 1t 15 explotted fo mummmze the energy u=age.

Figure 1 shows the orzamizahon of a typical SmartDust sensor
network. The network forms around one or more base stations,



Figure 1: Communication organization within a zenzor net-
work. All meszages are either deztined for the basze station or
originate at the baze station. The routez are dizcovered zo that
the number of hops iz minimized and the reliability of each con-

nection iz maxmmized,

which mterface the sensor network to the computing mfrastruc-
ture. The sensornodes establish a routing forest, wath a base stahon
at the root of every free. Penodic transmizzion of beacons allows
nodes to create a routing topoloey. Each node can forward 2 mes-
zage towards a base station, recosnize packets addreszed to 1t, and
handle meszage broadeastz. The base station accesszss mdradual
nodes usmg source routing. We assume that the base station has
capabilihies simmlar fo the network nodes, excapt that 1t has encush
batfery powar to surpass the lifetime of all zenser nodes, sufficiant
memory to store cryptographne kevs, and means for commuicating
with outzide networks.

In the sensor apphications developed so far, there has been him-
ited local exchanee and data processing. The commumicahion pat-
terns within our network £all into three catesonas:

& node to base station commumication, e g sensor readings
& basze stahion to node commumication, & g specific requests

& base stafion to all nodes, s g routing beacons, quenes or re-
programrmung of the entre nebaork

Ohr secunty goal 15 to address primanly these comrmmication
patterns, thoush we do show how to adapt our bazslne protocols to
other comrmmncation patterns, 1.2, node to node or node broadeast.

Trust Setup

Generally, the sensor networks may be deploved m untrosted loca-
tions. Whle 1t 1= concervable to guarantes the mtesnity of the each
node through dadicated secure mucrocontrollers (e g [1] or [7]), we
feal that such an architecture 1= too restnictrye and does not sener-
ahza to the majonty of sensor networks. Instead, we assume that
mndradual sensors are unfrusted. Cur zoal 1= to desizn the SPINS
kev satup such that a compromized sensor only compromizas that
seneor, and no other sensors of the network.

Wirelezs commumeation 15 fimdamentally untrusted. Becanzs of
its broadcast nature amy adversary can eavesdrop on the trafhe, and
mject new meszazes or replay and change old messages. Hence,
SPINGS does mot place amy trost assumptions on the commumcation
mnfrastruchure, except that messases are delrvered to the destinahon
with non-zero probabality.

Smee the base stahion 15 the gateway for the nodes to commum-
cate with the outside world, compromizms the basze stahion could
render the entire sensor network useless. Thus the base stations
are a necessary part of our trusted compubne base. Chor trust sefup
rraics this and so all sensor nodes mhmately trust the hase station:
at creation time, each node 15 grven a master ksv whach 13 shared
with the base stahon All other keyvs are derrvad from thas kev,

Finally, each node trusts 1tealf and itz sensors. Thiz aszumphion
seams necessary to make amy forward progress. In particular, we
trust the local clock to be acourate, e to have a small dnft. Ths
assumpéion 15 necessary for the authenticated broadcast protocol
dezcribed below m Section 3.2,

Design guidelines

With the limited computahion resources available on our platform,
we cammot afford to use asymmetnic cryptography and hence we use
purely symmetnc cryptographic primmtrres to construct the SPING
protocols. Due to the lmited program store, we construct all eryp-
tographic primtrres (1.2, encryption, messase authenhication code
(MAC), hash, random number generator) out of a sinele block a-
pher for coda reuse. To reduce commumication ovarhead we axplont
comrmon state betwean the commumeating partias.

3. REQUIREMENTS FOR SENSOR
NETWORK SECURITY
In thiz sachion, we formahze the secunty properties required by
sensor networks, and show how they are directly appheabls m a
zample natwork deplmed within a typical bmldmg.

Data Confidentiality

A zensor network within an apartment should not leak sensor read-
mes to the neishborine networks. In many applicahons (e g key
distribution) the nodes comrmmucate highly zenaitrve data. The
standard solution to keep sensitree data secret 1s to encrypt the data
with a secret key that onby the mtended recervers posszess, hence
achievms confidenbiality. Grven the observed commmmuecztion pat-
tarms, we use mitially set up zecure channels between nodes and
baze stahons to bootstrap other sacure chamnels, if neceszary.

Data Authentication

Mezzare authentication 13 of paramount importance for many ap-
pheations 1n sensor nefworks. Withmn the bulding sensor network,
authentication 1= necezzary for many admmistrative tasks (s net-
work reprogrammung or controlling sensor node duty cvele). At the
zame tome, an adversary can easily myect messages, =0 the recerver
neads to make sure that the data used 1 any decizion-makine pro-
cess origmates from the coerect source. Informally, dara authernsi-
cation allows the recerver to venfy that the data really was zent by
the claimed zander.

In the toro-party commmmcation case, data authenticahon can be
achieved through a pursly symametnc mechamizm: The sender and
the racerver share a secret kev to compute 2 meszare authentxcation
code (MAC) of all commmmucated data. When a message wath a
comrect MAC ammves, the recerver knows that it must have been
sent by the sendar.

This style of authentication carmot be apphed to a broadcast sat-
tine, without placing much stronger trust assumphions on the net-
work nodss. If one sender wants to send authentxe data to motually
unfrusted recervers uming a symmetnic MAC 15 m=ecure: Anv one
of the recervers kmows the MAC key, and hence could impersonate
the sender and foree messases to other recervers. Hence, we need
an asvmmetnic mechanizm to achieve authenticated broadeast Char



