CSCI530Lab1

Steganography
Week assigned: 9/4
Week Due: 9/11

QOverview:

In this lab, students will get familiar with a popular steganography tool for
Windows, 5-Tools. Students will understand how to properly hide a file inside of another
file. Students will also learn how to reveal information from a file. Students will also
understand how the file can be corrupted and loose the data.

Instructions:
1. Hiding a file using 5-Tools
a. Obtain the program 5-Tools, either from the CS5CI 530 Shared Folder on
the Instructor drive, or from the CS5CIS30 Lab website.

b. Open up 5-Tools, after extracting the zip file.
¢. Open vp the folder My Documents = My Pictures = Sample Pictures

d. Double Click on the file Sunset jpg to open the file using Microsoft Photo
Editor

e. In Microsoft Photo Editor, go to File = Save As...
Under Save as Type, select Windows Bitmap (. bmp), and select Save.

f. Back to the folder, drag Sunset.bmp over to the 5-Tools window. You will
now see the picture in the 5-Tools window.

g. (o to Start < BRun, and type in notepad in the run line

h. Type in any text that vou want into notepad, for example, “This 15 a test of
the steganography tool”

i. Select Save, select the desktop on the left, and give the text file a name,
such as test.ixt

Jj- Go to the Desktop, where the file test.ixt 1s saved. Drag the file rest.oxt
over the picture displaved in 5-Tools.

k. You will see a window saving “Hiding X Bytes”, where X is the size of
the file. You will be asked for a passphrase, to verify the passphrase, and
an encryption algorithm. Type "Password™ for the passphrase, and select
Triple DES for the algorithm.

I. Anpther picture of the Sunset will appear, but with a title of "lidden data™.
Right click on the image, and select save.

m. Save the image as hidden_sunset.bmp

n. You have now hidden a text file within a bitmap

2. BRevealing mdden text using 5-Tools

a. Open 5-Tools



B O

f-

Drag the picture with the hidden text message into the 5-Tools window.
Using the previous example, the file was hidden_sunset bmp

Right-Click on the picture, and select Reveal

It will ask for a passphrase, and an encryption algorithm. You must use the
exact passphrase and encryption algorithm used above, or vou will not be
able to see the hidden message.

It might take some time to reveal the lndden file, but once it does, you will
see a window that sayvs “Revealed Archive”, with the file name and the
size. Right-click on the file name, and select Save as..

Save the file. When you open the saved file, you 1,»1]_1 Seg Vour exact text.

3. Seeing the lmitations of Stegan-:graphv

a. Using the hidden file above (hidden_sunset.bmp), right click on the file,
select open with, and select Microsoft Photo Editor

b. Go to File = 5ave As..., and select JPEG as the file type

¢. Close Microsoft Photo Editor.

d. Double Click on the file hidden_sunset jpg, which should re-open
Microsoft Photo Editor

e. Go to File = 5Save As. .., and save the file as a bitmap (.bmp). Save the
file with the name hidden_sunset? bmp

f. Now drag the file hidden_sunset2 bmp, and trv to reveal the hidden text
using the instructions above.

Assignment

Perform all the steps above to demonstrate using steganography.
In vour lab report answer the following questions:

1. Why were you not able to reveal the ndden text after converting the file to a .jpg,
and then back to a .bmp?
5-Tools uses a combination of Steganography and Cryptography (it encodes the
file using an encryption algorthm. Are there cases where we want to use only one
or the other?
Is 1t easy or difficult to detect Steganography? What techniques and/or tools are
used to detect Steganography in a file?
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