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ABSTRACT

Computer usaee and threat models have changed drastically since
the advent of access control systems in the 1960k Instead of muol-
tple users shanng a single file system, each user has many devices
with therr own storage. Thus, a user's lear has shafled away from
other users” impact on the same system o the threat of mahce in the
software they mitentuonally or even madveriently run. As a result,
W propose a new vision [or access control: one where indivad-
wal users are wsolated by defauh and where the access of indmad-
wal wser apphcations 1s carefully managed. A key question 1s how
much wser admimstrabion effort would be required of a system im-
plementing this vision were constructed. In thes paper, we outhne
our work on just such a system, called PinlUP, which manages hile

access on a per apphcation basis for each user. We use histoncal
data from our lab’s users o explore how much user and system ad-
mimisiration effort 15 required. Since admimstrabon 15 required for
user shanng m PinUP, we hnd that shanng via manl and hle repos-
itnnes requires a modest amount of admmmstrative elfort, a system
policy change every couple of days and a small number of user
administrabive operabions a day. We are encouraged that practical
administration on such a scale 15 possible grven an approprate and
secure user approach.
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1. INTRODUCTION

When access conlrol was mvenied, compulers were cxpensive
and hmited resources. Each computer supporied several users who

Pernmssion o make digital o hard coples of all or part of tdus work for

personal of clasroom use 15 granted withoul fee provided that copmes ane
mol mede or dastrbated for peofit or commernsial advantage and that copaes

bear this notice and the full catation on the first page. To copy otherwese, o
repubdizh, o post on servers or o redistribate @ Bk, reguares prior specific
permeswan andior a fes.

CEAW 07, Movember 2, 2007, Farfax, Viegnia, USA.

Cogrvright 2007 ACM 978-1-59593-890-90017/001 1 _.35.00.

shared not only the CPLU, but also the storage of these machines.
Early access control systems were designed o proiect the secrecy
and mtegrity of cach user's hles from all the other users” processes
on a single computer [ 16, 17)]. The main concemns at this ime were
that: (1) a uwser's bugoy program may modify the hles of another
user and (2) a nosy user may be able to browse another user’s se-
creis by scanming her hles.

The world of computing s very different now. “T'wo mapor dul-
ferences are: (1) the increased vanety and lower cost ol computing
devices' and (2} the mcreased vanely of threats agmnst our com-
puting devices. First, the advent of many mexpensive devices has
created a situabion where each user owns multuple devices, so there
15 no other user o resinctl. »econd, new threats have emeroed doe Lo
the mcreased conmectivily and ease of appropnabing software that
results from that connectivity. MNow, users must be more concerned
with the threal that their own processes may be mahcious or have
a vulnerabihity that a remote attacker can leverage. For example,
a wieh browser client executes a vanety of programs (e.g2., plugns)
ko process brovwser content, but all these programs run with the full
rights of the user (Le., as users “themselves™). Some of these pro-
grams may be mahcwous, some may have vulnerabilines, but the
wser must trust all these programs with all thesr data

We claim that the access controd problem of the carly days ol
computing has morphed into a new problem. In the current enwvi-
ronment, users are 1sodated from one another by defauht and the
main challenze 1 10 manape the access of each user's apphca-
bons. Shanng among wsers does occur, of course, bul we claim
that shanng can be modeled by a small number of mechanisms:
email, web, and version control repositones. Thus, we believe that
future access control models should leverage such natural solation
ol u=sers o simphly policy, provide a reliable controd of user’s data
based on apphcatons, and enable hmated shanng without comph-
cating pohicy sigmihicantly. Towards this end, we have developed
the PinllP access control system |7), a Linux Seconty Module
that binds permissions o apphcations, provides a rule languapge [or
expressing how files are shared among appheations, and treating
inter-user sharng as an exceptonal case.

In the fulure, we envision thal user admimstration should more
closely marror shanng among solated wsers. Owr access controd
infrastructure should be setup such that normal, predictable op-
erabion 15 handled by system policy (1.e., policy specihied by sys-
tem admimistrators andfor general-purpose policy rules). System
admanistrators may have 0 make some changes to system policy
in support vanations m behavior, but these should be guite infre-

"Ihe notion of a cumPuljng dewice 15 much broader than that of a
computer of the 1% 's and 1970V s. We consider any device that
may be programmed or whose software may be reconfigured, in-
Cluding cell phones and PIDAS, as a computing device.



quent. In thas vision, users will have to admimister exceptional
shanng, but this shanmg 15 hmited o a few, well-debined mecha-
nisms: emall, web, and version control repositones. Only when
users apply these mechamsms do they need 10 consader the shanng
implications.  (Mherwise, user hles are solated from other users.
The PinUP sysiem supporis default solation policekes, so 1t 1= an
ideal candhdate o implement this vision as we discuss.

The approach above raises the following question, “fm a world
in which we approximale acceplable system behavior through wser
ixolalion, how many excepiions o thal approximaiion will occur
in practice and how difficult will & be to correct the policy given
thai approximation?” This queston highhghis the key tradeodl
the PinUP sysiem. Inasmuch as the system can predict all uses of
a hle, no user or system mierachons are necessary. Where such
approximabions are insulhicient, the wser 15 requimed ©0 admimster
the polhicies (e.g2.. usmmg PinlUP -supphed tools) that diveroe from
the norm. Consider for example a user thal creates a to-do hist from
usng an ASCI editor such as wi. Laler, the user may want to
share that list with another user by ematling it 1o her or placing it in
a shared hle repository. Such behaviors are nod predictable in any
practical sense, and mest be dnven by user-specihied interactions
with the policy system. Just hovr much interaction the user has with
the system 15 key (o the usabihity of the sysiem and access model.

The [ollovwing sectons attempl W0 answer this question by look-
ing at histoncal data m our laboratory 1o assess the number of mter-
actions admimistrators and wsers would have with the policy sysiem,
and at some level attempt (o understand the viahity of the admin-
isirative model. By leoking at the use ol hle repositones and email
behavior, we collect the number of operations that would require
unpredictable shanng with other users, thus regquinng exceptional
policy changes. A central disiinction that we make between sysfem
and host policy 15 that the sysiem policy requirnes the efforts of a
sysiem admmistrator (1., someone not directly involved in the ap-
phcation), whereas mdividoeal users change the host pohcy. In the
examination of emal and repository modihcations, we hind that the
number of pohcy changes required of users and admimistrators s
nol larpe: admenmistratons must perform a policy change every 2.6
days lor a lab of 65 people and users must update thear policies
every 8.6 days on average. This data motivales optimism that an
access control system with the solabion of users at s core may
become a practucal approach enabling effort to focus on how users
manage ther own data among applications.

2. RELATED WORK

Recent operating systems provide Mandatory Access Control via
SELinux |14), AppArmor [15) and TrustedB51 |1). However,
writing pohicies o descnbe the hles and obpects accessible from
a domam requites a decp understanding of access control and oper-
aling systems, a task far beyond the abilies of most users. More-
over, such systems are onented oward prodecting mamnly sysbem
hiles and ot user’s hiles.

Speciiyving which hiles an apphication may access, known as sand-
boxing, 15 a common approach to solale applicabions |5, 15, 9, 5,
12]. However, sandboxing techmgues operate solely on hlesysiem
abstractions hke fles and directory paths. Ko et al. |10 attempt
i owercome such hmitation by specilying policies ol expected ap-
phcation behavior. However, this approach 15 more appropriate for
developers, as the policaes are shghtly complex and require knorarl-
edee about the expected behavior of the apphication. Stmilar 1o the
PinUP model, LIDS [12] allows bhiles to be bound o specithc ap-
phcabions, but the interface 15 resincted o system admimistratons.
Contrary to these systems, the goal of PP = specihically w offer
a user-onented platiorm.
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Figure 1: PinUP provides control over user applications, as-
suming wsers are solated by default and a3 muandatory acecess
conirol approach protects the system.

Lai and Gray |11 | propose a mechanism to allow the user Lo spec-
iy the list of hiles an apphcatton may access. Unlortunately, the list
must be specihied each ime an apphcation s started. TROM 2] of-
fers a sirmlar approach, where a user’s imiial shell has capabihbies
for the entire home directory, amnd each user must expheitly creaie
chald processes with bess capabihibies. A major drawback to both
Lar and Crray and TROM 15 that the user 1s by delault responsible
for setting up the environment 1 a proper way. Addibonally, these
operations must be performed every time an apphcation 15 un. The
EBAC model was also applied o allow users 1o run apphcation in-
side dehined subdomains |®]. While thas approach allows users to
specily the nghts of each one of their subdomanns only once, the
wser 1 shll responsible for the imtal setting and then for switching
ko the proper subdomam every ume an apphication 15 run.

Muore recently, Polans | 18| extends Microsolt Windows alloranng
users 0 sandbox an apphcation by indicating the set of hles that
will be accessed. Polans uses “installaton endowments™ o pro-
vide applicabions capabilities to access system hiles, thereby locus-
ing pohcy specihication on user files. In an effort W provide sreater
Hexihty, Polars allows wser to specily muluple sandboxes for dil-
ferent instances (pels) of the same apphcaton. Usabhty studies
indicate that thas option leads w0 user error where the wrong pet 15
selected, thereby compromasimg hile secunty |6).

We claim these previows approaches make wser administrabion
dithcult because users have o work with hlesysiem abstractions to
sandbox apphications. Our expenence 15 that users only share hles
via a small number of mechamsms, such as emanl and reposilones.
Cur ooal 15 0 determine whether user administrabion can be made
tractable il wsers are 1zolated by default and can only share hiles us-
ing these mechamsms. We examine the hypothesis using an acoess
controd system called PinUP that wolates users by default. In our
evaluahion we demonsirate the admimistrabive effort system admin-
istrators must exert o conligure the defauh, peneral pohicies that
PinlJP provides for isolaton and the admimstratve effort of users
for shanng hiles belween users.

3. PINUP

In thas section, we examine the PinlU P system to make clear the
type of policy admimstration that results from PimUPs approcima-
tion of system behavior. Figure 1 shows PmUP's view of acoess
control. PinlUP 15 not another discretionary acoess controd (DAC)
approdch, but rather, it 1= an overlay on a mandatory access controd
(MAC) base. PinlUP 15 designed under two key assumphions: (1)
the MALC enforcement, such as SELinux | 14 and AppArmaor | 15],
protects the system and (2) interacton betwesn users 15 not allowed
by default. Frst, since MAC enlorcement protects the sysiem,
PinlUJP only protects user data. sSecond, since users do not inler-
act by default (1.c., user interaction 15 not the norm ), PmUP [ocuses
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Figure 2: A summary of the administrative tasks for manapging application sccess to files.

on managing access belween each user's own apphcations. Since
user micraction 15 mireguent, PinlUP requires that the user or ad-
mimisirators perform manual operabons o allow shanng. In thes
seciion, we examine the PmUP mechamsms, and i the next sec-
bion whether the assumpiion of mireguent, manual admimstration
appears leasible.

PinlUP manages hile access by controdling whach apphcations can
access which files for each user. When a hile 15 created, only the cre-
aling apphcation has access o the hle by delault, but PInUP aceess
antrnation rules can descnbe how hbes created by one apphcation
can be accessed by another and how files of certan types can be
accessed by cemain apphcattions. Changes to these PinUP policies
can be made, but every change requires per-use user authentication
(similar to the admmmisirative mierfaces of the (5% X operating sys-
temn). Inparticular, wser processes do nod have the ability to mod-
ify FimU/P policy. We detail the implementation of the PinUP sys-
tem in an extended technical report |7, and defer design issoues to
that texi

We now 1llustrate PinlUP via the example i Figure 2. Assume
that the wser jdoe creales a hile x . ¢ using the editor vi . The
identity of the user, creating application, and other attnbutes such
as hle extension are used o wdentily the PinUP pohcy o be apphed
i the hle, e.g., jdoe, vi, and _c. The policy exphcitly states
which applhications wall be allowed to subsequently access that hle.
In this case, vi ® given subsequent read and wnile access. x . cC
15 a source hle, 50 jdoe wants to make it read-only accessible to
a compiler through a command hne tool. Note that such a policy
need nol be manual—n PinlJ P policy rules can be stated that would
dictate that all . ¢ hles created by wi would made availlable o the
goo compiler automatically. The compiler can then create a new
object hle = .o that 1t can wrnite and that can also be read by the
hnker. Smmlar policy enforcement will ocour as applications cas-
cade over data w consume and create protected hles.

Also illustrated in Figure 2, PimUP presents 2 number of other
interestung design and implementation challenges. For example,
hivar one identifics apphcations and propagaies themr identity across
updates 15 key o ensunng correct policy enforcement. The issoe of
attaching, tracking, and propagating Pinl) P pohices associated with
ueer hles 15 also daunting. “This latter process 15 closely related to
label management 1 mandatory aceess control systems. However,
because of policy semantics and form, PmUP policy tracking re-
quires diflerent machimery.

3.1 Host-Level Policy

ol policy that are relevant o sale operabion.  First, the enlonce-
ment must determine bowr the output hles created by an applhication
should be automatically associated by other applicabons, e.g., the
-0 object hile output by goc should be automabically readable by
the 1d lmker. In another example, a . gdf Chncken hle should only
be accessible via the Quicken program. The set of policy rules that
aowvern these permissions 15 4 reflection of the workflows and eni-
ronmenial practices of the uwser/host. Constructing these policies 15
essential o closing the vulnerabiliies presented by existing acoess
controds, and 15 an open problem. However, we expect that many
apphcation usage policies will be common across all users.

Where workflows are not known or where the user needs to per-
form atymcal mampulation of files, PInUP wools must be used to
modily the apphcation associatons. For example, a user who wishes
i burn an encrypled version of the Cancken hile onto a CD would
need o modhify the PmUP permmissions 1 make associations bhe-
tween the hiles and the program that will mampulate them. Such
policy changes are implemented i the current system through pinmod,
which requires the user 1o enler her password before changing the
internal policy associated with a file*

MNote that these operations apply only to those files the user decms
iy b of “hagh-value™. PinUP access automation rules will descnbe
which hles are o be governed by PinlUE. Other hles not being oov-
emed by PinUP will only be subject to the normal system acoess
controls.

3.2 Distributed System Policy

since users cach have their own computing devices, enabling
shanng among wsers becomes a distnbuted systems policy ssue.

Thus, in addinon to some wser admimstration © enable shanng,

some gysiem admmistration will also be reguired. In this secton,
we examing the types of system admimstration that the PimUP ap-
proach needs.

In the disinbuted case, each host i the disinbuted system would
apply a commdon, sysiem-admimistered pohcy that states relation-
shaps between apphcations and the nghis they have to read, wnte,
and execule the hile content. The only addibional systemic reguire-
ment this extended model would place on the host 15 4 service for
obtamming and updating the access pohcies o be enforced. Pul an-
other way, an environment-wide pohcy would be oblaimed from a
central authonty and would supersede the local uwserfhost policy.

The distnbuied service would need o extend the model of sofi-
ware entity o mclude versioning. For example, many different

At a very high level, PinUP exists o enlorce a rudimentary intra-
apphcation mformation How pohicy. In thes, there are two facets

¥Ihis ensures that a malicious application cannol circumvent the
protections by launchimg the pinmod without the aid of user.



