Implemeniaiions of
machine ethics might
be possible in
sifuafions ranging
from maintaining
hospital records to
overseeing disasier
relief. But what is
machine ethics, and
how good can if be?
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he question of whether machine ethics exists or might exist in the future is diffi-

cult to answer if we can’t agree on what counts as machine ethics. Some might

argue that machine ethics obviously exists because humans are machines and humans

have ethics. Others could argue that machine ethics obviously doesn’t exist because

clhics is simply emolional expression and machines
can’'l have emdlions.

A wide range of posilions on machine clhics are
possible, and a discussion of the issue could rapidly
propel ws inlo deep and unscilled philosophical
isswes. Perhaps, understandably, fow inthe scienlific
arcna pursuc Lhe issuc of machine ethics. You're
unlikely o lind casily leslable hypolheses in the
murky walers of philosophy. Bul we can’t—and
shouldn't—avoid consideration of machine cthics in
today's lechnological world

As we cxpand compuiens” decisin-making roles in
practical matlers, such as comiputens driving cans, clh-
ical considerations are incvitable. Compuler scicn-
Lists and cngincers must cxamine the possibilitics for
machine clhics because, knowingly or nol, they've
already cngaged —or will spon cngape—in some
form of il Belore we can discuss possible imiple-
menlations of machine cthics, however, we necd Lo
be clear aboul whal we'ne assering or denying.

Varieties of machine ethics

When people speak of lechnology and values,
they're oflen thinking of cthical values. Bul nol all
vilues are clhical. For example, praclical, economic,
amnd acsithelic values don'l necessanly draw on ethi-
cal considerations. A product of lechnodogy, such as
a new sailboal, might be practically durable, eco-
nomically expensive, and acsthetically pleasing,
ahscnl consideralion of any cthical values. We roa-
tincly cvaluale lechnology from these nonclhical nor-
mative vicwpoints. Tool makers and wsers regularly
cvaluale how well Weols accomplish the purposes for
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which they were designed. With technology, all of
us—<lhicists and engincers included—are involved
in evaluation processes requiring the selection and
application of standards. In eonc of our professional
gclivilies can we relrcal o a world of pure facls,
dievoid of subjoctive normalive asscssmenl.

By ils nalwre, compuling lechnology is nonmalive.
We cxpecl programs, when excouled, o proceed
bwand some objective—lor example, W comectly
compule our income laxes or keep an airplane on
course. Their intended purpose serves &= a noem [or
cvaheation—thal 15, we assess how well the compuler
program calculales the lax or guides the airplanc.
Viewing compulers as lechnological agends is rea-
sonable because they do jobs on our behall. They e
normalive agenls in the limited sensc thal we can
gssess their performance in lenms of how well they
do their assigned jobs.

Adter we've worked with a lechnology lora while,
the norms become sccond nalure. Bul even aller
they “ve become widely accepled as the way of doing
the activity propery, we can have moments of real-
reation and sce a need o csdablish dilferent kKinds of
nonms. For instance, in the carly days of compuating,
using double digils o desipnale years was Lthe slan-
dard and worked well. Bul, when the year 2000
gpproached, programmens realized thal this nonm
necded reassessmenl Ov consider o distinclon imvolv-
ing Al Ina Movember 1999 cormespondence belwoen
Herberd Simon and Jacques Berleur,! Berleur was
gsking Simon for his rellections on the 1950 Dart-
mouth Summer Research Project on Arinicial Inlel-
ligence, which Simon allended. Simaon cxpressed



soimic puzzlement as o why Trenchand Maore,
a conlecrence allendee, had so0 strongly
emphasizsd modal logics inhis thesis. Simon
thought aboul it and then wrole back Lo
Berlewr,

My reply 1o you last evening lelt my mind
nageed by the guestson of why Tremch Mooro
|sic], im his thosis, placed =0 much omphasis
on modal logics. The answer, which [ thoaght
might imlorest you, came o me whon | awoko
this moming. Yicwod from o computing stand-
poind {lhal is, discovery of proofls rather than
werification], a standard bogic is an indcbormi-
nate algorithm: it wlls yoa what yoo MAY
legally do, bul mot what you OUGHT o do o
Mnd o prool. Mooro | sic] viewed his iask as
huilding a modal logic of “oughis™—a siral-
cgy for scarch—on lop of the standard kogic
of verificalion.

simon was arliculating whal he already
kncw as one of Uhe designers of the Logic The-
onisl, ancarly Al program. A theorem prover
musl nol only gencrale a list of well-fomed
formulas bul most also (ind & sequence of
wiell-formed formulas constituting a prool.
S0, we need a procedure for doing this.
Modal logic distinguishes beltween whal's
permilled and whal’s required. OF course,
both are norms for Lhe subject maller. Bul
niorms Can have dilferent levels of obligalion,
as Himon stresses Lhrough capilalizalion.
Morcover, the norms he's sugpesting aren'l
clhical normes. A typical theorem prover is a
normalive agenl bul nol an cthical onc.

Ethical-impact agents

You can cvaluale compuling technolooy
in lerms of nod only design norms (Lhal is,
whelher il's doing ils job approgrialely) bul
also ethical norms.

For example, Wired magaxine reporied an
inlcresting example of applicd compater
echnology.? Qatar is an oil-rich country in
the Persian Gulll that's fmiendly Lo and influ-
cnced by the Wesl while remaining siceped
in Islamic lradition. In Qatar, hese cultural
traditions sometimes mix withoul incident—
for cxample, women may wear 'Weslern
clothing or & lull veil. And somelimes the cul-
tures conllicl, as illustrated by camel racing,
a pastime of the region’s rich for cenluncs.
Came] jockeys must be light—the lighter the
Jockey, the [aster the camel. Camel owners
enslave very young boys from poorer coun-
brics Lo ride the camels. Owners have histor-
ically mistrealed the young slaves, inchading
limiting their food Lo keep them lighbtaeizhi
The United MNations and the 1ES State Depan-
menl have objocted o this human trafMTick-

ing, leaving Qatar vulnerable o cconomic
RENCLioNS.

Thie machine solulion has been o develop
ghoul two el hizh and weigh 35 pounds.
The robolic jockey’s righl hand handles the
whip, and its lefl handles the reins. [L runs
Linux, communicales al 2.4 GHe, and has a
Cil*S-cnabled camel-hean-rale monitor. As
Wired explainoed iL, “Fvery robol camel jockey
bopping along on ils improhable mount
micans one Sudancse boy freed from slavery
and senl home” Although this climinates the
cam] jockey slave problem in atar, il docsn’t
improve the cconomic and social conditions
in places such &= Sudan.

Computing lechnology ollen has impor-
Ltant cthical impacl. The young bovs replaced

Frequentiy, what sparks debate is
Wwhether you can puf efhics ik @

machine. Can a computer operafe
ethically becanse it's infenall
ethical in some way?

by robotic camel jockeys are freed Drom
slavery. Computing (recs many of us from
mionclonous, boring jobs. L can make ouwr
lives beiler bul can also make them worse.
For example, we can conduct business online
casily, bul we're more valnerable Lo identity
thefl. Machine cihics in this broad sense is
close o whal weve traditionally calked com-
puter efthics. In one sense of machine cthics,
compulers o our bidding as surmogale aocnls
and impact cthical issucs such as privacy,
property, and power. However, Lhe lerm s
oflen used more restrictively. Frequently,
whal sparks debate is whether you can put
cthics inlo a machine. Can a compuler oper-
gl clhically becanse iU's intemally cihical in
SOMC way?

Implicit ethical agents

Il you wish Lo pul cthics inlo & machine,
how would you do it? One way is o constrain
the machine s actions Lo avold uncthical oul-
comes. You mighl salisly machine clhics in
thiz sense by creating soltware that imiplic-
illy supporis cthical behavior, rather than by
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wriling code conlaining cxplicil cthical max-
ims. The machine acts cthically hecanse s
intermal lunctions implicitdy promaole cthical
hchavior—or al least avoid uncthical behay-
icw. Hihical behavior is the machine's nature.
Il has, o a limited extenl, wirlwes.

Computers are implicil cthical agenls
when the machine's construction addresses
safety or critical reliability concerns. For
cxample, automaled eller machines and
Web banking soflware arc agenis [or banks
and can perform many of the Llasks of human
tellers and somelimes maore. Transaclions
invalving maoncy arc clthically impaoriant.
Machincs must be carelully constructed Lo
give oul or transfer the cormect amaount of
maney every Lime a banking Lransaclion
occurs. A line of code welling the compuler
L b honest won'L accomplish Uhis

Aristodle sugoestcd that humans could
obilain virlwe by developing habils. Bul wilth
machincs, we can build in the behayvior with-
ol the meed lor a leaming curve. OF course,
such machine virtues are Lask specific and
rather limited. Compulers don’t have Lhe
practical wisdom thal Aristolle thought we
use when applying owr vifoes.

Another example of a machine thal's an
implicit cthical agenl is an airplanc’s aulo-
malic pilol. IT an girline promises the planc’s
passengcrs a destination, the plane must
arrive al thal destination on Lime and safely.
These are ethical oulcomes thal cnginccrs
design into the suomatic pilol. (Mher built-
in devices warn humans or machines il an
object is W close of the Meel supply is low.
O, consider pharmacy soflwane thal checks
[or and reponis on dreg inleractions. Doclor
and pharmacisl dufies of care (legal and eth-
ical obligalions) reguire that the drugs pre-
scribed do more good than harm. Sollware
wilh claborale medication datahases helps
them perfomm those dulics responsibly.

Machines’ capability Lo be implicit cthical
agcents docsn'L demonstrale their ability o be
[ull-Medged cthical agenls. Mevertheless, i
illustrates an important scnse of machine
clhics. Indced, some would areuce that sofl-
ware engineers musl routinely consider
machine cihics in al keast this implicil sense
during soltware developmeni.

Explicit ethical agents

Can cthics cxist explicilly in a machine™
Can a machinc represent cihical calegones
and perform analysis in the sense thal a
compuler can represenl and analyze inven-
Loy o Lax information? Can a machine “do”



Hachine

EfThics

cthics like a computer can play chess? Chess
programs Lypically provide represenlations
of the current board position, know which
moves are legal, and can calculale a good
nexl move. Can a machine represenl cthics
cxplicilly and then operale elfeclively on the
hasis of this knowledee? (For simplicity, I'm
imaging he developmenl of clhics in lerms
off traditicnal symibolic Al. However, [ don’t
wanl o cxclude the possibilily that the
machine’s archileclure is connectioni=l, with
an cxplicil uwnderstanding of the cthics
emerging from thal. Compare Wendell Wal-
lach, Colin Allen, and Iva 5mil’s differcnt
senses of “bollom up™ and “lop down.™)
Although clear examples of machines acl-
ing as explicil cthical agenls are clusive,
some currenl developments suggest inkerest-
ing movements in thal direction. Jeroen van
den Howen and Ceert-Jan Lokhorst blended
three kinds of advanced logic o serve as a
bridec between cthics and a machine:

¢ deomtic logic for stalemenls of permission
and obligation,

« epivfemic logic [or slalements of belicls
and knowledse, and

« grlion logic for stalements shoul aclions.’

Topgether, these ogics sugpest thal a for-
mial apparalws cxists thal could describe cth-
ical silualions wilth sullicienl precision Lo
make clhical judgments by machine. Bor
cxample, you could wse a combination of
thiese logics o stale explicitly whal aclion is
allowed and what is forbidden in transfeming
personal information Lo protecl privacy.® In a
hospital, lfor example, you'd proeram a com-
puler o lel some personnel access some
informalion and o calculate which actions
whal person should take and who should be
informed ahout Uhose aclions.

Michacl Anderson, Susan Anderson, and
Chriz Armen implement two clthical theo-
rics.” Their first moded of an explicil ethical
grenl—Jeremy (mamed [or Jeremy Ben-
tham)—implements Hedonistic Act Utilitar-
wnisme Jeremy cstimales the likelibood of
pleasure or displeasure [or persons alTecled
by a panscular act. The second model is WL
(named for William 1. Ross). Ross's theory
ecmphasizes prima [acic dulics as opposcd o
gheolule dutics. Ross considers no duly as
gheolule and gives no clear ranking of his
varous pnma [acic dulies. So, il's unclcar
how o make clhical decisions under Ross's
theory. Anderson, Anderson, and Armen's
computer model overcomes this unceriainty.

Peses 8 leaming alponithm W adjust juds ments
of duly by Laking inko acoouwnt both prima facic
dutics and past inlwitions abowl similar or dis-
similar cases imvolving those dulics.

These cxamples are a go0d stan wward
creating cxplicil ethical agenis, bul maore
rescarch is necded belore a robust explicil
clhical agenl can exisl in a machine. Whal
would such an apenl be like? Presumably, il
wiould be aiMe o make placsible cihical jpudg-
menls and justily them. An explicil cthical
agzenl thal was aulonomdaous in thal it could
handle real-life sitwations involving an unpre-
diclable sequence of evenls would be most
IMpressive.

James Gips sugpgested that the develop-
menl of an ethical robol be a compuling
CGirand Challenge ® Perhaps Darea could

i average adulf is  full ethical
agent. Can @ machine be a full

elhical aent? IFs here i He
debale about machine efhics
becomes most heafed

cslablish an explicit-cthical-agenl project
analoeous 1o ils awlenomous-vehicle project
{www.darpa mil’erandchallenzcfindex_asp).
As military and civilian robols become
increasingly autonomous, they 'l probably
need cihical capabilitics. Given this likely
increase in robols” antonomy, Lhe develop-
menl of a machine thal™s an explicil cthical
azenl scems a Miing subject for 8 Grand
Challenge.

Machincs Lthal are explicil clthical agenls
mighl be the best clhical agenls lo have in sil-
uwalicns such s disaster relicl. In a major dis-
aster, such as Hurricanc Katring in Mew
Ordcans, humans oflen have dilliculty track-
ing and processing information abouwl who
nceds the most help and where they might
i eMoctive reliel. Confronled with a com-
plex problem regquiring (st decisions, com-
pulers might be more compelent than
humans. (AL keast the question of 8 compualer
decision maker's compelence is an cmpri-
cal issue thal mighl be decided in favor of the
compuler.) These decisions could be cthical
in that they would determine whao would live
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and who would dic. Some might say that
only humans should make such decisions,
bt il (and of cowrse this is a big assumgdion)
compuler decision making could roulinely
save mere lives in sech sitations than human
decision making, we mighl have a poodd cth-
ical basis for letling compulers make the
decisions.

Full ethical agents

A [ull ethical agenl can make cxplicil cth-
kcal judements and gencrally is competent o
reasonably justily them. An average adull
human iz a Ml cthical agenl. We typically
rceard humans as having COnRsCiUsness,
inlentionality, and free will. Can & machine
be a full cthical apent? IU's here thal the
dehate aboal machine cthics becomes maost
healed. Many belicve a bright line cxisls
between the scnses of machine ethics dis-
cussed so far and a [ull cthical agenl. For
them, a machine can’l cross this line. The
bright line marks a crucial ontological dil-
ference bedween humans and whalever
machincs might be inthe futwre.

The bright-line arpumenl can lake one or
both of two forms. The [irst is o argue thal
only [ull cthical agents can be cthical agents.
T argue this is w regard the other senses of
machine cihics as nod really clhics involving
gocnls. However, althoush these other senses
are weaker, they can be wseful in dentilying
more limiled clhical agenis. To ignore Lhe
cthical componcnl of cthical-impact apenls,
implicil ethical agents, and explicit ethical
gerenls is W ignore an important aspoecl of
machines. Whal mightl bother some 15 Lhal
the ethics of the lesser clhical agenls s
derived from Uheir human developers. How-
ever, Lhis docsn’t mean thatl you can'l evahs-
gle machines as clhical agents. Chess pro-
grams receive Lheir chess knowledze and
ghilitics from humans. Sll, we reeard them
a= chess players. The lact thal kesser clhical
geenls lack humans’ consciousness, inlen-
Liomality, and free will is a basis for arguing
thal they shouldn 't have broad cthical respon-
sibilily. Bul it doesn’t csiablish thal they
gren’ L ethical in ways Lhal are assessable or
Lhal they shouldn’t have limited roles in func-
Lions [or which they 're appropriate.

Thi other form of bright-line areument is
b arguc thal no machine can become a Mull
clhical agent—Lthat is, no machine can have
consciousness, inlentionality, and frec wiall.
This i= melaphysically conlentious, bul the
simiple rebuttal is that we can’t say wilh cer-
Laindy thal Muture machines will lack these



