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Format String Vulnerabilities

» I/0 functions in C use format strings

printf("Hello!"); Hella!
printf{"Hella, %sl”, nome); Hella, name |
* Instead of

printf{" %s", name)

Why not

printf{name); ?

Format String Attacks

+ Adversary-controlled format specifier

name := «data-from-network>

printf{name); /= Clops =/

- Attocker sefs name = "Thsi¥sTes” to crash progrom
- Attocker sets nome = "_%n.." to write to memory

+ Lots of these bugs in the wild

- Mew ones weekly on bugtrag mailing list
- Too restrictive to forbid variable format strings

Types to the Rescue!

* Observation: two types of strings
- strings that come from the network
- strings that ore used as format strings
- _.but both have type char *

* Use gquolified types to distinguish trust levels

- tointed char * = may be from network
- prtairted char * = must not be from network

-~ Rule: tointed data never used in unto'nted positions




Subtyping with Qualifiers

void f{tainted int); void g{urtainted int);
uritainted int a; tairted int b;
fla): fib);

4 Error
f nccepts tainted or q accepts onhy untfointed
urntainted data data
urtairted = tainted tainted £ untairted

untainted < tainted

Demo
http://www.cs.berkeley.edu/~jfoster

Adding Type GQualifiers

Adding Type Qualifiers

+ Work with simphy-typed lambda calculus
- (Talk about moving to C later)

e=c|x|kcte|ele?| ..

t ::= char | ptr(t) | £1 - {2

» Work with simply-typed lambda calculus
- {Talk adbowut moving fo C later)

eze|x|ixte|elel | .

S= qE
== char | ptr(t) | 11 = 2
= urttainted | tainted | ..

ﬂl.l'n =k

- Plus a partial order < on @)




Adding Type Qualifiers

Type Judgments

+ Work with simphy-typed lambda calculus
- (Talk gbout moving to C later)

clx|hxcte|eled|..

B =
| annot{e, Q) | checkie, &)

t:=Qs

5 = char | ptr(f) | £1 - 2

@) === untainted | tainted | -

-~ Plus a partial order < on Q)

Type environment

YpE
-.-H""‘A et /T
Expression

“In type environment A, expression e has type t°

Type Checking Rules — Characters

A’ ¢ char
— Mo gualifier

A'e:s

A" annot{e, Q) : Q) =

Exomple: A " annot("a’', tointed) - tainted char

Type Checking Rules — Qualifier Checks

Ale:Q's Q'=Q
A’ checkle Q): Q' =

Example: A ;Ir-:hE,-:I-u:-:mm:rI'{'u‘. tainted), untainted) - t




