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Two implementation concepts
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Qperating systam concept
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Examples

n Dernis and van Horn, MIT POP-1 Timesharing
w Hydra, StarDs, Inbed 6P 437, Eros, ...

w Arnoeha: distributed, unfongeable tokets
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ACL vs Capabilities
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& Access control list
w Assnciate lisk with each object
w Check user/group agarnst list
w Rl on suthentication: neesd b kmnoe user
& Capabilities
w Capability s unforgeable ticket
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ACL vs Capabilities
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Roles (also called Groups)

Role = set of users
n Adirinistrator, Powerloar, User, Guest
n ASSION permmisSians bo roles,; ach user Jeds perimEssion
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Groups for resources, rights

Permission = (right, resource:
Permission hisrarchias
w If user has right r, and r>5, then user has right s

w [F uzer has read aocess b drectory, wser bhas resd
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& General problem in access control
n Complex mechanismes require comples input
n Difficult to configure amd maintain
» Roles, other anganizing ideas try o simplify probilem




Multi-Level Security (MLS) Concepis
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& Military security polcy
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& Sensitivity levels & Compartments
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Military security policy

Classification of personnel and data
n 055 = (rank, compertment}:
Dominanos rafation
w Oy & Oy iff rank; = ranks
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w Example: (Restriced, ISrael; & Secret, Middke East)
# Applies to

n Sulljerts — USErs or prooegeess

n Objerts — documents or resounoess
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Bell-LaPadula Confidentiality Model

& L n 1
& When is it OK to release information?
& Two Properties (wih sty names)
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