CScei 283 /C8ci 172 Compuler Security - 3 credils - Vora
Fall 2006 schedule: Taes., T:10 - 940 pm, Rome 204

Instructor: Moorvi Vora, Phalips 706

Oflice Hours: Tues: 1:30-4:30, Thurs: 103 0am-noon, 1-2:30 pm unless canceled i class,

TA: Yo-An Sun. Email: ysun@gwocdo Oflioe: 720 GG, Philips Hall.
(e Howrs: Wed 4-7-30pm and Tuesday 4:30pm Lo Tpom.

Course Website: hitp://wwwscas gwucde/~poorvi/Classes/CS283/

Purpose of course: “|o provide a brosd overview o computer secunty al Lhe advancoed ander-

praduale fintroductory graduate level.

Course content: Introductory cryplology amnd cryplographic prolocols; program, database aod
nedlwork securily; trusted operaling systems; vulonerabilities/Lhreats, atlacks, defenses; administra-

Lion of secunly; scounly policy.
Prereqguisites: Underprad level diserete math, prosrammming, compuber orpaniealion.
Text: Compuler Seeurily: Arl and Science by Mall Bishop.

Crading: 25% [br homework, 25% cach for two in-scmester bests, 25% Tor best 8 of 10 quizes.
There wnll be no make-up quizzes. Grading will be absolute and ool on a curve. All HWs will be

subrmbled i Blackboard. You will not be allowed the use of laptops, PDAs or calculators

and similar devices during gquizzes and in-semester Lests.

Unddergraduate and graduate stodents will be graded separately. Gradoale stodents will bave exiea
assipnments.  [f you are an wndergraduete and wunsh graducle credil for as class, condacl your
admser. Groducle crodid s NOT awlomalically oblained by undergroduates Doowugh rogqestraluon for

the graduale course.

Policy on collaboration: All examinalions, papers, amd other graded work prodocts amd as-
siprunenls are Lo be completed in conlormance wilth The Goorpe Washington Universily Code ol
Academic Inteprily. You may discuss HWs among yourselves, and work on them i groups. How-
ever, cach student 15 expected W wnle s or ber own HW ool idependently; you may nol copy
one anolher’'s assipnments, even i parl. Yoo may ool collaborate with olhers on the Lests aod
gquizes.  You are expoeclbod Lo cite all your sources i any wrillen work Lhal 15 nol closod book:
papers, books, web siles, discussions wilh others - [acully, [nends, studenbs. For example, o, ina
group, one student has & major wea that leads o a solution Lo a2 HW problem, all olher studentls

i Lhe group shoulkd cile Lhis stadent.

Any molations wnll be brealed as molaluons of e Code of Academae legraly.



Any student. who leels s/he may need an accommodation based on the impact of a disability shoukd
conlact me privalely Lo discuss specilic necds, Please conlact Lhe Disalnliby Supporl Services ollice

al 202 994 8250 mn the Marvin Center, Suite 242, o establish eligibility and o coondinale reason-

able accommodations. For additional information please refer bo: hitp: /fgwired geouedo fdss/.

Syllabus: This s a leonlative syllabus, There will be quesses dunng cach class excepl Weeks 1, V1
and X1V

Woek | 5 Seplember: Inbrodoction. Classical and Stream Ciphers.
Chaplers 1, 9.1, 921, 922, and 11.2, Text.

Woeek 11 12 Seplember: Block Ciphers and 'ablic Key Cryplography.
Chaplers 9.2.3, 9.3.1, 9.3, 9.4, TexL.

Weoeek 111 19 Seplember: Pablie Key Inlrastrocbure and Authentication.
Chaplers 1001, 10023, 104 Texl.

Woeek 1V 26 Seplember: Access Conlrol.
Chaplers 2 and 15 (part of ), Text.

Weoeek V 3 Oclobor: Sccunly Policies.
Chapler 4 (excepl 4.5 and 4.6), Text.

Woek VI LD Oclobier: Conbdenbiably, lotegnly and Hybnd Models.
Chaplers 5.1, 521, 6.1, 6.2 7.1, 7.2 [roan LexlL

Week VI 1T Oclober: Test.
Matenal Covered mm Lectures 1-V.

Weoeek VI 24 October: Return Test. Discoss. Ldeolily.
Chapler 14, Text.

Woeek 1X 31 Ocloboer: Malicions Logzic.
Chapler 22 (uplo and including 22.5), Text.

Woek X 7 Novemboer: Authentication, Conflinement. Design Principles.

Chaplers 14, 13, 16, Text.

Woek X1 14 November: Information Flow., Resk analyvsis amd elhical ssocs.
Woeek X1 21 Novoembaer: Trosted (5.

Waoek X111 28 November: Dalalwse Securily.

Woek X1V § December: Test. Materal Covered in Lectunes VI-X1L



