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Error Control Techniques

Model of a conventional signaling system
Moise 1. random errors

* 2. burst errors
Source (—s=| Encode —#=| Channel +—»=| Decodet—m= Sink
m .
data bits n bits
r codeword
Dits n=m+r

Two categories of error control techniques
1. ARQ {automatic-repeat-request)
buffering, error-detection-codes, acknowledgment channel, retransmission.
2. FEC (forward error control)
error-correction codes {put enough redundancy information for correction).
FEC is inferior to ARQ except when
1. an acknowledgment channel is not available or expensive, or, even dangerous!
{e.g. deep space comm. such as Voyage ll)
2_ the small fraction of correctable error patterns has almost all the
probability weight.
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Arithmetic Checksum

Error detection at the higher layer is usually done by ordinary arithmetic operations.
This is simpler in software but somewhat less effective than a CRC.

Standard technique is to view packet as sequence of k numbers of n bits each,
say X{, X3;..., Xk

Checksum is then the n bit number xy#x-+._.+x, using ordinary arithmetic with no
carry.

Alternatively, checksum might be 2n bits; first n bits is (sum} xq+x5+__+x, and second

n bits is (sum of sum) x+2xo+3xq+  _+hxp.

Example: In TCP, n=16, checksum is 16 bits and one’s complement of the sum.

Im 15BN, the data are radix 10 digits, checksum is radiz 11 digit (with 10 represented
as X} and is (sum of sum of all digits)/11.
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Weighted code used in ISBN number

for Error Detection
QOur textbook has a ISEN number 0-13-162959-X.
To check that this number is a proper | 5BEN number we proceed as follows:
Mumber SUM SUM of SUM
0 0 1]
1 1 1
3 4 2
1 3 10
6 11 21
2 13 34
. e | 0 162 mod 11
9 27 a3 =0
9 36 119 +
10=X 46 T L L
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Coding Theory

“Coding and Infoermation Theory”, by Richard Hamming, Prentice-Hall.

A code consists of the rulefalgorithm for computing check bits from data bits and for
generating codewords from data bits and check bits.

The coding algorithm defines the legal or illegal codewords.

For fized length codes,

For x, y € the set of codewords, Hamming dizisnce, Hd{x.y) is the no. of 1°s in d, and
d=xTy.

The Hsmming dizfance of 3 code, C, is Hd{C)=min{z | z = Hd{x,y) where x, v are code-
words of C, and x#y).

To detect d (single) errors, we need a code C with Hd{C)=d+1_

To correct d errors, we need a code C with Hd{C)=2d+1.

Exercise: Prove the Hd{odd parity code) = 2.

For single error correcting code, where mir) is the no. of data(check) bits,

How many check bits is required? Prove that r must satisfy (m+r+1) = 2

Each of 2" msgs has n illegal codes at Hamming distance 1 from it
= Each of 2" msgs requires n+1 bit patterns from 2" bit patterns.
= (nH)2" 22" = (mAr+1)27 = 2™ = (mAr+1) 2 2.

For m=8, 84r+1=22", = r=4.
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It can correct single bit error. Invented by Richard Hamming.
Codewords are encoded with check bits interleaved with data bits in the
following order with check bits Cy C4 Cs, Cs, ..., C,, in position 1,2, §..., 2"

CpCqDC 30503040 305050705050 1p0 140420 13014045

To generate the codeword,

e.g.ifD1is 1, then since its position in the codeword is 3, it confributes binary

Hamming’'s Single Error Correcting Code (SECC)

2 a6 7T 9 1011  Data bit Positions

Firzt line up the data bits on postions 3,5.6,7.9,...
For each bit with value 1, use its bit pozitions in the codeword to generate
binary parity bit pattern contributing to the check bits.

parity pattern of 0011. if D iz 1, since its codeword position is 7, it contributes

binary parity pattern of 0111.

- The binary bit pattern corresponds to check bit C,...C-CCyp. Therefore 0011
pattern implies the contribution of 1 to the parity bit computation of check bits
'E.: and '31.

- Reverse the binary bit pattern and align them beneath check bils, since in
the codeword, the parity bits are lined up with CgCCaC4... order.
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Decoding SECC

o

For each check bit, counting the parity bit contributing to it by all data bils and
generate the check bit using the even parity bit.

In the following example, Cg receives 1 parity bit contributed by Dy and
another by Dy. With even number of parity bit contribution, we generate bit 0
for Cg. For G2, only Ds contribute one panty bit, therefore, we generate bit 1
for C- to make the tofal number of bit 1 even.

After check bits are generated, the codeword is sent to the receiver.

After receiving the codeword, the receiver will set aside those check bits and
recompute the check bits only based on the data bits.

If a check bit computed by the receiver is different from the received check
bit, then mark the check position with X. : -

For each error check bit position, add the value 2(check b pesition) 44, 5 variable
error_location. For example, in the fc:ll::uwlng example, we have Cy, G4, and
G2 error. We add emror_location=2 0421:22=142+4=7. This indicates that bil
position 7 in the codeword is wrong. Let us correct it by complementing its

value.
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