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Definition

specific fallure of the system to guard against
unauthornzed access or actions. It can be procedures, technology (SW or
HW), or management.

Using the failure of the system to violate the site secunty policy 1s called

IS a test for evaluating the strengths of all security

controls on the computer system. It intends to find all possible security
holes and provides suggestions for fixing them.

: IS an authorized attempt to violate specific constraints
stated in the form of a security or integrity policy.

_ IS a testing technigue for discmrering,_understanding,
and documenting all the security holes that can be found Iin a system.

It Is not a proof technigues. It can never prove the absence of security
flaws. It can only prove their presence.

Example goals of penetration studies are gaining of read or write access to
specific objects, files, or accounts; gaining of specific prnivileges; and
disruption or demal of the availability of objects.

What 1s the difference between penetration testing and hacking/intrusion?
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