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Overview

0 History and overview of SSL/TLS

0 Products and Implementations
0 Datagram Transport Layer Security (DTLS)

0 Current TLS Issues and Extensions
0 Secure Remote Password (SRP)

First part from the textbook. Remainder from Wikipedia and IETFE
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Key Features

a User level = Not operating system specific

a Uses TCP = Reliable transmission
(No retransmissions at application layer)

a Features:
» Crypto negotiation
» Key Generation for encryption and Integrity
» Authentication:
a Servers use Certificates

a Clients use password or certificates
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