Access Control and Operating
System Security
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Access control
#Common Assurmplion

+ Sy=tem Enows who the user is

— Ugar hasembered 2 nams and peassons, oF obtber Info
+ Apcess neguests pasx through gate=keeper

= 05 must = deslgned monibor c2nnot be bypasnas

Rafaran
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Deode whether user can aggly cp=rafion to resource

Access control matrix  [Lampson]
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Dbj=cts

Subj=cts

Two implementation concepts
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#Access control list (ACL)

+ Slore column of makrix

with the resounc=

# Capshility

# User hiolds a "Oeket™ for

mach] resounce

* Tweo varialions
— shor= roaw OF matrbe with usar
— unfongeahbie et In e spac=
Srress mmiral lsts =re widady ussed, often vtk groups
Soimee 2epects Of cEpabillty cono=pt 2re e In Farberns,

Capabilities

#Operating system concept
=+ " of the fulure and always will be .~
#Examples

# Depnis and van Horn, MIT PDP-1 Timeshanng
+ Hydra, Star05, Inted i&PX 432, Eros, ..
+ Amoeba: distributed, unforgeable tidkets

#References
#+ Henry Lewy, Capability-a==d Computer Systems
PSR i WvenL 5. W shingbon. eduhomesfleyyy 2 pabooky’
+ Tan=nbaum, Amoehba papers




#Access control list
+ fA=z=pciate list with =ach object
# Check userigroup against list
# Felims oo authenticetion: nes=d o Know user
#Capabilities
+ Capability i= unforgesbile toket
— Aandom bk sEquancs O managss by 05
— 2N b= pamsad fnoim o process b amckher
# Peference monifor cdhecks Goket
— Duoeeg mok nead B0 know EentPy of useariornoess

ACL vs Capabilities
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ACL vs Capabilities
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#Delegation

+ Cap: Process can pass capability at run time
= ACL- 7777

#Revocation
+ ACL- Remoywe= user or group from kst
+ Cap: Try to g=t capability back from process?
— Pozsibie In some Systeme I appropriate bookiesning
= 5 kmowvs what c=t= = cpablRy

w 1" capebl ity b5 usad for muBloles rescormes, Fese o
reioke il O o .

w CRher detells ...

Roles (also called Groups)
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#Role = set of users
+ Administrator, PowerlUser, Use=r, Guest
+ fA=sign permissions o roles; eadh use=r g=l= permission
#Role hierarchy
#+ Partisl order of roles
+ Each role gets
permissions of roles below
# L=t only new permizsions

grn=n o =ach role

Groups for resources, rights
#Permission = (right, resource’
#Permiszion hierarchies

# Il uzer has nght r, and ri=s, then user has right =

# Il us=r has read aoo=== o directory, user has read
access to every File in directory

4 Big problem in access control
+ Complex mecheanisms reguine complex input
+ DiiTicult to configure and maintain
+ Rples, other organizing ide=as try to smplify problem

Multi-Level Security (MLS) Concepts

#Military security policy
— Clmificetion Imvcdves sersitivily Evels, oormipa rtmeEnes

— Do mok k=t dassified Information l==k to unciassfed fies
#Group individuals and resources
#+ Use some form of heerardhy o organize policy
#Cther policy concepts
+ Separation of duty

+ "Chinem=e Wall™ Palicy




Military security policy
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#Sensitivity levels # Compartments

Satelite daia
afghanistan

K =-='

[=ram=

Military security policy
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#Classification of personnel and data

# Cla== = {rank, comparbment:
#Dominance relation
0y 205 iT rank; < rank;
ard compartment; © compartment,

+ Example {Restrided, Israel) 3 {Secref, Middle= Easl)
#Applies to

+ Subjeds — us=rs or procezs=s

+ Objects — doouments or reesources

Commercial version
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Product specifications

CeEcontinue=d
In production

CEM

Bell-LaPadula Confidentiality Model

#'When is it OK to release information?

#Two Properties qwith sily namas)
#+ Simple security property
= & mabject 5 may read obdect O only P C[OT £ OS]
* *-Property
with Feac 2oo=ss to O may wike object F only

= Wl ey onky e’ Seiser sour dassifoaton
onky e aboes your Clessific=tion

Picture: Confidentiality
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Resd belaow, writ= aboes Resyd aboye, wribe Badoy

Biba Integrity Model
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#Rules that preserve integrity of information
#Two Properties qwith sily namas)
+ Simple int=grily prop=rty
— & [ubject S may waribe object O anly ' O05) 2 OO0
Lonly trust = S madP®y O F S has higheer 2k .0
+ *-Property
= & mubjedt 5 with read 2ocess to O may verke objsct F only
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L ondy mcre= Infa Trom O s P F O 15 mane tnested than Fl
#1In words,
= WOl sy only AR Devion vour descificabion and
only ard Ao your dessFliceton




