Lecture 6:
Two Fish on the Rijndael

Tha algortvm might look haphazard, ok we did evengdhing
for & mason. Malhing is in Tecdish by chance. Arything in
Hhaz abgorithion bk wie cowldn'® jusily, we remoand. The
nesull is a lean, maan algolhm thal is sirong amd
concepbsaly simpla.

Brice Schineker

fray CREEE: Recuriny amd Privacy
head Umwarsiny of Yirginia Oavid Evans
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Menu

Chpper

AES Program
= RCH

Blowfish

= AES Winner - Rgndasl
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Breaking Grades File

= Mat in my office or any UWVA computer
— Do not try to break into any UVA
computer
= Home PC: C:'cs588\grades. t=d
{encrypted)
— If you obtain that fils, it talls you what to do
next
= Adelphia Cable Modem
= My browser is set to disallow ActrveX,
allow Java and JavaScrpt
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Clipper

= 1883 — ATET markets secure telephony
device

= Law enforcement: LIS courts can
authorize wire taps, must be able to
decrypt

= MS&A proposes Clipper Chip

— Secret algonthm [(Skipjack), only
implementad in hardware
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Key Escrow

» MSA has copy of special key, can get
with a court order

» Sender transmits E (ML E) | LEAF (Claw
enforcement agents” field™)

= Holder of special key can decrypt LEAF
to find message key and decrypt

message
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LEAF
LEAF =E ((E (k. u) || || a). F¥

E=message key

u = 80-bit special key (unique fo chip)
n = 30-bit identifier {unique o chip)

a = escrow authenticator

= B0-bit key {same on all chips)

noawn by FBI
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Wire Tap
= FBl investigating Alce, ntercepis Clipper
communication
= Uses fto decrypt LEAF:
DEJEE w=|aH=E& u)inla
» Delivers n and court order to 2 escrow
agencies, obtams u

» Decrypts E (k, u) to obtain message key
and decrypt message
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Two Escrow Agencies

» FProposal didn't specify who (one
probably NSA)

= Divide & so nesther one can decrypt
messages on thewr own (even if they
obtain f )

One gets u & X other gels X
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Clipper Security

= How do you prevent criminals from
transmitting wrong LEAF?
— MGA solution: put it in hardware, inspect all
Clpoper devicas

= Bl viilnerable 1o ool -of Zhe box devica
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Clipper Politics

= Mot wadely sdopted, administration backed
down
- Sacral algonthm
— Public releicrs disasher
* Ugn L mreches mosdama: crpployrep b ssarky

n | anl wse ruskesd, in pariculer hedn ' Soured pel who
bed EELTLRS SRR

L ErEE hipcVerweral o pbl YescpHay s Clizoad

= Future?: Senators have called for new
Chpper-like restrictions on cryptography
= Lessons kearned well for AES process
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AES

= 1986 NIST nitates program to choose
Advanced Encryption Standard o replace
DES
» Requests algonthm submissions: 15
= Requirements:
- Sacing for naxt 50-100 yaars
- Parlormance: fasbar than I0ES

- Support 128, 152 and 256 bl Keys
= Hruls loros sssrch o 22 kays al U Dnlken ks yateeaed
winshd bk 0™ e | 10° © age of onarss

~- Mzt Ba 3 bleck cighar
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AES Process

« Ohpen Design

— DE%: des=ign criteria for S-boxes kept secret
» Many good choices

— DES: anly one acceptable slgorthm
» Public cryptanalysis efforts before choice

— Heavy mwolvements of acadermic community,
k=ading public crypiographers
= Consenvative (but quick): 4 year+ process
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AES Round 1
« 15 submissions accepied
- Weak ciphers quickly eliminated
— Magenla brokan 2t canferenoe!
« 5 finglists selected: MARS (1I8M), RCS
Rwest et al.), Rijndael Belgium
I:I:q'pt-}gmpha:‘lz'-}. éerpent%der%m. Biham,
Knudsen), Twofish (Schneier, et al)
- Sacurity v. Parformanca is main tradeolt
oy g pou meEEore sseunly
- Simplicity v. Complaxiy
= Pt e by bor ondason

= Mead wrplcly koo sbls ko enelees e mpbemsn!
wlwnly
IT R 2T Urrrrrup @ Srgesa 20 1LIR =]

Breaking a Cipher

« Real World Standard

- Afacke can dacrypd secrel messeqes

- Raasonable amoie of work, aciual amount of
ciphariaxi

= “Academic” Standard

— Ablacker can deferming something about tha
1™ e 2

— Ghvan wnlimied rumbar of chosan pleinbed -
ciphariaxi pairs

— Can parform a vary large numbsr of compulabons,
up to, bul Mot including, 27 whare # is the kay siza in
biks [l.e. assumse hal the afackor can T maunt a brule
foree alfack, bul can gef chosal)
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AES Evaluation Criteria

1. Security

Mosi imporiant, bul hardest o measune
Resistanos o cryplianalysis, randamness of cuipul
2. Cost and Implementation Characteristics

Licarsing. Compulatianal, Mamdany
Flizakdl ity (difenenl kay'hbook si2ash hardsans
imp T rialion
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From RCS to RCE
in seven easy steps

From Aivaal s PO ik, Bie Verwrw oo e rhpoom sl cavas’

Descrption of RC6

= RCE-wirfo parameters:
— Word sizeinbitss  w (32) {Igw)=5}
—MNumber ofrownds: = (20}
—Mumber of key bytes: 5 (16,24, or32)
= Key Expansion:
— Producas array 5[0, ... 2r + 3] of w-bit round

= Encryplion and Decryption:
— Input"Output in 32-b& registers 4,8,C0
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Design Philosophy

- Leverage experience with RCE: use
dats-dependent rofafions to achieve a
high level of security.

- Adapt RCS to meet AES requiremenis

» Take advantage of a new primithve for
mcreased secunty and efficiency: J2x32
multiplicsfion, which executes quickly on
modern processors, to compute rotation
amounts.
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