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Abstract

Whether a particular computing installation meets s
security poals depends on whether the administrators can
creale a policy that expresses these poals—security in prac-
tice requires effective policy engineening. We have found
that the reigrung SELinux model fares poorly in this repand,
parily because typical isolatumn poals are not directly stated
but instead are properties derivable from the type definitions
by complicated analysis tools. Instead, we are experiment-
ing with a security-policy approach based on copy-on-wrile
“pastures”, in which the sharing of resources between pas-
tures iy the fundamental security policy primitive. We arpue
that it hay a number of properties that are better from the
wsabdlity ponnt of view. We implemented this approach ax a
petch for the 2.6 Linux kermel.

1 Introduction

Computing systems Lypically depend on their operating
syslems 1o enforce trustworthy behavior, Archilects and ad-
mimistrators descnbe ths behavior in lerms of vanous se-
curily goals, such as protecting the inlegrily and conliden-
talily of dala. To achieve these poals, archilects and ad-
ministrators should be able o confligure them with securily
policies thal actually express these poals. Thus we reach a
poinl when policy engineering becomes a critical 1ssue.

The problem ol engineering usable 08 securily policies
has been worked on [or decades. Tlowever, we clanm that
age does nol mmply malurily. The continuing trouble with
securely conliguring real systems lor real applications in
the real world demonstrales the absence of the accepled and
effective best practice thal would come with a solved prob-
lem. Approaches based on lormal models do nol appear
lo have pamed much traction with system admamsiralors
and defenders, outside of a lew small specialized commu-
milies. Salisfaclory approaches o securing syslems in man-
ageable ways are sill being purswed and discussed! | and we

'In parbcular, pracisioner conferences, includmg the so-called hacker
convendsms hke Deloon and Blackhal, ollen leawne alks on explonstory
methods for protecing common server sollwane knoswon o be volnersable.

will later review several such approaches thal enjoy de lacto
practlioner acceplance (most notably vyerver and the use of
B5D jails Tor building virtual sysiems). We oller our own
work as a conlnbubion W thas efTorl.

Im recent years, older ideas have re-emerged, with NSA's
Securnity-Enhanced Linux ( SELimux) (eog, [11]) considened
by many (o be the de-facto besi-of-breed for those wanl-
ing a high-assurance bul conlemporary O35, Unloriunately,
SELinux has a high cost from the point of view of usability:
ils monolithic and awkward policy structure makes il dilli-
cult lor programmers o conligure and maintain it for real-
world applications — and difficult for stakeholders 1o trust
that the resulting policy aclually confines system behavior
Lo “secure” operalion only.

Previous studies (e.g., [4]) led us o the conclusion that
the principal usabality obstacles for the SELinux policy ap-

proach are:

o any reasonable degree of inlegrily proleclion reguires
a larpe and complex policy, essentially profiling all the
allowed accesses [or protecled applications;

» by [ollowing the application execution profile, such a
policy becomes as complex as the onginal soflware —
wilthoul any comesponding sollware engineering lools

1o keep il manageable:;

» no prolection can be alTorded belore such profiles are
compiled, a labor-intensive procedure.

All of these obstacles are ullimately due o SELinux’s
reliance on the lundamental and time-honored design prin-
ciple ol denying access if it 15 not explicitly permitted by the
policy.

Im addition wo these obstacles, checking il a SELinux pol-
icy salisfies information Now goals is a non-trivial ask, be-
cause Now properies of the SELinux model cannol be ex-
pressed explicitly inils policy language, bul are instead de-
nved from the Lype specilicalions, i.e. access profiles. Thus
even though Mow goals are oflen of primary inleresl, they
are nol firsi-order policy objects thal can only be derived
[rom a rather large number of access slalements.

We explore an allernative approach, based on (wo prin-
ciples:



s All accesses nol explicitly allowed or demed by a pol-
icy slatement resull in a copy-om-wrile {COW) duplica-
tion of the accessed object, rather than a demal.

» Flow properties are directly specified by the policy
rather than denved (rom other kinds of stalements.
Specilically, sharng of resources belween environ-
menls isolated by default becomes a basic policy prim-

1w,

In order o implement these principles, we assign pro-
lecled applications o COW pastures or, for shorl, pastures,
where a pasiure 15 a securily conlexl similar o a vyerver
conlexl or a B850 jml, which contains privale copies ol liles
modified by processes assigned o il The term, ol course, is
a pun on COW, the copy-on-wrnle operation thal adds new
objects 1o a pasture. The lenm also sugpests the permis-
sive nalure of a pasture as compared o a “jal™: the point
of pastures 15 W0 allow programs o proceed by creating pri-
vale copies of objects modified by therr wriles nol explicitly
listed in an access profile, rather than lerminating them [or
a violation of the profile.

2 Our approach
2.1 Hoevisiting types

We consider the sel of SELinux lypes as a sel of inler-
secling “access jals”, delimng therr allowed inleractions.
Indeed, the purpose of SELinux policy analysis tools 1s
moslly o derive a descnplion of such inleractions (e.g.,
the information Mow between lypes). I seems thal a di-
recl specification of allowed Mows combined with the de-
[aull integrily prolection given by the copy-on-wrile names-
pace isolation approach, could be much more concise amnd
inielligible, being closer o the actual securly goals of
many admimstralors. The principal reduction in complex-
ily will come from the conceplual simplicily ol namespace

isolation-hy-delaull.
2.2 Motivating Examples
Let us consider two molivating examples.

Server prolection

An administrator runs a number of trusted and possibly
inleracling servers on a syslem wishes o introduce a
new piece of third parly sollware, say a license server.
Mol bemng sure of the secunly properties of this sofl-
ware, the admin would hike o lake steps o protect the
inlegrily of his other servers [rom ils possible interfer-
ence, whether unintentional or due 1o hosule transac-
Lins.

Client protection A nch chent such as a web browser
needs o access and interacl with many 08 resources,
and remd and create multiple files, including files in
the user’s home direclory (cache, javascripl, cascading
siylesheets, media lles elc). A vulnerabilily in one of
ils modules could damage the wser’s privale files. Due
Lo ils sigmilicant footprnd, it ypically needs a complex

securily profile with many special cases.

Users nowadays wrgently need o mainlain separale
roles (and ellfective namespaces) lor “browsing™ and
“working”, or lace dangers o more valuable private
files from the much less valuable “web™ liles.

Internel Explorer’s reasonable wea of “zones™ proba-
bly owed something 1o such considerations, bul was
ruined by the “integration™ with the 05 and other de-
sign decisions thal the current “phishing™ epidemic has
laken such broad advantage of.

IHence chent soltware 15 best run n an 1solated com-
partment. However, for most user activities, Tull iso-
lation is nol an oplion {(e.g., a web browser 15 needed
lo inlerprel the very working files that we would hike
o profect from being damaged by il should it mishe-
have). However, we nole thal the number of Lles that
aclually need o be imported back Lo the user’s work-
ing sel is lypically much smaller than the wolal number

of files read or wrtlen within a sessio0n.

Adjusting the policy Lo fit the guickly changing working
environmenl 15 hardly a usable solution when the policy 15
o deny by default all operations thal are nol explicitly al-
lorwed. A demal could well lead o an error and loss of work
in the currenl session.

Thus wsing a “deny by default™ policy means oo many
admnistrative mterruptions, when the user has o switch
roles o perform an admimistrative action, and then spend
somie lme restonng his working contexl To avoid such in-
lerruplions wsers oflen work with elevated privileges all the
time. An exireme example was older M5 Windows where
administrative actions could not be easily aken withoul log-
ging oul and hack in as the Admimstrator,

2.3 The proposcd solution

The essence of our approach is o allow groups of related
programs o run in “pastures™ wilh the same namespaces as
the original system, by defaull creating private copies of ne-
sources when they are modified and describing the cases
when this should mor happen in the policy thal enumerales
allowed sharing and communication belween pasiures. In
each pasture, the bindings in the namespace thus point ei-
ther to the ornginal object (il the policy specifies this), or
o the privale object (created by delanll if wnilen o by the
paslure).



Pastures sacnfice some of SELinux’s power lor detect-
ing mishehavior but avord the burden of detailing “good™
behavior belore prodection becomes elfective. The elfects
of bad behavior are managed by keeping them private o the
pProgram’s pasiure.

Advantapges of pasiures are

o new progams can be introduced in prolected manner,
eliminating the need for the risky auditZallow profiling

step:

s archilecls and adrmamistralors can directly spectfy infor-
mation low properties;

o Lhe overall complexily of the policy i1s thereby reduced;

and

e access error condiions Tatal under SELinux enforce-
menl bul nol crntical o securily poals are no longer

[atal.
3 The implementation

3.1 Overview

Processes slarl in pasiure environmenls specified by a
policy mapping of the pair (command, user) » pasture (1),
The command is either an absolule path to an execulable or
a yudoers(3)-siyle alias 1w a command with HP'I.iI::III!-i-i- Chur
code resolves the mapping ol a process 1o ils appropriale
pasiure al the poinl of the exec system calls.

The syslem creales new pasiures as needed. Each new
pasiure stars oul with the namespace dentical o that of
the base system, perhaps wilh some parl of the namespace
explicitly excluded by the policy.

The mmplementation allects name-resolulion mecha-
nisms, such as mamer [or the lilesystem. Name-resolulion
roulines now lake one extra arpument, the ID of the pasture,
and return the most specilic binding that exists lor this pas-
lure. IT a file or directory has been modilied within a pasture
privalely, the namespace mappings of the particular pasture
and the other pastures diverge al the comesponding direc-
lory level, and namet henceforth produces the privale copy
of that file, as the most specific for thal pasiure.

Besides the lilesystem, we need consider other names-
paces as well, such as those ol network ports and varous
syslem and network stack constants. Our current imple-
mentation 15 himiled o lesystems, bul the same approach
should be peneralized o these other namespaces. To con-
[ront the practical challenges connected with virlualizing
nelwork stacks, we plan o draw on the wisdom ol the Vim-
age 1:|u'l::»_j1:n|.:l'1 for FreeBSD [15].

e sudoer-style matching and aliasing are nol yel implemented
ot weww el ferhrfeec/BS DN vimage!

3.2 Pastures policy primitives

321 The one-directional arrow

Suppose (7 and A are two pastures. The policy slalement
;A means thal changes made 1o the namespace of pas-
ture (s by processes running i (5 are visible 1o processes in
the pasture A, but such chanpes by A are nont visible in (5.
(Il the policy also specifies the converse A+ (7, we wrile
(s« » A; we consider this simpler case laler.)

Letl us relum o our previous example of a sysadmin in-
troducing a third-party application A o a system thal runs
a number of trusted servers, which he wanis to prodect rom
possible mnterference by A In other words, he wanis his
trusted processes o afTect A as they normally would, bul he
does nol want A o alfect them back in any ways other than
the lew prescribed. Eventlually, as the admin convinees him-
sell that A 15 well-behaved, he will bnng A inlo the rusted
[old, bul belore that tme he would like © be able o roll
back most changes thal A may make (o the syslem, excepl
those specilically allowed by his policy.

To achieve this goal, the admin may regard his set of
trusted servers as running in a global system pasture (7, cre-
ale a pasiure A for the new application, and specily €& » A

The armow relation belween lwo pastures can be limited
Lo cerlann files, as descnbed below.

3.2.2 The hidirectional arrow

The bidirectional ammow belween pasiures means thal rel-
erences o a resource, such as a file, by name [rom either
pasture would retumn the same objecL The applicalions run-
ming in lthese pasiures can creale the same races as in classi-
cal UNIX, and these would be resolved or allowed 1o exist
as i classical UNIX.

With a bidirectional arrow relation qualilied by a file
name, applications runming in lwo separale pasiures can
thus share a regular file, or commumcate through a socket
lile by thal mame. An unguahlied bidirectonal arrow be-
tween pastures would mean that they are lunctionally iden-
tical in their access privileges.

J.4 Information flow implications

The mformation Now meaning of the unidirectional ar-
row A+ B s as lollows: the writes of processes in A are
visible 1o those in B, bul nol vice versa. Changes 1o liles
made by processes in [ and new liles created by processes
in B are nol visible o those in A; B can [reely read infor-
mation [rom A, bul ils wriles will nod alTecl resources in A,
since they resull in copy-on-wrle of the resource wrillen Lo

The bidirectional arrow A « + B (or, equivalently, a par
B » Aand A » B) means thal information Now via



