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Overview

a Kerberos V4 Issues

2 ASN.I and BER

a Names, Delegation of Rights
3 Ticket Litetimes

a Cryptographic Algorithms

a Hierarchy of Realms
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Kerberos V4 Issues

1. Names, Instance, Realm (non standard)
1. Only DES encryption
2. Only IPv4 addresses

3. Byte ordering indicated in the message (ASN.1 better)

4. Maximum life time limited to 21 hours: 8 bit life time 1n units
of 5 minutes

5. No delegation

6. Inter-realm authentication limited to pairs = N? pairs
7. Double encryption of the ticket: K . [K . _[...]]

8. PCBC does not detect interchange of cipher blocks
9. No subsession keys for long sessions

10. Brute force password attack
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