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Web Browser Security

John Mitchell

Course Schedule

Projects
u Proj 1: Assigned April 11, Due Agril 27
u Proj 2: Assigned Due May 18

w Proj 3: Assigned May 18, Due June B A Laie Days
Homework
w HW 12 Assigred April 20,

w HW 2: Assigred May 11, Due May 25
s HW 3° no H&T thes year
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= Secoinn sEEE and mokies
& hﬂb&r.ti‘rglheh-.rp.&aa'r.i-mmmt
= EviEnnion srncbo
= AIIEEE poliches, Signad SOpE
& Privacy and confidentisity for “ensitiee information

= [Protecting the flle symem, O, platdtormi
= Profecing informasion Zsndated with ot browesar

procemmes | 2.0, other wWINoowWws|
= [Profecing the user agains oerptian
= Probeding agains trafic analEs

Browser and Metwork

b

i Broaser sends requests
= Fizy revenl privane infiommaton [in e,

i Broreser repaives informataon, oode
« MZy CORTURE Sie by running Unsale oooe

& [nteraction susceptible o network attacks
« ‘Coreider nebwork saouty e in the murse
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o
& Microsoft Issues New IE Browser Secourity Patch
By Ridhard Karpirski
m Microsoft has redeased B security patch that closes
coeme major holes in its Trtermet Explorer browser

m The So-called “ouimnulatve patdi™ fioss Six different IE
problems ...

w Affected Browesers inchide Inbemet Exgloner 501, 55
and 6.0.

n Microsoft rated the pobential Security breades &5
“critical.”

Feb 2002 patch addresses:

= & EUTer osemon assnoated waith am HTHL dirsctie ...
Hadkers could use this breach 0o nun malkcous code on a3
LB S SATL

= & 2ripting vulnerzhiky thet wakd ke an atiadoer mad flkes
Of 3 LEET'S SyTsTE.

= & wuinerabiiny redehed oo the displey of Tie names . Haokers
oouls ... miErepresant dhe reme of 2 fie . andlinck 3 e
imo dovanboacing am ureae ke

= & vuinerabiliny thar wouls dlow o Web page to impeoper iy
Imvoke 2 Apphcaiion Irsta e O 3 LSS SYSDEm Do 00 3
fll= oni 3 Vieh: she.

- moe ...

M5 arnouncad 20 sulnerabilities on Aprdl 13, 2004 1N

And then again last year, ...

Windows Security Updates Summary for April 2005
Pulisishesd: Agril 12, 2005

A security issue has been identified that could
alkows an attacker to compromise a computer
running Internet Explorer and gaim control over
it. You can help protect your computer by
installing this update from Microsoft. After you
install this item, you may have to restart your

Comparter,

Microsoft Seourity Bulletin MS0D6-013, April 2006

Browser security topics

& Review HTTP, scripting
o Conbralling GlLrgaing mformathon
= Cooddes
s Lo (st ety barik Bl oy

= Rouing privacy
s FrerrITLna, Lok
= Privaoy poilcy —F3P
@ Risks from inooming evectalile oode
= JEvasoip
[ =t
w PlucHns
= =3

HTTP

HyperText Transfer Protocol

@Usad o request and return data
= Methods: CET, PogT, HEAD, .

& Siateless request/response protocol
» Eadh request is ndependent of previous. reguests
» Statedescnecs has 4 Sgnificant impact on desagn
and implernentation of applications
& Evolution
= HTTP 1.0: simple
m HTTP 1.1: irdne oOfrgie




HTTP Request
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HTTP Response
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HTTP Server Status Codes

Code | Bescriptions & | @ Feturn code 401
20 w Used to indicate
) ik 3 ik HITTP autherization
301 [Meved Permaneney = HTTP Bitivorization
= e T e

00 = e
Tt ik

0l Forbidden — nof audonized

BN |

500 o ¥

HTML and Scripting

< Pkl = BrTwsET FECEf#Es [Inient, Jieplays
=p=

< seripls
var ruml, numd, sum
fdimil = profmpk"Enter first numiber”)

Mdiri2 = profmpe "Enter Secomd number”)
gum = parselnt{numl) + parselnt{numl)
alert"5um = " + sum)

< fecript=

< hkml>

Events e
& page-delined Tuncion
'-II'III 1'l.1:v|:-'l:-=-:|:.l|-a'.a':|1|:|:':r b b ke
function whchButhon eeent) |

If | et butftom= =L |
Skt "Yiou dbdeesd the keft mouse bucond ") b
dzr |
2t "You dideed the night mouse Bution!™ |
kk
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:'.I:IIH' OO EEo= whichEuon)] event [ =
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Document object model (DOM)

@ Objert-oriented interface wmed to read and write
o
= Wazh page in HTHEL is sorucdtures data

= COM prosddes represemiation of this herrdry

& Cramples
ik Codor, COOLITESTL

= Properies: dooemenk oorme LURL,
document.forms] |, cocument.inks] |, cooument.anchors |
w MEthoos: oooument Wil CooUmert . relsmer )

# Also Browser Object Model (BOM)

= PAncios;, Doosrent, Fra , Hisory, Locztion, Mavioanor
ityoe 2ncl vaersion of Erowser




