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ABSTRACT

The focus of survelllance missions B W acquine and verify in-
formation aboul enemy capabilities and positions of hostile
tarpels. Such missions ofton involve a high element of risk
for human personnel and require a high degree of stealth-
iness. Henee, Lhe ability Lo deploy unmanned surveillanee
missions, by using wirehess sensor nelworks, s of greal prac-
tical importance for the military. Becamse of Lhe energy
consbraints of sonsor deviees, such systoms necessitale an
enerpy-aware design Lo ensure Lhe longevily of surveillanee
missions. Solutions proposed recenbly for this Ly pe ol sysiem
show promising resulls through simulations. Howover, Lhe
simplifled assumplions Chey make about the system in Lhe
simulabor ofien do nol hold wedl in practice and energy con-
sumplion is narmowly accounted for within a single protocol
In this paper, we deseribe Lhe design and implementation of
a running system for energy-efllcient surveillance. “The sys-
tem allows a group of cooperating sensor devicoes Lo detect
amnd Lrack the positions of moving vehicls inan energy-
elficient and stealthy manner.  We can trade ofl enerpy-
awaroness and surveillance performance by adaptively ad-
Justing the sensitivity of the system. We evaluale Lhe per-
formance on a network of 70 MICA2 motes equipped with
dualaxis magnetometers. Oor resulis show Lhat our surveil-
lanee siralepy = adaplable and achieves a signilleant exion-
sion of neltwork lifetime. Finally, we share lessons learned in
building such a complole running sysbem.
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1. MOTIVATION

One of Lhe key advantages of wireless sensor nelworks
(WSN) is their ability Lo bridge Lhe gap belween Lhe phys-
beal amnd logical worlds, by gathering certain useful infor-
maLion [rom Lhe physical world and communicating Lhat
information Lo more powerful logical deviees thal can pro-
coss AL I the ability of Lhe WSN is suilably harmessed, it
is envisioned Lhat WSNs can reduce or eliminate Lhe need
for human invelvement in information galhering in certain
civilian and military applications. In the near [ubure, sonsor
doviees will be prodeced in large quantities al a very low
cosl and densely deployved Lo improve robustness and redi-
ability. They can b miniaturissd inmto a cubie millimeter
packape {(eg., smart dust [16]) in order o be stealthy in a
hostile environment. Cosl and sige consklerations imply Lhat
Lhe resources available Lo individueal nodes are sevorely lim-
iled. We balieve, however _Lhal limited processor bandwidlh
and memory are LeMmporary consLraints in sensor networks.
They will disappear with [ast developing [abrication Lech-
niques. The energy consuraints on Lhe olther hand are more
fundamental. According Lo B A Powers |2, batlery capac-
ity only doubles in 35 years. Knerpy constraints are unlikely
Lo be solved in the near Tuture with the slow progress in
battery capacity and energy scavenging. Morcover, Lhe un-
Lended nature of sensor nodes and Lhe hazardous sensing en-
vironmenlk preclude manval batlery replacement. For these
reasons, enerey awareness becomes the key research chal
benge for sensor nelwork protocol design. Several rescarchers
have addressed energy conservalion recently. Most of them
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Figure 1: Sensor Metwork Deployment

focus on particular probocols and investigate whether their
energy conservation goal can be achioved. To the best of our
knowledge, none of them investigale energy-conservalion [or
a running sysiom as whole, Mormally they evaluatle Lheir ap-
proach through simulations. Simulation approaches tond Lo
make simplifled assumpdions Lhal often do nol hold weldl in
practioe and they are subject Lo incomplebeness. For ex-
ample, in |22][23]|21], several sensing coverage schemes ane
proposed [or energy consorvation. Mone of them consider
enerEy consumplion in activikies olher Lhan sensing.

In this paper, we describe our effort Lhal involves sysiem
design and implementation on a MICA2 platform with T
MICAZ motes. The primary goal of the system is Lo sup-
port Lhe ability Lo track the position of moving Largeds in
an cnergy-eillciont and stealthy manner. Owur experimental
results show that the probability of lalkse alarms obsorved
reaches woro when aggregation is achioved among more Lhan
3 member motes. The experimental resulis we otdained also
show Lhat with 5% of deployed moles serving as sentries and
the non-sentries operating at a 4% duty eycle, our algorithem
exbendds the lifetime of a sonsor nedwork by up Lo D009,

The main contributions of Lhis paper are: 1) the de-
sign and implementation of a running system wikh energy-
awareness as the main design principle across multiple com-
ponents, 2} Mechanisms [or dynamic conirol, which allow
tradealls between enerpy-olliciency and system performanaos
by adjusting the sensitivily of the system, and 3) a physical
implementiation and Neld evalpation that reveal Lthe practical

i=ses Lhal are hard w caplure in simuolation.

The remainder of Lthis paper is organized as follows. Sec-
Lion 2 describes Lhe requirements of a Lypical ground surveil
lance application. In Section 3, wo deseribe Lhe sysiom selup
and hardware components. In Section 4, we provide an
overview of our sysiem design. In Section 5, we elaborale on
how Lhe individeal components of the system contribule Lo
enorgy-ofllcient Lracking. In Section &, wo discuss implomen-
Lation issues concerning our sysbem. We presenl experimen-
Lal results in Section 7, and summarize Lhe lessons learned
from our expericnes in Section 8. Finally we conclude in
Soection 9 and discuss some [uture work in Section 100

2. APPLICATION REQUIREMENTS

Or system design is mobivated by the requirements of a
Lypical ground surveillance application. The general objec-
Live of such an application is Lo alert. Lhe military command
and control unit in advanee Lo the oecurrence of evenls of in-
Lerest in hostile regions. The evend of inberest for our work
is Lhe presence of moving vehicles in the deployed region.
The deployved sensor devioss musi have the ability Lo de-
Lect and track wehicles in Lhe rogion of inberest. Suocessiul
doetection and tracking requires thal the application obiain
Lhe current posilion of a vehicle wikh acceplable precision
and conlidence. When the information is obdained, it has Lo
b reporied Lo a remole base stalion within an asceplable
latency. Several application requirements must be satsled
Lo make Lhis system wselul in praclion

o Longevity: The mission of a surveillance applicalion
Lypically lasis [mom a lew days Lo several months. Due
Lo Lthe confldential nature of Lhe mission and Uhe inac-
cessibility of the hostile Lerritory, it may nol be pos-
sible o manually replenish the energy of Uhe prower-
constrained sensor deviees during Lhe course of Lhe
mi=ion. Henco, Lhe applicalion requires enefgy-awane
schomes Lhal can axtend the lifebime of the sensor de-
vices, 50 Lhal they remain available [or the duration of
Lhe mission.

o Adjustable Sensitivity: The systom should have an
adjustable sensikivity Lo acoommedate dilferent kinds
of environmenls and securily requirements. In eritieal
missions, a high degree of sensitivily is desired Lo cap-
Lure all polential targels even al expense of possiblo
false alarms. In olher case, we wanl Lo decresse Lhe
sonsitivity of Lhe system, maintaining a low profability
ol false alarms in order Lo avoid mappropriate actions
and unnoecessary power dissipation.

e Stealthiness: IL & ecrucial for military surveillanee
syslems o have a very low possibilily of being debectod
and intereopded. Miniaturization makes sensor devioes
hard Lo detect physically; however, RE signals can be
easily intercepled il sensor deviees aclively communi-
cale during the surveillanee stage. A wero communi-
calion exposure = desired in the absenee of signiflcant
ovonls

» Effectiveness: The precision in Lhe localion estimale,
and the latency in ropariing an evenl are Lhe melrics
Lhat determine Lhe efoctivencss of a surveillance sys-
e, Accuracy and lalency are normally considered
important mebrics of Lracking performance. However,



the requirement of Lhese two medrics can actually be
slightly relaxed in many tracking applications. For ax-
ample, iL may be accepiable w obdain location esti-
maltion within a couple of feel and receive a dolbection
report. within a couple of seconds. We, therefore, locus
primarily on Lthe Mrsl three melrics mentioned abowe.

3. SYSTEMDESCRIPTION AND REQUIRE
MENTS

Figure | shows the deployment of our ground survedllanoe
sysiem. We deployed 70 Liny sensw devices, called MICAZ
modes |14], along a 280 feel long perimeler in & grassy (leld
that would typically represent a critical choke poinl or pas-
sageway Lo be monitored. Each of the motes is equippsaed
with a 433 MHz Chipoon radio with 355 selectable transmis-
sion power sellings. While Lthis radio s sullicient Lo allow
the motes deployed in the fleld o communicate with each
other, it is nol capable of bng-range (= 100 L} communi-
cation when pul on the ground. Therefore, we assume thal
in a real systom where Uhe command and control unils may
be deployed soveral thowsands of feel away [rom Lhe sensor
Neld, devices capable of long-range communication, such as
repeaters, will be deployed as galeways Lo assist the son-
sors Lo relay back information (rom the motes in Uhe (eld
Lo Lhe base station. In our protolypical deployment, we use
a mole a5 Lhe base station Lhat s altached o a portabde
devies, such as a laplop. The portable devieo 15 Lhe desting-
tion of Lthe surveillance information and s mainly used lor
visualmation in our prolotype system. The camera dovices
shown in Figure 1 are controllesd by Lhe laplop wo provide
the next level of surveillanes information, when Lriggered by
Lhe sensor Neld.

Each mote s equipped wikh a sensor board that has mag
netic, accustic, and photo sensors on i, While the dilferent
sensors make iL possible for a mole Lo deteet dilferent kinds
of targeds, only the magnelic sensors are relevant o Lhe ap-
plication deseribed in this paper. We use Lhe HMOC1002
dualaxis magnetomeders from Honeywell |13, These mag-
netic sensors detect the magnetic feld generated by Lhe
movement of vehicles and magnetic objecis. They have an
omni-directional feld of view and are therefore less sensi
tive Lo orientation. They have a resolution of 27 pCGanss
and their sensing range varies wikh the size of Lhe magnedic
object Lhey are sensing.  From our experiments, we found
Lhal these sensors can sense a small magnet al a distanee of
approximately 1 it and slowly moving passenger vehicles al
a distance of approximately & 10 L.

4. SYSTEM OVEERVIEW

The key contribution of Lhis work is the design and imple-
mentation of a wircless sensor nelwork prolodype thatl on-
ables enerpy-edllcient Lracking and detoction of events. Soech
a system is uselul for survelllance applications, such as Uhe
o ciLlined in Section 2. The system we have designed is or-
ganized into a layered architecture comprised of higher-level
services and lower-level components, as shown in Figure 2.
It is implemented on Lop of TinOS [12]. We st provide
an overview of ithe dilferent sollware componenis we have
designed and Lhen follow that with a detailed discussion of
the role played by those components in the context of our
tracking and surveillanee application.

T'ime synchronization, lecalizalion, and routing comprise
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Figure 2: Enargy-EfMficient Tracking System

Lhe lower-lovel components and [orm the basis for imple-
menting Lhe higher-lovel services, such as agrregation and
power management.  Time synchronization and localiza-
Licn are imporiant for a survedllance applicabion becanse
Lhe collaborative dotection and wracking procoss relies on
Lhe spatio-Lemiporal correlation between the tracking reports
sonl by multiple motes. The time synchronization module
is responsible for synchronizing the loeal clocks of the mobes
with the clock of the base station. The localmation modulke
is responsible for ensuring thatl each mole is aware of s bo-
cation. In our protoLype syslem, we use a simple localizalion
confllguration, which statically assigns mobes Lheir localion
aL Lhe time they are programmed, assuming we know about
whore Lhey will be placed. In actual deployment, such as a
battbefleld in which it is important W track Che absolute go-
ographical coordinates of Lhe hostile tanks, cthe static config-
uration can be replaced with dynamic localmalion schemes
such as in [104.

The routing component establishes routes Lhrough which
Lhe modes exchange information with each other and the
base statlion.

Powoer management and eollaborative detection are Lhe
Lwo key higher-level services provided by our system. The
soniry serviee componenl B responsible for power manage-
ment, while Lhe group management comMponenl s responsi-
ble for collaborative detection and cracking of events, The
SEATY sorvioe conserves encngy of Lhe sonsor network by s
leciing a subsel of moles, which we defllne as sendries, Lo
monitor evenls. The remaining modes are allowed Lo remain
in a kbw-power state until an evend oocurs. When an event
oocurs, the senbries awaken the other moles in Lhe region
and the group management component dynamically orga-
nizes Lhe moles into groups in order L enable collaborakive
tracking. Together, Lhese two componenls are responsible
for cnergy-eillcient evenl tracking.

All the deployed moles are programmiesd Lo run Lhe dis-
Lributed application. Owr system supports Lhe ability o
reprogram Lhe motes dynamically with new conflguration
paramelors such as sonsiLivity - This eliminates Lhe need Lo
download the application code on all the motes each Lime
Lhe confllguration is modifled. We have a display moduale
for poriable deviees (Figure Xywhich is nol pari of the sofl-



